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ABSTRACT

Management of virtual machines (VMs) on a large scale remains a significant challenge
today. We lack general and vendor-independent quantitative criteria/metrics by which to describe
the state of infrastructures for virtualization. This data is essential to both expressing ad-
ministrative policy goals and to measure ongoing compliance with them in production settings.

In this work, we consider VM management in production environments. We investigate VM
applicability to real-world scientific computing problems by comparing application performance
in a controlled environment of physical servers with the Manage Large Networks (MLN) tool’s
implementation of the same scenario on virtual machines. Based on our observations, we propose
three new metrics by which to describe and analyze the infrastructure in order to incorporate
virtual machine management closer into policy. The metrics have been implemented into the latest
release of our MLN tool for virtual machine management.

Introduction

Most approaches to virtualization devote the
bulk of the efforts on their features related to deploy-
ment and fail-over mechanisms. Indeed, much of the
work in this area focuses on these areas exclusively.
However, after running a virtual infrastructure in pro-
duction, one discovers how deployment decisions and
virtual machine behavior affect the overall perfor-
mance in ways which are not completely described
nor obviously transparent. One key challenge is avoid-
ing resource conflicts among the virtual machines.
This task depends on many local factors, such as the
number and behavior of the virtual machines, as well
as the number and capacity of physical servers and
other infrastructure resources like common storage.
We use the term ‘“virtual(ized) infrastructure” as a
general scenario where more than one physical servers
are used to host a range of virtual machines with vary-
ing life-span and purposes. We do not intend to refer
to a particular virtual machine managment framework
or product.

The system administrator needs methods to ana-
lyze and describe the site’s virtualization infrastructure
in a technology independent way. Such analysis would
assist in the following tasks:

® Determine the level of redundancy in server
capacity for downtime planning.

® Review the level of resource conflicts between
virtual machines in order to identify and re-
move bottlenecks.

¢ Find the optimal server location for new virtual
machines in the infrastructure.

¢ Identify which virtual machines are apt to de-
mand resources at the same time in order to
separate them from each other.

Possessing this and related data will also enable
the system administrator to express and implement
explicit, quantitative policy rules for the site, enabling
her to address a variety of concerns: How should one
describe the desired level of redundancy in server
capacity and measure its compliance? Could a level of
resource conflicts function as an indication of how
well the virtual machines are deployed across the site?
This is not only valuable for system administrators
today, but necessary steps towards autonomic capabili-
ties of future management tools, since self-optimizing
system behavior techniques require quantifiable met-
rics in order to measure success.

MLN (Manage Large Networks) [1] is a virtual
machine management tool developed at the University
College of Oslo. It supports both Xen and User-Mode
Linux. After using MLN in various scenarios and
addressing the need to efficiently deploy large scenar-
ios of virtual machines [2, 3, 4], we have arrived at the
point where long-time management reveals new chal-
lenges, problems which are still unexplored by the
community. This article addresses these challenges by
proposing three methods by which to analyze a virtu-
alized infrastructure. The Server redundancy level,
Resource conflict matrix and Location conflict table
are technology independent measures of the state of
the infrastructure.

This text is organized as follows: We first dem-
onstrate the viability of using Xen virtual machines
and MLN in a production environment. This case
study demonstrated to us the challenges of long-time
management of virtual machines. Next, our approaches
for analysis are presented and discussed in detail. We
then discuss the implementation of these in MLN and
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discuss our findings to date. Finally, we outline future
work and review related work.

VM Viability in Production Scientific Computing
Environments

In recent years, there have been many calls for the
increased use of virtualization technologies for high
performance computing (HPC) and especially scientific
modeling and simulations (see, e.g., [5, 6]). The many
advantages of virtualization and virtual machines (VMs)
usually apply to such specialized computing environ-
ments as they do to general purpose systems (e.g., the
ability to control resource usage, security barriers, per-
formance and reliability improvements due to isolation
of distinct processes, and so on).

The computing environment and typical job
characteristics of scientific computing environments,
whether located in academic institutions, corporate
research and development or government laboratories,
share many common traits which distinguish them
from more general computing environments:

e Rather than a mix of many jobs of various
types and needs, scientific computing typically
consists of a few computations of significant
duration. The most intensive of scientific com-
puting applications have essentially unbounded
need for CPU cycles, physical memory and
memory bandwidth, and, in some cases, disk
and/or network I/O capacity.

® Research efforts tend to rely on a few software
packages related to the field under investiga-
tion. Most production software is commercial
for which source code is not available (and the
expertise required to modify it is not present at
most sites).

® Research groups prefer to have their own com-
puting resources, with typically little or no sys-
tem administrative support from any centralized
IT organization.

Such environments face many challenges which
virtualization technology, in conjunction with a tool
like MLN, can address:

¢ Deploying idle computing resources, where and
when they are available. This can include ap-
plying general purpose computers to simulation
problems after hours. VMs allow the host oper-
ating system environment to remain unaffected
by allowing scientific computing usage of the
hardware.

e Since scientific computations can execute for
hours, days or even weeks, being able to start,
pause, restart and migrate such jobs is very
beneficial. VMs and MLN provide this capabil-
ity to any application which employs their re-
sources, often adding this valuable feature for the
first time. For example, Gaussian 03, the produc-
tion code we employed in performance tests, has
only limited job restarting capabilities. MLN
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allows jobs to be paused at any point. In the
past, such capabilities were present on in spe-
cial purpose checkpointing libraries [7, 8].

® Multiple operating system environments — even
legacy ones — can be maintained and invoked
on the same hardware. This is important in this
arena in that distinct software packages typically
have limited, and often contradictory, operating
system version support (often lagging well be-
hind the current releases). MLN allows distinct
OS environments to be set up and cloned easily,
ready to be reused as often and for as long as
needed.

Despite these very real benefits, however, perfor-
mance is still the most important consideration in sci-
entific computing, so virtualization will need to come
with few associated resource costs in order to be
adopted. Previous work has focused on the perfor-
mance achieved on standard benchmarks [9, 10, 11,
12]. While this data is interesting, and in general
encouraging with respect to VM use for HPC, the lim-
itations of benchmarks in modeling actual scientific
computing are well known. First, such benchmarks
tend to focus on single performance metrics in isola-
tion: CPU speed, memory bandwidth, disk I/O, net-
work message passing, and so on. Secondly, the algo-
rithms employed in the computational portions are
among the simplest of those used in real applications
(e.g., Linpack). In addition, the results of the more
complex, higher level benchmarks (e.g., the SPEC
suite, the GCM program used in [10], and the like),
the results are reduced to a single metric, megaflops
achieved, which has been repeatedly shown to bear
only a vaguely proportionate relationship to actual
production performance. Finally, and often most im-
portantly, the problem size is far too small to be useful
or representative of actual computations and comput-
ing requirements.

Accordingly, we chose to conduct some tests
with actual production code on modest sized but real-
istic problems. We used the Gaussian 03 computa-
tional chemistry package. Gaussian 03 performs elec-
tronic structure calculations, modeling the properties
of chemical compounds and reactions. It is widely
used by academic and industrial chemists, chemical
engineers, biochemists, physicists, and materials sci-
entists throughout the world, addressing one of the key
Grand Challenge level problems. Computationally, it
is a very demanding and rigorous application whose
achieved performance depends on the combination of
CPU performance, memory bandwidth and, for some
simulations, disk I/O transfer rates.

We ran three jobs of increasing CPU require-
ments in several ways: under a standard Red Hat
Enterprise Linux kernel, directly under a Xen version
of that operating system, and in a Xen virtual machine
(details, which are probably understandable only to
chemists, are given in a separate section below). We
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also ran the jobs on a single node and in a parallel
mode using three nodes; the parallel computations
were performed under the Xen-enabled operating sys-
tem and in VMs. In this way, we could test the perfor-
mance effects of both aspects of virtualization: the
modified Linux kernel and using a VM itself. The three
nodes chosen for the parallel computations were quite
different in performance characteristics and available
resources. This selection was made to model the perfor-
mance that might be obtained from drawing together
idle systems in an ad hoc manner after hours. However,
parallel performance is known to be best when using
symmetric nodes; this approach thus represents a worst-
case scenario in that the performance of the more pow-
erful systems is reduced to that of the weakest node.

The following table gives the parallel speedups
obtained in the two environments (comparisons are
with respect to a single node of the same type):

Parallel Speedups (1 vs. 3 Nodes)
Job Xen VM
1 2.1 2.1
2 2.8 2.8
3 1.2 1.3

Table 1: Parallel speedup comparison.

Job 1, the shortest job, obtains reasonable paral-
lel speedups, and Job 2 does quite well (as the maxi-
mum speedup is 3.0); both of these jobs have few I/O
requirements. This is in contrast to Job 3, chosen
because of it substantial I/O requirements. Even in this
case, however, parallelization provides some perfor-
mance benefits. For our purposes, however, the key
result in the preceding table is that using virtual
machines for the computations produced identical per-
formance to the jobs run directly on the hardware.
Using a VM had no adverse affect on parallelization
efficiency.

The following table explores the overhead asso-
ciated with virtualization — and specifically the Xen
approach — in more detail:

Virtualization Overhead
Job Xenover RHEL VM over RHEL

1 3.8% 0.6%
2 3.9% 0.8%
3 3.1% 7.9%

Table 2: Virtual overhead comparison.

The columns compare the performance for single
processor jobs in the three environments: directly on
the hardware with a standard kernel (RHEL), directly
on the hardware with a Xen-enabled kernel (Xen) and
in a Xen VM. The table indicates that when disk 1/O is
not a factor, then there is only a quite small perfor-
mance penalty associated with the Xen operating sys-
tem and virtually none associated with using a VM,
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both compared to the vanilla Linux OS. Interestingly,
the Xen kernel itself slightly less efficient than the
vanilla operating system running in a VM.

When disk 1/O is a significant factor, the results
are somewhat different. The overhead associated with
the Xen-enabled OS remains more-or-less constant,
but there is addition associated with running in a VM
(at least 4.8% for this job). The total overhead of
about 8% is still quite acceptable, but reducing that
level would be desirable. Our initial tests focused on
making virtualization configuration and use as easy as
possible. Thus, the VM was built on a logical volume.
In the jobs running directly under the Xen-enabled
0S, however, disk I/O associated with the computa-
tion was to a logical volume as well, and the LVM
undoubtedly imposed some overhead.

Future work will look at minimizing I/O over-
head in the VM environment while still retaining VM
configuration and build simplicity. However, these
results show clearly that performance in an MLN-
managed virtual environment is quite acceptable for
production Gaussian 03 calculations.

New Challenges and Approaches

Our infrastructure consisted of a total of 11
servers spread over two separate locations. Although
the performance levels of Xen were acceptable, we
encountered management issues which revealed new
challenges:

¢ Previous work has shown that there is a sub-
stantial performance degradation if two virtual
machines compete for the same resources on
the same server [3]. We encountered difficulties
avoiding such conflicts due to lack of overview
over the entire infrastructure.

* At one point, one of the servers became unsta-
ble and crashed. This taught us a valuable les-
son because we ended up with insufficient
capacity to host all of our virtual machines until
the problem was fixed. We believe that a way
to plan ahead for these eventualities would
avoid the same situation in the future.

® There was no decision support from MLN to
find the optimal placement for a new virtual
machine project. We had to manually inspect
the other running projects to arrive at a solu-
tion.

We believe that these challenges are universal for
all system administrators who have to manage suffi-
ciently many servers and virtual machines. Let us first
describe a virtualized infrastructure in a more general-
ized way.

The foundation of a virtualized infrastructure is
its physical servers, for which we will use the term
server, and the virtual machines (VMs). We make two
basic assumptions:

1. The infrastructure consists of more than one
physical server.
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2. The infrastructure enables the system admini-
strator to move virtual machines between the
physical servers.

What is left is to find the optimal placement of
the virtual machines such that the load is evenly dis-
tributed and that all the VMs experience a satisfactory
level of performance. This process is highly dependent
on the organizations context. The resulting provision-
ing policy will act as a local guidebook for decision
making or a policy for which an expert system may
surveil and tune the infrastructure.

It is essentially the system administrator’s duty
to re-provision virtual machines for the best perfor-
mance. This manual process depends on information
about the infrastructure and the individual virtual
machines. In some cases, knowledge about the virtual
machine can help the decision process. Is it planned to
be a web-service or a shell server? Can we expect per-
formance peaks at specific times? Over what time
period will the virtual machine run? This information
may be hidden from the administrator if users can cre-
ate their own virtual machines independently. What
remains is the static hardware description of the vir-
tual machines resource consumption and its perfor-
mance profile. We will take this perspective in this
text, assuming that we have no prior knowledge about
virtual machine roles. We will, however assume that
the administrator is at liberty to re-provision the vir-
tual machines to different physical servers.

Virtual Machine Resources

A virtual machine can be described in two com-
plementing ways. The first is through its static at-
tributes which are defined in the virtual machines
design. Examples are the amount of memory, number
of CPUs and the placement of its filesystem locally or
on a SAN. These design decisions influence the virtual
machines performance and are for the most part static
variables. Once the virtual machine is running, we get
a series of dynamic variables describing how the vir-
tual machine performs over time. We get the CPU
consumption, network traffic, IO operations and pro-
cess interrupts, to name a few.

It is easy to plan ahead for even distribution
among the static resources. Memory usually domi-
nates these decisions — there is only so much to go
around. The CPU, on the other hand, can be shared,
and on a multi-CPU server, virtual machines may even
run along side each other without conflict. Too many
virtual machines demanding CPU time at once will
throttle the performance of all. But in order to avoid
this, we need to have knowledge about which virtual
machines are troublemakers in order to isolate them.
For small sites with a convenient number of virtual
machines, intuition and random observation may be
sufficient for a satisfactory end-result. But what when
the amount of servers and virtual machines exceeds
what is practical for manual analysis? On larger sites,
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the dynamic resources need to be observed as time-
series variables and stored for analysis.

e Static resources belong to the server and are
allocated for each VM at both boot and build
time. Examples of static resources are:

o Disk size

o Filesystem placement
o Memory

o Virtual CPUs

* Dynamic resources are consumed by the VM
at run-time. They are subject to rapid change.
Examples of dynamic resources are:

o CPU seconds
o Network traffic
o 10 operations

The Server Redundancy Level

Uptime and service availability are strong argu-
ments for virtualization. But this depends strongly on
the infrastructures stability and capability to re-provi-
sion virtual machines. Several virtual machines on the
same server means increased pressure on the server
not to fail. If it would show signs of failure, like mes-
sages about a failing disk, the virtual machines must
be re-provisioned as quickly as possible in order to
take down the sever for maintenance. A server that
crashes with virtual machines still on is a disaster
which is simply described as the all-the-eggs-in-one-
basket effect. There is therefore much effort required
by the system administrator in order to know when
and which server can be taken down.

Live migration is one of the most attractive fea-
ture when it comes to re-provisioning a virtual ma-
chine. It enables a virtual machine to move to a differ-
ent server without loss in downtime. Other methods of
migration exist too, like cold migration, where the vir-
tual machine is shut down before it is moved. The lat-
ter approach usually assumes that the two servers do
not share a common storage for the VMs filesystem
and it has to be transported to the new server.

In both cases, however, the assumption is that
there is enough capacity on the receiving servers to
accommodate more virtual machines. In a multi-server
environment it becomes difficult to assess the possibil-
ity of, e.g., freeing one server from all its virtual
machines. Do we have enough combined capacity to
remove one physical server? How can we find the
answer to that question?

We propose a simple notation for the redundancy
of server capacity called the redundancy level. 1t is
“R/S” where R is the number of servers that are in use
currently and S the number of which servers can be
shut down and removed. The idea is to calculate the
available capacity on all servers and the current usage
of all the virtual machines. From this, the R/S value
can be derived. It is usually enough to consider only
static resources as capacity limits with most focus on
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memory and disk-space if the virtual machines are
stored locally.

Memory: 512M Memory: 512M Memory: §12M

Disk: 30GB Disk: 30GB Disk: 30GB
VA VM2 VM3
serveri server2 serverd

Memory per server: 1024 MB
Disk per server: 100 GB

Figure 1: An example showing a server redundancy
level of 3/0 because VM3 larger memory setting.

Memory: 128M

Disk: 25GB
WA
Memory: 128M Memory: 128M Memory: 256M
Disk: 25GB Disk: 25GB Disk: 30GB
VM2 VM3 Vivid
serveri server2 serverd

Memory per server: 1024 MB
Disk per server: 100 GB

Figure 2: An example showing a server redundancy
level of 3/1. With some initial planning, a level of
3/2 could have been achieved.

Example 1

In the following example we have three servers
and three virtual machines: each of the three servers
has 1024 MB of memory available for virtual ma-
chines as well as 100 GB storage space. VM1 and
VM2 each use 512 MB of that memory together with
30 GB of storage for their harddisks. VM3 uses 612
MB of memory so that server3 has less free capacity
than server2 and serverl. The available memory (412
MB) is not enough to accommodate VM1 nor VM2.
Serverl and server2 have both 512 MB of available
capacity and cannot accommodate VM3. The result is
that if server3 should be removed, we will loose VM3.
The server redundancy level is 3/0 because we have
three servers and no-one of them can be removed.

Clearly, if serverl goes down, then server2
would have enough spare capacity to hold VM1, but
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the “S” value in the redundancy metric should be as
pessimistic as possible and must therefore hold for all
servers. For only serverl and server2 we have, in fact,
2/1.

Example 2

This example is a little bit more complicated. The
servers are the same as before, but now we have more
light-weight virtual machines. We see, that the total
memory consumption of all four virtual machines is 640
MB, that is less than the capacity of either one of the
servers. This means that a single server could accommo-
date all the virtual machines, which would actually
result in the redundancy value of 3/2. But unfortunately,
since VM4 uses 30 GB of disk space, the sum of the
total disk space consumption would be 105 GB, and that
is more than a single server can offer. So the reality is
that the redundancy level only is 3/1.

This example shows how some initial planning
could improve the systems overall redundancy level.
If one server would go down, we would end up with
two servers with the combined memory capacity of
2048 MB but only of 640 MB of it actually used. On
top of that, the redundancy level would then be 2/0,
meaning two underutilized servers where no-one can
be spared.

The redundancy level mirrors the infrastructures
capability to loose one or more of its servers without
loss of virtual machines and is therefore valuable
information to a system administrator. It can be con-
sidered as a service level policy such as “The infra-
structure is to keep a 3/1 redundancy level 90% of the
time.” It can also be useful for capacity planning, cal-
culating how much more virtual machines of a certain
type can be deployed before the redundancy level is
altered. It will also show how much resources a new
server should have in order to keep a certain redun-
dancy level for planned additions of more virtual
machines. The notation should not be confused with a
division, where 3/1 = 3. It is not meant to be a factor.
The redundancy level of 4/2 is obviously also not the
same as 2/1.

Resource Conflict Matrix

The previous analysis was from a infrastructure
point of view. It did not address potential resource
conflicts between the virtual machines. For this task,
we propose creating matrixes for every resource type
and to use graph theory for an indication of the num-
ber of resource conflicts we have. The analysis is sim-
plest for the static variables. A resource conflict
matrix is a square diagonal matrix with all the virtual
machines. For each virtual machine pair, we put a 1 in
their positions if they have a resource conflict for that
particular resource type, otherwise a 0.

Let’s consider filesystem placement as a static

resource (i.e., not current disk usage). Two virtual
machines have a conflict if their filesystem is placed
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on the same harddrive. This would in principle imply,
that two virtual machines placed on the same SAN are
in conflict even if they run on different servers. These
conflicts do in other words not imply that the perfor-
mance is going to be poor. It simply states that there is
a potential between those two virtual machines that
they may influence each other.

The resource conflict matrixes are of size VX V
where V' is the number of virtual machines on the in-
frastructure. One technique to compress the matrix
into a single value is to treat the matrix as an adja-
cency matrix for a bi-directional graph, and to calcu-
late its connectivity using tge formula:

1VVl
S

The connectivity of a graph is the number of links
divided by the possible number of links. In this case the
number of conflicts C divided by the possible maximum
number of conflicts. Its highest value, 1, would imply
that there is a conflict between all virtual machines for
that particular variable. A zero, 0, would mean the
opposite. For each variable one can therefore easily get
a value describing its current level of conflicts.

A simple example of the analysis is given in Fig-
ure 3. The same case would be for the static CPU

VM1l VM2 VM3 VM4

VM1 0 1 0 0
VM2 1 0 0 0
VM3 0 0 0 0
VM4 0 0 0 0

(a) With all servers up. Conflict rate 1/6 =0.1667 .
VMl VM2 VM3 VM4

VM1 0 1 0 0
VM2 1 0 0 0
VM3 0 0 0 1
VM4 0 0 1 0

(b) With server2 down and VM3 re-provisioned to
server3. Conflict rate 2/6 = 0.333 .

VM1l VM2 VM3 VM4

VM1 0 1 1 0
VM2 1 0 1 0
VM3 1 1 0 0
VM4 0 0 0 0

(c) With server2 down and VM3 re-provisioned to
serverl. Conflict rate 3/6 =0.5.

Figure 3: A resource conflict matrix for filesystem
placement based on Example 2. As long as all
servers are up, we have a low rate of conflicts. If
server2 goes down (matrix b and c), the conflicts
increase depending on how the virtual machines
are re-provisioned. b) is a better solution than c)
because it has the lowest conflict rate.
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resource if two virtual machines on the same single-
CPU server would be in conflict. Few virtual ma-
chines, as used in our examples, may produce obvious
matrixes. On large sites, however, the resulting matrix
may become too large for manual review.

For the dynamic variables, such as CPU or 10
usage, we need to compare the actual behavior of the
virtual machines. If a time-series profile of each vir-
tual machine existed, it could be compared to see if
two virtual machines historically tend to demand the
shared resources at the same time. If so, they are in a
conflict. The level of correlation or probability of con-
flict between the two makes for a more fuzzy descrip-
tion than 1 or 0. One can still calculate the average
probability rate between all the virtual machines, how-
ever it does not carry the same interpretation as the
graph connectivity mentioned above, since the result
would not represent the average number of conflicts
anymore, but the average conflict probability. Other
analysis methods could also be applied to the matrix,
such as Principle Componant Analysis or centrality,
however the interpretation of these results in this case
are still being studied.

The resource conflict matrixes are a resource
centric description of the infrastructure’s state. Con-
nectivity or average conflict levels are ways to com-
press information into more usable formats. Some
level of intuition and knowledge is still needed to
interpret its results. It can highlight uneven distribu-
tion of resources where there should be none. A
matrix is beneficial for a graphical representation and
can contain more information than only an average.

We also need a virtual machine-centric perspec-
tive of the infrastructure in case we investigate a par-
ticular virtual machine or want to make the best provi-
sioning decision for a new one.

Location Conflict Table

The previous section showed how we can get an
overall view of the resource conflicts and that re-pro-
visioning of virtual machines influences the result
based on what server it is placed on. The example was
only for a single resource. How could we get an
impression of the conflicts concerning all resources in
order to make the best decision? Our solution to this
problem is to list the available servers based on the
resulting conflicts for all resources if that would be its
location. Let us consider the case above where server2
goes down and VM3 needs to be moved. The resulting
location conflict table is shown in Table 3.

Location conflict table for VM3

Filesystem
Location Placement CPU Total
serverl 2 2 4
server3 1 1 2

Table 3: An example location conflict table showing
server3 with less conflicts than serverl.
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For servers with equal performance, one should
choose the one with the least resource conflicts. In
many cases, some conflicts are unavoidable. Some
conflicts may then be given more importance, such as
those based on time-series profiles.

The information in this table will potentially
change for all virtual machines every time a virtual
machine is re-provisioned. This means that if server2
now contained two virtual machines, we would have
to make a decision about the first and then the second
as if the first has already moved.

Implementation Into MLN

The methods mentioned above are general ways
to analyze the state of the infrastructure. The benefit
with quantifiable metrics is that their calculation can
be automated. The service redundancy level, resource
conflict matrixes and location conflict table are imple-
mented into MLN for static variables with preliminary
support for dynamic variables also. MLN has enough
knowledge about virtual machine location and re-
sources to determine conflicts automatically.

The benefit of this information is currently stud-
ied in a master thesis with regard to automated re-pro-
visioning and analysis [13]. MLN is only capable of
providing current state values so it cannot compute
“what if”’-results for planning yet. Work is under way
to include analysis features where the user could pro-
pose changes to the provisioning or other virtual
machine metrics and see the result before they are
committed.

Discussion

The server redundancy level only assumes that
we will re-provision virtual machines from a given
server onto the others. It does not assume that we
could re-arrange all the virtual machines optimally on
all server for the highest utilization. We have identi-
fied some additional challenges in that case which are
still under consideration. The most important point is
what strategy to use for the re-provisioning process.
We have identified a few alternatives:

® Least Migrations This would reduce the risk
of virtual machines dying in the migration
process.

® Least Memory Copied Migration time de-
pends on the main memory of the VM to be
copied in the background. Less memory to
copy would result in faster migration.

* Minimize resource conflicts Never-mind the
number of migrations, just reduce the number
of conflicts to a minimum.

* Most Important Last Some VMs are more
important than others. Avoid touching the most
important.

Which strategy is best depends on the context. In
an automated re-provisioning scenario, the user should be
able to express to the system which strategy is preferred.
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A resource conflict is not equal performance
degradation, but it may be a good indicator of where
to look for answers if the virtual machine performs
poorly. The resource conflict matrixes can be used to
look up the current conflicts of a given virtual
machine at any time. We consider this helpful support
information for system administrators.

Some of the resources and conflicts are diffuse.
Consider five single-CPU virtual machines on a four-CPU
server. Who is in conflict with who? The strictest interpre-
tation is that all five are in conflict with each other.

The connectivity or average conflict rate may not
carry much information at the first calculation. The
optimal or lowest possible value is entirely context
dependent. It is therefore not suitable to be used as a
comparison between two different infrastructures. How-
ever it is valuable as a measurement at re-provisioning.
It is a way to observe how an addition of a new or exist-
ing virtual machine influences the rest.

Conclusions and Future Work

Virtual machines can easily be deployed using
MLN and have acceptable performance levels through
the Xen virtual machine framework. The ideal sce-
nario would be one virtual machine on each server, but
that is not always possible. Finding the best placement
of the virtual machines in order to avoid resource con-
flicts is an open challenge.

Three methods were proposed for infrastructure
analysis based on our own experience. Each method is
technology independent and can be applied by hand
for fair-sized infrastructures. They are also imple-
mented in MLN in order to cope with larger scenarios
where manual calculation is impractical.

We recognize that these methods have issues of
their own but we see this as steps towards a better
understanding of how to manage virtual machines suc-
cessfully. This research field is only just emerging as
more start to use virtual machines on a large scale and
encounter the same kind of problems.

Work on MLN will continue in this direction and
may function as a way to let the industry test our ideas
and provide us with valuable feedback. Users should
also be able to define other resources which are
included into MLN’s existing analysis. This may be
easy to accommodate for static variables, however the
dynamic ones would also imply that a monitoring
framework of that variable should exist.

Related Work

In recent years, many researchers have promoted
the use of virtualization and virtual machine technolo-
gies in scientific computing and HPC environments.
Such arguments appeared initially in the literature of
grid computing. For example, Figueiredo and cowork-
ers [6] proposed using virtual machine technology in
combination with management middleware to simplify
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the task of seamlessly providing distributed computing
resources to grid end users. They noted that using vir-
tualization provided several advantages over grids
constructed via real systems. Virtualization also offers
many advantages to high performance computing; for
a succinct summary, see Mergen, et al. [5].

Several groups have performed performance anal-
yses of scientific problems in virtual environments.
Figueiredo and coworkers [6] compared the perfor-
mance of their virtualization-based approach with that
of the regular operating system by running a few of
the benchmarks from the SPEC suite directly on a
Linux system and in a virtual machine running the
same operating system under VMWare. Their results
indicated that only that minimal overhead was associ-
ated with employing virtualization, in the range of
about 2-4%. They also considered the time required
for virtual machine setup, either via the full startup
process (i.e., VM reboot) or by restoring a saved VM.
Startup times generally ranged from about 30 seconds
to 1 minute, depending of the specifics of the startup
method and VM disk file storage location.

Youseff and coworkers [10] compared the per-
formance of Red Hat Enterprise Linux running di-
rectly on the hardware as well as a guest operating
system under the Xen environment via a series of
standard benchmark applications. Their tests included
three categories of calculation: micro-benchmarks each
focused on a single system resource (CPU, network
communication, memory and disk 1/O), a series of
matrix-based computations designed to test parallel
program execution efficiency, and a single scientific
simulation taken from the HPC Challenge benchmark
suite (the MIT GCM exp2 which models a planetary
ocean circulation process). In all cases, including the
latter, these researchers found no statistically sig-
nificant performance degradation from employing vir-
tualization.

Bjerke [14] implemented Xen virtualization for
HPC on Itanium systems. He presents some per-
formance data for typical software building processes,
again finding little difference between the native sys-
tem and Xen virtual machine instances.

Finally, Vogels has explored virtualization for
HPC in the Windows environment/ NET framework
[15]. He ran benchmarks from the SciMark suite,
focusing on comparing different virtual environments.
In general, however, his results indicate that vir-
tualization is a viable alternative for Java-based high
performance computing in this environment as well.

Previous work on checkpointing has focused on
general solutions for applications on UNIX systems.
For example, Plank and coworker [7] created the
libckpt library with the goal of rollback recovery for
an executing program on UNIX systems. The library
worked by periodically saving the application’s cur-
rent state to a disk file. In the event of a failure (i.e.,
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program crash), the program could be restarted from
the most recent save point (checkpoint). The facility
was capable of operating in a fully automated mode,
without requiring any program modifications, for ex-
isting applications; programmers could also add check-
pointing-related directives to the code if the source
code was available. The former is most directly com-
parable to virtualization. The researchers tested their
approach using several computationally-intensive bench-
marks. For these applications, the overhead associated
with using libckpt in fully automated mode was con-
siderable, ranging from about 5% to about 15%, with
the larger values associated with the larger and most
realistic benchmarks.

Wang and coworkers [8] performed similar work
at about the same time. Their libckp library for UNIX
systems similarly periodically saved the execution
state from user applications in a transparent manner.
Their work also included a generalization feature
which allowed a checkpoint to be reused with different
input/data.

VM management has also received substantial
research attention. The closest work to MLN is prob-
ably the In-VIGO system of Adabala and workers
[16]. It is an example of using virtualization for grid
computing, specifically by constructing virtual grids
on top of real systems via a software middleware
layer. In this way, In-VIGO provides grid computing
environment in which the actual physical systems and
resources are transparent to grid users. It is designed
to both simplify using the grid computing resources
for end users as well as to simplify the grid man-
agement tasks for system administrators.

However, unlike MLN, it is a quite complex sys-
tem (albeit a powerful one) necessitating a significant
learning curve. In addition, many of its features are
simply not needed for production scientific comput-
ing. The follow-on work, the VMPlants facility [17],
provides a facility that is similar to MLN. It provides
virtual machine creation, shutdown and cloning. Its
operation is client-driven, in keeping with the goals of
In-VIGO of simplifying the end user experience, con-
trast to MLN, which can employ either a push or pull
approach.

Finally, Clark and coworkers [9] have studied
migrating running virtual machines across physical
hosts without the need for even temporary suspension.
They found that the challenges of migrating live mem-
ory to be challenging, especially for applications with
intensive memory write rates. They offer a solution for
VM live migration within a group of discrete systems
or a cluster with high performance network intercon-
nects and network-based disk storage.

Computation Details

All Gaussian 03 [11] jobs were limited to 256
MB of memory and used the 32-bit version of the
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program. The VMs used were allocated 512 MB of
memory. The key components of the computer config-
urations were as follows: 1.8 GHz Xeon with 1 GB
main memory (master node for parallel jobs); 2.8 GHz
Xeon with 2 GB main memory; 2 GHz AMD-64 with
1 GB main memory. The network interconnect was
100BaseT. Parallel jobs made use of the Linda parallel
execution environment [12], as required by the appli-
cation. Job details: (1) HF/3-21G Opt Freq on Buck-
minsterfullerene, 540 basis functions; (2) B3LYP/
3-21G Force SCF=NoVarAcc on Valinomycin, 882
basis functions; (3) MP2/6-311+G(2d,2p) Opt Freq on
Malonaldehyde, 171 basis functions. All jobs were run
on otherwise idle systems.

The following table gives the raw results for
these jobs. The column headings have the following
meanings: RHEL=job run on system running standard
kernel; Xen=job run on system running Xen-enabled
kernel, but not in a VM; VM=job run in a Xen VM
(RHEL guest OS). The single processor jobs were all
run on the slowest node, which also served as the mas-
ter node for the parallel jobs.

Elapsed Time (seconds)

Job Single Processor Parallel Execution
RHEL Xen VM Xen*3 VM*3

1 346 359 348 169 168

2 727 755 733 268 265

3 420 433 453 366 338

Table 4: Raw results as elapsed time for each test sce-
nario.
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