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Abstract

The growing popularity of wirelessnetworks hasled to
casexf heavy utilization and congestion.In heavily uti-
lized wirelessnetworks, the wirelessportion of the net-
work is a major performancebottleneck. Understanding
the behaior of the wirelessportion of suchnetworks is
critical to ensuretheir robust operation. This understand-
ing canalsohelp optimize network performance.In this
paperwe uselink layerinformationcollectedfrom anop-
erational, large-scale and heavily utilized IEEE 802.11b
wirelessnetwork deployedatthe62™ InternetEngineering
TaskForce(IETF) meetingto studycongestiorin wireless
networks. We motivatethe useof channelbusy-timeasa
directmeasureof channelutilization andshov how chan-
nel utilization alongwith network throughputandgoodput
can be usedto de ne highly congested modeately con-
gested anduncongestednetwork states.Our study corre-
latesnetwork congestiorandits effectonlink-layer perfor
mance Basedonthesecorrelationsve nd that(1) current
rate adaptationmplementationsnake scarceuseof the 2
Mbps and5.5 Mbps datarates,(2) the useof Request-to-
Send/Cleato-Send RTS—-CTS)preventsnodesfrom gain-
ing fair accesgo a heavily congesteadhanneland(3) the
useof rateadaptationasaresponseo congestionis detri-
mentalto network performance.

1 Intr oduction

The occurrenceof a high density of nodeswithin a sin-
gle collision domainof an IEEE 802.11wirelessnetwork
canresultin congestiontherebycausinga signi cant per
formancebottleneck.Effectsof congestiorincludedrastic
dropsin network throughput,unacceptabl@aclet delays,
andsessiordisruptions.In contrastthebadk-haulwireline
portion of awirelessnetwork is typically well provisioned
to handlethe network load. Therefore therearisesa com-
pelling needto understandhebehaior of thewirelesspor-
tion of heavily utilized andcongestedavirelessnetworks.

To fulll  our ende&or of studyingthe performanceof
congestedvirelessnetworks,we collectedink-layertraces
from alarge-scalavirelessnetwork atthe62"® InternetEn-
gineeringTaskForce(IETF)! meetingheldin Minneapolis,
Minnesota. The meetingwasheld March 6-11,2005and
wasattendedy 1138participants Aimostall of thepartic-
ipantsusedlaptopsor otherwirelessdevices. The wireless
network consistedof 38 IEEE 802.11baccesgoints de-
ployed on threeadjacent oors of the venue. Our traces
collectedover two daysat the meetingconsistof approx-
imately 57 million framesandamountto 45 gigabytesof
data. An analysisof the datashows thatthe large number
of participantsandaccesgointsresultedin heary utiliza-
tion of the wirelessnetwork with multiple periodsof con-
gestion.

Throughthe analysisof the IETF network, we aim to
understandhe impactof congestiorin wirelessnetworks
by answeringguestionssuchas: (1) whatdoescongestion
meanin a wirelessnetwork? (2) how do we identify it?
(3) what are the challengesin the congestionanalysis?
(4) what are the effects of congestioron link-layer prop-
erties? Answering thesequestionsis non-trivial. The
dif culty arisesbecausef severalreasonsFirst,the |l EEE
standardslo not specifya numberof often usedprotocol
features. Examplesinclude the rate adaptationprotocol
andthe transmissiorpower control scheme.Implementa-
tions of suchfeaturesarevendorspeci c andtheir details
areoftenproprietary Secondmonitoringtoolsfor snif ng
link-layer information are limited in their capabilities
becausethey cannot capture all relevant information
aboutall transmittedpaclets due to either fundamental
hardware limitations, the proprietarynatureof hardware
andsoftware, or hiddenterminals. Finally, we performed
the monitoring in an uncontrolled environment. This
precludedary parameterizedbehaioral analysiswhich
might be otherwise possiblein a controlled laboratory
setting.

In our effort to answettheabove questionsye rst shov
how channelutilization can be usedto identify various



statesof congestionin the wirelessmedium. Further we
usechannelutilization to explain the behaior of the MAC
layer The behaior is analyzedby studyingfactorssuch
asthe channelbusy-time,effectivenesof the Request-to-
Send/Cleato-Send(RTS—-CTS)mechanismframe trans-
missionand reception,and acceptancelelays. Basedon
our analysiswe make thefollowing mainobsenations:

Theuseof RTS—-CTSby afew nodesn aheaily con-
gestedervironmentpreventsthosenodesrom gaining
fair accesgo thechannel.

The numberof frame transmissionsat 1 Mbps and
11 Mbps are high for all congestionlevels. Current
rate-adaptatioimplementationgnake scarceuse of
the 2 Mbps and 5.5 Mbps dataratesirrespectve of
thelevel of congestion.

At high congestionlevels, the time to successfully
transmita large frame sentat 11 Mbps is lower than
for asmallframesentat1 Mbps.

At high congestionlevels, the time consumedby
framestransmittedat 11 Mbpsis only abouthalf the
time consumedy framestransmittedat 1 Mbps. Yet
thenumberof bytestransmittecht 11 Mbpsis approx-
imately 300%morethanat 1 Mbps.

Theseobsenationsoffer importantinsightinto the oper
ationandperformancef congestedavirelessnetworks. We
believe that theseobsenationshint at signi cant de cien-
ciesin the802.11bprotocolandits implementationsEven
thoughtheabove obsenationsarespeci c to the IETF net-
work, we believe they will generallybeapplicablein other
network con gurations becauseof the large diversity in
wirelesshardwareandnetwork usagepatternsrecordedn
our dataset.

We believe this paperis the rst of its kind to empiri-
cally analyzea heavily-congestedvirelessnetwork. While
we are unableto totally understandall the obsened net-
work behaior becausef the above notedchallengeswe
believe thatwe offer signi cant insightinto the behavior of
aheaily congestedhetwork. We hopethattheinsightcan
be utilized to designbettersystemsandprotocols.We also
hopethat analysisof congestiorin wirelessnetworks will
bethefocusof future monitoringefforts.

The remainderof this paperis organizedas follows:
Section2 motivatesthe importanceof understandingon-
gestionin wirelessnetworks. An overview of the IEEE
802.11bMAC protocolis givenin Section3. Sectiord de-
scribeghedatacollectionmethodologyandthe challenges
of vicinity snif ng in large-scalenetworks. Section5 de-
scribesa methodfor measuringnetwork congestion.The
effectsof congestioron datapacletretransmissiongrame
sizes,anddataratesare discussedn Section6. Section7
presentshe conclusiongrom our study

2 RelatedWork and Motivation

A large numberof studieshave analyzedthe performance
of wirelessnetworks. We summarizea representatie sam-
ple of the existing work below.

Several studieshave utilized measurementfrom pro-
ductionwirelessnetworksto computetraf c models[2, 7,
13, 14, 19] andmobility models[3, 6, 22]. Theprimaryfo-
cusof thesestudieshasbeento eitherinvestigateransport
andapplicationlayer performancehroughthe analysisof
traf c capturedon the wireline portion of the network, or
utilize SNMPandsysloginformationfrom accespointsto
modelmobility andassociatiorpatterns.Few studieshave
analyzedthe performanceof the wirelessportion of de-
ployednetworks. Yeoetal. capturelink-layerinformation
to analyzethe performanceof a small-scalecampuswire-
lessnetwork [23]. Mishraetal. usea sniffer to studythe
AP hand-of performanceén a controlledexperiment15].

The effect of congestioron the performanceof the var-
ious protocollayershasbeenstudiedextensiely usingei-
ther simulationsor analyticalmethods. Cenet al. pro-
posealgorithmsfor distinguishingcongestionfrom wire-
less network losses[5]. The algorithms provide a ba-
sis for optimizing TCP parametersuchasback-of inter-
vals and congestionwindow sizes. Several methodsfor
the optimizationof the 802.11protocolin congestecen-
vironmentshave beensuggestedl6, 20, 21]. Techniques
have beenproposedhat optimize 802.11protocol perfor
manceby eitheradjustingframesizesin high bit-rateervi-
ronmentg16, 21] or varyingthe protocol contentionwin-
dow [1]. Heusseet al. analyzeproblemswith multi-
rate adaptationin the 802.11bprotocol[8]. They suggest
that becausdramestransmittedat low dataratesoccupy
more time in the channelcomparedto framestransmit-
ted at high datarates,hostsutilizing the high datarates
suffer a penalty This penalizationis consideredo be an
anomalyin the 802.11Distributed CoordinationFunction
(DCF) CarrierSenseMultiple Access/CollisiomAvoidance
(CSMAJ/CA) protocol. Finally, Cantieniet al. theoreti-
cally evaluatethe effect of congestedvirelessnetworkson
framegtransmittedatdifferentrateqg4]. We experimentally
con rm theiranalysisn Section6.

The above studiesdo not offer an experimentalevalua-
tion of link-layer performancen heavily utilized andcon-
gestedwirelessnetworks. We believe thatgaininga deep
understandingf the real-world performanceof the link-
layerin congestedetworksis important. The insightcan
helpin the designof robustprotocolsandimplementations
to handlecongestiorrelatedproblemsmoreef ciently .

Rodrig et al. analyzethe performanceof a wireless
network deployed at a conferenceby snifng trafc from
the wireless medium in the vicinity of a set of access
points[17]. They discussseveralchallengeswith wireless
network snif ng andanalyzecurrentrateadaptationimple-



mentationandtheoverheadissociatewvith IEEE802.11b
MAC transmissions.

Ourinitial effortsto understantheperformancef hear-
ily congestedvirelessnetworksis describedn a previous
paper[10]. Our work thereinproposesa reliability met-
ric thatutilizesthereceptionof beacorframesfrom access
pointsto computelink reliability. Our preliminary nding
is thatlink reliability canbe usedto estimatecongestion
andexplainits effects.On the otherhand thethesisof this
paperis to proposea metricto determinecongestiorievels
andto provideinsightinto theperformancef thelink-layer
basedonthe congestiorevels.

3 IEEE 802.11bDCF Protocol: Overview

This sectionsummarizeshe operationof the IEEE 802.11
Distributed CoordinationFunction (DCF) protocol. We
limit the scopeof the protocoldescriptionto aspectghat
areessentiafor abetterunderstandingf theoperatiorand
functionsdiscussedn this paper

The IEEE 802.11bDCF protocol is designedto man-
ageandreducecontentionin the wirelesscommunication
mediumin afair manner Thealgorithmusedby the proto-
col is known asCarrierSenseMultiple Accesswith Colli-
sion Avoidance(CSMA/CA). Accordingto the algorithm,
whena nodewantsto transmita frame, the stationis re-
quiredto rst sensdf thecommunicatiormediumis busy.
If it is, the stationwaitsfor aspeci ¢ periodof time known
as the Badoff Interval (BO) andthen tries to sensethe
mediumagain.If the channels not busy, the stationtrans-
mits the frame to the intendeddestination. The destina-
tion sendsan acknavledgmentmessageo the sourceof
the frame upon successfuteceptionof the frame. If the
sourcedoesnot receive an acknavledgmentwithin a spe-
ci ¢ periodof time, it triesto re-sendheframe.Broadcast
messagedonotrequirethedestinatiorto sendanacknawl-
edgmenbf reception.

Contentiorin thecommunicatiormediumcanbefurther
reducedusingRequest-8-Send(RTS) and ClearTo-Send
(CTS) messagebetweensendetrecever pairs. A sender
transmitsan RTS with information aboutthe size of the
dataframeto comeandthe channeltime to be consumed
by thedataframe.If thereceveris freeto receve thedata
frame,it sendsa CTS backto the sender At the samein-
stant, other stationsin the vicinity of the sendetrecever
pair recordthe estimatedtime for datatransmissionand
bacloff until the channelbecomedree again. The RTS—
CTS mechanismis a techniquefor alleviating collisions
causedecausef the hiddenterminalproblem.

Timing sequence Figure 1 shaws the timing and se-
guenceof framesand delaysusedby the 802.11 proto-
col [11]. Thedelaysthatprecedeandfollow the transmis-
sionof controlframes(RTS, CTS or ACK) or dataframes
arecalledinter-FrameSpacinggIFS). Beforethetransmis-

CSMA/CA

BO | DIFS | DATA |SIFSACK

time

RTS/CTS

BO| DIFS |RTS|SIFSCTS|SIFS DATA |SIFSACK

time

Figure 1: Frame and delay sequencediagram for
CSMA/CA andRTS-CTS.

sionof anRTS, stationsarerequiredto wait for atime equal
to the Distributed IFS (DIFS). On the otherhand,a desti-
nationstationis requiredto senda CTS or an ACK frame

within a ShortIFS (SIFS)amountof time after the recep-
tion of RTS and DATA framesfrom the source,respec-
tively. If thesendingstationsenseshemediumbusyduring

theDIFSinterval, it chooses BO from arangeandthenan

associatedimer startscountingdown to zero. If the chan-
nelis sensedusyduringthe BO, the sendingstationstops
the countdavn andresumeshe countdavn whenthechan-
nelis idle again. Whenthetimer countsdown to zero,the

sendingstationattemptgo transmittheframeif thechannel
is idle for a periodof DIFS. If the channels busy, another
BO is chosenfrom an exponentiallyincreasedangeand

theprocessepeats.

Multirate adaptation: To increasethe probability of
successfublelivery of frames,wirelesscard vendorstypi-
cally utilize a multirate adaptationalgorithmthat dynami-
cally adaptghe ratesat which framesaretransmitted.The
rationaleis that, at low rates,framesare moreresilientto
bit errorsandhencearelikely to be successfullyreceved.
The disadwantage however, is thatlow dataratesresultin
poorthroughputperformance The IEEE 802.11standards
donotspecifyarateadaptatiorschemeAs aresult,802.11
chipsetmanufictureranddriverdeveloperscanimplement
ary suitablerateadaptatiorscheme.A populartechnique
is basedon the autoratefallback (ARF) schemd12]. A
typical ARF implementatiorreduceghe transmissiorrate
wheneer paclet dropsoccurandincreaseghe rate upon
successfutlelivery of atrain of paclets.

4 Data Collection Methodology

This sectiondescribeshe IETF wirelessnetwork architec-
ture, our monitoring framework, and a set of monitoring
challengegor heavily utilized wirelessnetworks.

4.1 ThelETF Wirelesd\etwork

The IETF wirelessnetwork was comprisedof 38 Aires-
pacé 1250AccessPoints(APs) distributedon threeadja-
cent oors. EachAP supportecoththe [ EEE 802.11aand
IEEE 802.11bprotocolstandardshowever, in our experi-
mentwe only analyzethe operationof the IEEE 802.11b-
basedwirelessnetwork. EachphysicalAP supportedour



virtual or logical APs. Thus, a total of 152 virtual APs
(38physicalAPs 4 perphysicalAP) wereavailableatthe
conferencdocation. In this paperwe usethe term AP for
avirtual AP. Figures2 and 3 shav the placemenbf APs
in the roomswherewe conductedour measuremenand
collection actuities during the day and late evening ses-
sions,respectiely. Therewere23 physicalAPsplacedon
one oor of the conferencerenue. The other 15 physical
APswerelocatedon the two adjacentoors. For the late
evening sessionsthe temporarywalls betweenballrooms
D, E, F, and G wereremovedto form a single large ball-
room.

In orderto optimize network performancethe Aires-
paceAPsaredesignedo supportdynamicchannelassign-
ment, client load balancing,andtransmissiorpower con-
trol. Dynamicchannelassignmentefersto the technique
thatswitcheghe AP's operatingchanneldependingn pa-
rametersuchastraf c loadandthe numberof usersasso-
ciatedwith the AP. Clientloadbalancingefersto thetech-
nigue that controls perAP userassociations.The trans-
missionpower controlregulatesthe power atwhichan AP
transmitsa frame. Unfortunately technicaldetailsabout
thesethreeoptimizationsareproprietary Neverthelessye
obsenedthatwirelessnetwork traf c wasfairly well dis-
tributed betweenthe three orthogonalchannelsl, 6, and
11. Also, the accesgointswereobsenedto switch chan-
nelsdynamicallyto balanceghe numberof usersandtraf ¢
volumeonthethreechannels.

4.2 The Data Collection Framework

The methodwe usedto collect datafrom the MAC layer
is calledvicinity snifng [10]. Our vicinity snifng frame-
work consistedf threesniffers, IBM R32 Think Pad lap-
tops.Eachsniffer wasequippedvith aNetgate?511PCM-
CIA 802.11bradio. The radioswere con gured to cap-
ture pacletsin aspecialoperatingnodecalledthe RFMon
mode. The RFMon mode enablesthe captureof regular
dataframesaswell as|IEEE 802.11bmanagemerframes.
In addition,the RFMonmoderecordsinformationfor each
capturedpaclet. This informationincludesthe sendrate,
the channelusedfor paclet transmissionandthe signal-
to-noiseratio (SNR) of the receved paclet. Becausehe
Airespaceaccesgointswere expectedto switch between
the 802.11bchannelsl, 6, and 11, eachsniffer was con-
gured to sniff on one of the threedifferentchannelgor
the durationof eachsession. The paclets were captured
usingthe sniffer utility tetheeal. The snap-lengthof the
capturedpacletswas setto 250 bytesin orderto capture
only theRFMon,MAC, IP andTCP/UDPheaders.
Thedatacapturingprocessvasconductedisingtwo dif-
ferentplacementon gurations,oneduringthedayandthe
secondduring the late eveningsessionsThe late evening
sessiongirecalledplenarysessions

71 71 68'

APs -
= '/ \O :O :O
P A b chal e I o3
/ 5
I | Sniffer Fo 39
Locations o
o O
T j 8:.10(2660 i I 39
>~ ;\ - -
o i gggﬁ;ence Doorways ~ Foyer L 61
o \*:O = ==
O o
O

Figure2: Sniffer locationsduringthe daysession.
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Figure3: Sniffer locationsduringthelate eveningsession.

Day sessions The day sessionswere held between
09:00hrs and 17:30 hrs on March 6-11,2005. The day
sessionsveresplitinto 6 to 8 paralleltracksandeachtrack
washeldin oneof the severalmeetingroomsshovn in Fig-
ure 2. The parallelsessiortrackswereheld at threeinter-
vals during the day: 09:00hrsto 11:30hrs, 13:00hrsto
15:00hrs,and15:30hrsto 17:30hrs. We choseto place
thethreesniffersin oneof the busiestandlargestmeeting
rooms.Theplacemenbf thethreesniffersis showvn in Fig-
ure 2. Datawascollectedduring the day sessionield on
March9, 2005.

Plenary sessionsPlenarysessionsvereheldin asingle
large meetingroom whereall the IETF memberscongre-
gateto discussadministratve issues.The plenarysessions
atthe 62"¢ IETF were held between19:30 hrs and 22:30
hrs on March 9 and 10, 2005. Datawas collectedduring
the secondplenarysessiorheld on March 10, 2005. Fig-
ure 3 shaws the placemenbf the accesgpointsduring the



plenarysessiorandthe singlepointatwhich thethreesnif-
ferswereco-located.

4.3 Data Sets

Wirelessnetwork datacollectedfrom the IETF network
wasseparatedhto two setshamedthe day sessiorandthe
plenarysession Table1 shovs the day, time, andchannel
thateachof thetwo setsrepresentsOur collectionframe-
work recordeda total of 28.6 million dataframes,27.05
million acknavledgmentframes,40,000RTS frames,and
17,490CT Sframesduringthedayandtheplenarysessions
cumulatively. Theuseof the RTS—CTSmechanisnis gen-
erally turnedoff by default on wirelessdevicesandits use
is optional. Thedataindicateshattheuseof theRTS-CTS
mechanisnfor channelaccesdy conferenceparticipants
wasminimal.

Per-AP traf ¢ : Figure 4(a) shovs the numberof data
andcontrolframessentandrecevedby the 15 mostactive
APs out of 152 APs for the day and plenarysessionsn
decreasingrder We obsenre thatthe 15 mostactive APs
duringthedaysessiorsentandreceied90.33%of thetotal
40.81million framesandthel5mostactive APsduringthe
plenarysessiorsentandreceived95.37%of thetotal 16.81
million frames.

Number of users Figure4(b) shows the instantaneous
numberof usersassociateavith theseaccesgointsfor the
two datasets. For visual clarity, eachpoint on the graph
representshe meannumberof usersin a 30-secondnter-
val. We obsene thatat 15:48hrsduringthe day sessiona
maximumof 523 userswere associatedvith the network,
while at 20:45hrs duringthe plenarysessiona maximum
of 325userswereassociatedvith the network. This graph
shavsthatthenetwork wasusedby alargenumberof users
for almostall of the collectionperiod. In comparisorwith
previouswirelessnetwork performancestudiesye believe
that the numberof userassociationsand the number of
framessentand receved by the APs during the day and
plenarysessiongon rms thatthe network is large, heas-
ily utilized, anduniquein its scaleandusage.Thesetraits
male the evaluationof the informationcollectedfrom the
network critical andnecessarjor a clearunderstandingf
heavily utilized andcongesteahetworks.

Dataset | Day Ch | Time
March92005 | 1 11:53-17:30hrs

Day March92005 | 6 11:54-17:3Crs
March92005 | 11 | 11:56-17:3(nrs
March102005 | 1 19:30-22:30rs

Plenary | March102005 | 6 19:31-22:30rs
March102005 | 11 | 19:32-22:3Crs

Tablel: Thetwo setsof IETF wirelessnetwork data.

4.4 Vicinity Snif ng Challenges

Vicinity snifng is a techniqueusedto capturecontrol,
managementanddataframestransmittedby userdevices
andAPson thewirelessportion of the network. In our ex-
periment,we conductedvicinity snifng usingtwo differ-
entsetsof sniffer locationsfor thedayandplenarysessions.
Vicinity snifng is the bestcurrently available methodto
collectlink layerinformationfrom anoperationalwireless
network. However, the utility of vicinity snif ng is limited
by thefollowing factors:

Choiceof sniffer locations Thelocationof oneor more
sniffers affectsthe quantityand quality of framesthat can
be capturedfrom the network. With a priori information
aboutthe AP topologyandthe expectednumberof frames
transmittedto andfrom the APs, sniffers canbe stratayi-
cally andcorvenientlyplacedin thevicinity of thoseAPs.
At the IETF, this information was obtainedby studying
meetingschedulesgatheringattendeestatisticfrom meet-
ing organizersandconductingpreliminaryactiity testson
March8, 2005. Thetestsinvolvedthe placemenbf sniffers
in differentmeetingroomsfor ashortperiodof timeto cap-
tureasnapshobf theactiity of theAPsin theroom. These
testsallowedusto estimatethe behaior of network traf c,
numberof usersperAP traf c, andperchannetrafc.

With theinformationobtainedrom thepreliminarytests
andtheassumptiorthatusersof thewirelessnetwork were
spreadout in different conferencerooms, we decidedto
placethreesniffersin threedifferentlocationsof a single
roomfor the day sessiongshown in Figure2). This place-
mentallowed usto capturecritical datasetsfrom APsand
userdevicesin andaroundtheroom. Dueto logisticallim-
itations,we co-locatedhe sniffersat a single point during
theplenarysessionsuchthata majority of thetraf ¢ trans-
mittedby theusersandAPsin theroomcouldbe captured.
Sincemostattendeegongreyatedin the samelarge room,
we assumedhatthe placemenbf sniffers at a locationin
theroomwould enableusto capturea large portion of the
relevantnetwork traf c. The placemenbf the sniffersdur-
ing the plenarysessioris shaovn in Figure3.

Unrecordedframes. One of the critical challengesof
vicinity snif ng is thatthesnifferscannotrecordall frames
that aretransmittedover the communicatiorchannel. An
unrecordedrame belongsto one of threedifferent cate-
gories: (1) framesdroppeddue to bit errorsin receved
frames, (2) hardware limitations that causedropping of
framesduring high load conditions[23], and (3) frames
that could not be recordedbecausef the hiddenterminal
problem.

If the numberof unrecordedramesis large, the conclu-
sionsdrawvn from the datasetcould be inaccurate.There-
fore, in this sectionwe discussthe techniqueswve useto
estimatehe numberof unrecordedontrolanddataframes
andtheimpactof not capturingtheseframes.The number
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Figure4: Dataframes,controlframes,andnumberof usersstatistics.

of unrecordedATA, RTS, and CTS framescan be esti-
matedusingthe following techniques.

Dataframes To estimatehe numberof dataframesthat
were unrecordedy the sniffers, we leveragethe DATA-
ACK frame arrival atomicity of the IEEE 802.11bDCF
standardThe atomicity policy stateghatif a DATA frame
is successfullyreceved by a device in a network, the re-
ceving device shouldsendan ACK aftera SIFSdelay No
otherdevice in the receptionrangeis allowed to transmit
framesduringthis intenval. In otherwords,whenan ACK
frameoccursin our traf ¢ logs, we expecta DATA frame
to preceddt. The sourceof the DATA framemustbe the
receverof the ACK. If this DATA frameis missing,we can
assumehatour snifferswereunableto captureit.

RTSframes Theuseof the RTS—CT Sexchangeof mes-
sagedetweera sourceandadestinatioris optional. How-
ever, in our datasets,we detecteda limited useof RTS
andCTS frames. Consequentlywe wereableto leverage
the RTS—CTSframearrival atomicity of theIEEE 802.11b
DCF standard.lt statesthatif an RTS is successfullyre-
ceived, the recevver may senda CTS after an SIFS delay
No otherdevice in the receptionrangeof the sendingde-
vice is allowedto transmitframesduring this interval. In
otherwords,if a CTSframeis encounteredh our dataset,
we expectan RTS frameto preceddt andthe recever of
theRTS mustbethesourceof the CTS.If thisRTS frameis
missingfrom the datasetbut the CTS framewasrecorded,
we candeterminehatthesnifferswereunableto recordthe
RTS.

CTSframes Thenumberof uncapturedCTSframescan
be derivedby utilizing the RTS—CTS—[ATA framearrival
atomicity of the [IEEE 802.11bDCF standardIt stateghat
if RTS andDATA framesarerecordedtherecever of the
RTS musthave senta CTSframefollowing the RTS frame
by an SIFSdelay The standardcstatesthatthe stationthat
sendsthe RTS will sendthe following DATA frame only
whenit recevesa CTSfrom thedestinatiorstation.

Unfortunately a drawbackof thesetechniquess that, if
boththe DATA and ACK framesare missing,or both the
RTS andCTS framesaremissing,or all threeRTS, CTS,
and DATA framesare missing,the techniqueswill fail to
determinethe DATA, RTS, andCTS frames,respectiely,
asunrecordedHowever, thetechniqueslo provide aclose
enoughestimateof the numberof unrecordedrames.

The unrecoded percentaje is de ned as the percent-
ageof thetotal frames(controlanddataframes)thatwere
detectedas unrecordedover the sum of the total frames
recordedandunrecordedn our dataset. We computethe
unrecordegercentagesingEquationl asfollows:

unr ecf rames

Unr ecorded % = Q)
unr ecf rames + captur ed_f rames

The unrecodedpercentaye for eachof the 15 mostac-
tive APs duringthe day andthe plenarysessiongs shovn
in Figure4(c). Thelist of APsarerankedin decreasin@r-
derof thenumberof framessentandrecevedby the APsas
shavnin Figure4(a). The gure shavsthattheunrecorded
percentagédor the rst 15 APsvariesbetweer3% to 15%
duringtheday sessionandbetweerb% to 20%duringthe
plenary session. Basedon thesevalues,we assumehat
the resultsobtainedfrom the datasetswould not be sig-
ni cantly alteredeven if the occurrenceof theseframes
could be accuratelydetermined.However, to improve the
accurag of theresults,we believe that future experiments
shouldusea greatemumberof sniffersandbetterhardware
to reducethe numberof unrecordedramescauseddy hid-
denterminalsandhardwarelimitations.

5 De ning Congestion

Onthelnternet,anetworklink is saidto becongestedvhen
the offeredload on thelink reaches valuecloseto the ca-
pacityof thelink. In otherwords,we cande ne congestion
asthe statein which a network link is closeto beingcom-
pletely utilized by the transmissiorof bytes. In a similar



manneywirelessnetwork congestiorcanbede ned asthe
statein which the transmissiorchannelis closeto being
completelyutilized. The extent of utilization canbe mea-
suredusingachannelbusy-timemetricgivenasthefraction
of a setperiodof time thata channeis busy.

In this section,we shov how channelutilization is used
in conjunctionwith the computedhroughputandgoodput
of the channelto estimatea setof utilization thresholdgo
identify levelsof congestionin the network. We alsoshov
thatthe effectsof congestioron link layerbehaior canbe
betterexplainedby de ning levels of congestiorascom-
paredto exactvaluesof utilization.

5.1 Channel Utilization

Channelitilizationfor asetperiodof timeis computedna

percentagscale.In our study we choosdo useonesecond
asthe period. We nd thatthis interval is an appropriate
granularityin our analysis.

The utilization of a network channelperseconds com-
putedby adding(1) thetime utilized by thetransmissiorof
all data,managemengndcontrol framesrecordedoy our
sniffers,and(2) thetotal numberof delaycomponentsuch
as the Distributed Inter-frame Spacing(DIFS) and Short
Inter-frameSpacing(SIFS)duringthe samesecond.These
delaysform a part of the channelutilization computation
becauseduringthis period,the mediumremainsunshaed
betweenthe stationsin the network. The communication
channeis unshaedwhenno otherstationin thevicinity of
the stationthat holdsthe channelcantransmitframesfor
thespeci eddelaytime. In this papemwe usedelaycompo-
nentvaluessuggestedby Junetal. [11]. Table2 shovsthe
delayin microsecondgor delay component®f the IEEE
802.11bprotocol.

As previously describedFigure1 shawvs thetiming dia-
gramfor the CSMA/CA and(RTS/CTS)mechanismsThe

diagramsuggests speci ¢ orderingof delaycomponents.

For instancea DATA pacletis precededy SIFSdelays,
anRTS pacletis precededyy a DIFS delay andan ACK

pacletis precededy anSIFSdelay In theheavily utilized
IETF network wherehundredsf usersareassociateavith

the network simultaneouslyat arny given instant,a mini-

mum of a single useris readyto senda paclet. In other
words,we assumehatat leastone stationhasa BO timer
equalto zero, at ary instant. Therefore the averagetime
spentin the Back-of (BO) statewill be equalto zero,i.e.,
D BO — 0.

Thedelaycomponentspeci edin Table2 suggesthat,

rst, thechanneutilizationincreasesor largerdataframes
sincealargernumberof bytestake greatettime to transmit.
Secondchannebtilizationincreasesvith adecreasé the
rate at which dataframesare transmitted. And third, the
dataframe PhysicalLayer ConvergenceProtocol (PLCP)
headeris always transmittedwith a x ed delay equalto

Dpicp-

Delay Component Delay( sec.)

D DIFS 50

DsiFs 10

Der s 352

Ders 304

Dac k 304

DgEac onN 304

DBO O

Dpicp 192

Dpar a(size;rate) | Dpicp + 8 (34r+aii)ze

Table2: Delaycomponentspeci edin microseconds.

To accuratelycompute the channel utilization for a
paclet encounteredn our dataset,we usethe timing di-
agramshown in Figure 1 andthe delaycomponentalues
in Table2. Dependingn thetype of controlframeandthe
rateandsizeof a dataframe,the channebusy-timefor the
frameis computedasfollows:

Data frames. A DIFS intenval occursbeforeeachdata
frame,eitherimmediatelybeforethedataframe,in thecase
whenthe RTS—CTSmechanismis not utilized, or before
the RTS frame, in the casewhenRTS—CTSis used. The
DIFS delayinterval is usedfor the busy-timecomputation
of a dataframe. The channelbusy-time(CBT) for a data
frameof size, S bytes,sentat a rate R, is computedusing
Equation2.

CBToatra = Dpirs + Dpat a(S;R) @

RTS frames:. In thecasewhenRTS framesareencoun-
teredin our dataset,the CBT for the framesis computed
usingEquation3.

CBTrrs = Drts (3

CTS frames. Whena CTSframeis encounteredh our
dataset,Figure1 suggestshatthe CTS frameis transmit-
ted following an SIFS delay after the RTS frame wasre-
ceived.Hence the CBT for CTSframesis computedusing
Equation4.

CBTrrs = Dsigs + Dcts 4)

ACK frames. Whenan ACK frameis encounteredn
ourdataset,Figurel suggestshatthe ACK frameis trans-
mitted following an SIFS delay after the precedingdata
framewasreceved. Hence,the CBT for ACK framesis
computedusingEquation5.

CBTack = Dsirs + Dack %)

Beaconframes. A beaconframeis typically sentby
eachAP in the network at 100 millisecondintervals. The
beaconframes are precededby a DIFS delay interval.
Hencewhenabeacorframeis encountereih thedataset,
the CBT is computedusingEquation6.

CBTeeacon = Dpirs + Deeac on (6)

The CBT of the channelfor a onesecondntenal, t, is
the total delay computedfor all dataand control frames



Channel 1

Channel 1

al
[=]

100 100
0

Channel 6

o

Channel 6

=
o
o

Day
g
8 1000
0

< 100 c
<] 8
E 50 E 50 0 20 40 60 80 100
=) 5 o 2000
100 Channel 11 100 Channel 11 y Plenary
= L
50 50 51000
11053 13116 14:40 16:03 17:26 18‘30 20“03 20‘56 21"10 21"43 22:16 memmm“mwmm“mmmmm
' ' ’ ' ’ : ) ) ' i ' 0 20 40 60 80 100

(a) Percentagetilization for theday session.

Utilization

(b) Percentagetilization for the plenarysession. (c) Frequeng of percentagetilization values.

Figure5: Utilization percentagandfrequengy distribution.

thataretransmittedwithin a second.Thereforejf r(t) RTS
frames, c(t) CTS frames,a(t) ACK frames, b(t) beacon
frames,and d(t) dataframesare encounterediuring the
sameone secondintenal, the total CBT for the interval
is calculatedusingEquation?.

CBTroTaL (1)
= (r(t) CBTrrs)+ (c(t)
+ (a(t) CBTack)+ (K(t)

b Q)
CBToar a(Si;Ri)) )
i=1

CBTgeac on)

The percentagehannelutilization over the one second
interval, U(t), is computedusingEquation8 asfollows:

CBTroraL (t)

vt = 106

100 (8)

Equation8 is usedto computethe percentageaitilization
of the channelper secondduring the day andthe plenary
sessions.

Utilization frequency Theutilization computationsre
graphednatime-serieplotin Figure5(a)for thedayses-
sionandFigure5(b) for the plenarysessionFigure5(c) is
ahistogranthatshowvsthefrequeng of percentageitiliza-
tion for thedayandplenarysessionsfor instancethechan-
nelwas53% utilized for 1823secondsiuringthe day ses-
sion. Thehistogramsndicatethatduringthedaythe chan-
nel most often experiencedabout55% utilization, while
during the plenary the channelwas mostoften utilized at
about86%. During the day sessionusersweredistributed
acrossall the meetingrooms, and hence,fewer dataand
controlframetransmissionsverecollectedby the sniffers.
On the otherhand,userscongreyatedcloserto the sniffers
during the plenarysessionandhence a larger numberof
transmissionsanbecollectedby thesniffers. Theproxim-
ity of usersto the sniffers thusresultsin a higherchannel
utilization levels.

Figure 5(c) shaws that thereis not a signi cant period
of time whenthe network was0-30%o0r 99-100%utilized
andsoit is dif cult to useour datasetto characterizéhe

—e— Goodput
—— Throughput

0 20 40 60 80 100
Utilization

Figure6: Channethroughputandgoodputpersecond

calculatedat the correspondinghannelutilization.

behaior of the network. Thus,the evaluationof link-layer
behaior in this paperfocuseson the periodswhenthe net-
work wasutilized betweer80-99%.

5.2 Throughput and Goodput

Thethroughputof the channelfor a onesecondnterval is

the sumof the total numberof bits of all recordedframes
transmittedover the wirelesschannelduring a onesecond
interval. The goodputof the channeis thetotal numberof

recordedbits of all the control and successfullyacknowl-
edaed data framestransmittedover the wirelesschannel
duringaonesecondnterval.

Figure6 shavs the throughputandgoodputof the chan-
nelversuschannelitilization. Eachpointvaluey in the g-
ure representshe averagethroughputor goodputover all
one secondintervals during the day and plenarysessions
that arex% utilized. The numberof onesecondintervals
is equalto the frequeny of percentagautilization of the
channekhavnin Figure5(c). Figure6 indicateghatasthe
channeutilizationincrease$rom 30%to 84%,theaverage



throughpubf thechanneincreaseso 4.9Mbpsandtheav-
eragegoodputincreaseso 4.4Mbps. Theaveragehrough-
put at 84% channelutilization is closestto the achievable
theoreticamaximumthroughpuf11]. Sincethecomputa-
tion of throughputincludesall the transmittedframes,the
calculatedhroughputvaluefor eachutilization percentage
is higherthanthe correspondingalueof goodput.

For channelutilization between84% and 98%, we ob-
sene a signi cant decreasén throughput,from 4.9 Mbps
to 2.8 Mbps, and a decreasen goodput,from 4.4 Mbps
to 2.6 Mbps. This decreasén the throughputandgoodput
with a concomitantincreasein channelutilization of the
wirelessnetwork is due to the multirate adaptationalgo-
rithms. As channelutilization increasesa large numberof
frameerrorsandretransmissionsccut As retransmissions
increase,most network cardsdecreasehe rate at which
eachdatapaclet is transmitted. At lower datarates(i.e.,
1 Mbps), framesoccuyy the channeffor alongerperiodof
time,andhence fewer bytesaretransmittecbverthe chan-
nel. Heusseet al. statethatthe useof lower dataratesfor
dataframespenalizeshe delivery of dataframestransmit-
ted at higherratesandis an anomalyof the IEEE 802.11
DCF protocol[8]. Therefore,we believe that at channel
utilization levelsgreatetthan84%,thetransmissiorof data
framesat the lower dataratesof 1 or 2 Mbpssigni cantly
reducesghe throughputof the network. Section6 presents
resultsthatcon rm this hypothesis.

Fromourobsenations we believe thatthewirelesscom-
municationchannelis highly congestedwhenthethrough-
put and goodputof the wirelesschanneldecreasesfter
reachingtheir respectre maximums.For the wirelessnet-
work atthe IETF, we de ne the network to be highly con-
gestedwhen the channelutilization level is greaterthan
84%. In this paperwe also usethe saturationthrough-
put andgoodputobsenationsto classifycongestionn the
communicationchannel. The variationsin link layer be-
havior, suchasthe effectivenessf the RTS—-CTSmech-
anism, the number of successfullyacknavledged data
frames,retransmissionsandthe acceptancelelay of data
framescanbebetterexplainedby usingcongestiorclasses,
asdescribedn the next section.

5.3 Classifying Congestion

In this paper we suggestthat congestionin an IEEE
802.11bwirelessnetwork can be classi ed by using the
obsened trendsin throughputand goodputwith respect
to increasingchannelutilization levels. We classify net-
work statesinto three classes:uncongestedmoderately
congestedandhighly congested.n the caseof the IETF
wirelessnetwork, anuncongstedchannels achannethat
experiencedessthan 30% utilization. Sincethe through-
put and goodputof the channelshavs a gradualincrease
from 30% utilization to 84%, the channelis modeately
congestedfor utilization valuesin the rangeof the 30%—

84%. A channelis statedto be highly congestedwhenthe
channeltilization is greaterthanthe 84%threshold.

6 Effectsof Congestion

This sectiondiscusseghe effect of the differentconges-
tion levelsonnetwork characteristichehaior of the RTS—
CTSmechanismghannebusy-time receptiorof framesof
differentsizestransmittedatdifferentrates andacceptance
delaysfor datapaclets. Thesecharacteristiceffer a basis
for understandinghe operationof the[EEE 802.11bMAC
protocolin hearily congestedhetworks.

To better understandthe effects of congestion, we
catgyorizea frameinto oneof 16 differentcategories. The
catgjories are de ned as a combinationof (1) the four
possibledatarates: 1, 2, 5.5, and 11 Mbps, and (2) the
four differentframesizeclassessmall, medium,largeand
extra-lage. The framesare split into the four sizeclasses
so that the effect of congestionon differentsizedframes
canbederivedseparatelyThefour sizeclassesrede ned
asfollows:

Small (S): framesizesbetweenl-400bytes

Medium (M) : framesizesbetweem01-800bytes
Large(L): framesizesbetweer801-120(bytes
Extra-lar ge(XL) : framesizesgreatetthan1200bytes

The behaior of the small sizeclassis representatie of
short control framesand dataframesgeneratedy voice
andaudioapplicationsThemedium large,andextra-lage
size classrepresentshe framesgeneratedy le transfer
applications,SSH, HTTP, and multimediavideo applica-
tions.

6.1 RTS—-CTSMechanism

The RTS—-CTSmechanismhelpsreduceframe collisions
dueto hiddenterminals. However, the useof the mecha-
nismis optional. In our datasetswe obsene thatonly a
smallfractionof dataframesutilized the RTS—CTSframes
to accesshe channefor transmissionFigure7 shavs that
aschanneltilization increasedthenumberof RTS frames
increased.Speci cally, in the moderatecongestiorrange
between80% and 84% utilization, the averagenumberof
RTS framestransmittedoersecondshavs anincreasdrom
5to 8. Thisis becauseas utilization increasesa greater
numberof collisionsresultsin a greaternumberof RTS
framesrequiredto accesghe medium. At the sametime,
the numberof CTS framesdoesnot increaseat the same
ratebecausef thefailureto receve the RTS frames.

At high congestionlevels, the numberof RTS frames
decreaserapidly becauseongestiorin the mediumlimits
channelaccessopportunitiesfor their transmission. The
numberof CTS framesalsodecreasest high congestion



12 ‘
x CTS
e RTS .
10} |
8 e ©
| 4
E °
m °
: °
y—
S 6 ® e ° |
°
°
é oe® o
o O
é ) ‘O*.W..“'.. o*° [ oad ° 4
% ><><x><><><xx>< .
° o x X
© g0ge%0"® e .
X xx
2 7 Xxxxxxxxxxxxxxxxxxxxxxxx ]
X
XXXXXXXXXXXXXXXXX

0 1 1 1 1 1 1
30 40 50 60 70 80 90 100
Utilization
Figure7: Averagenumberof RTS andCTSframes

transmittedper secondon the wirelesschannelversusthe
channelutilization.

levelsbecaus@eceversexperiencea similar limitation for
channehlccess.

When a limited numberof devices usethe RTS-CTS
mechanismfair channelccesdor thedevicesthatusethe
mechanisnis alsolimited. Thatis becausethedevicesthat
utilize themechanisnto transmitDATA framesrely onthe
successfutlelivery of the RTS andCTS framespreceding
the DATA frame. On the otherhand,devicesthat do not
utilize the mechanisnsolely rely on the successfutleliv-
ery of the DATA frame.During congestionthis problemis
morepronouncedecauseheprobabilityof thedelivery of
framesdecreasedueto collisions. Thus,our obsenations
suggesthattheuseof the RTS—CTSmechanisnis deemed
to beunfairin congesteaetworksin which only asmallset
of usersdependon themechanism.

6.2 Channel Busy-Time

Channebusy-timeis de ned asthefractionof theonesec-
ond interval during which the channelis either occupied
by the transmissiorof framebytesor IEEE 802.11bstan-
dardspeci ed delaysbetweerframetransmissionsin this
sectionwe evaluatethe effect of differentlevelsof conges-
tion onthechannebusy-timemeasurdor thefour different
datarates.In Section5 we obseredthat,during high con-
gestion,the network throughputand goodputdecreaseas
channelutilization increases.The dropin throughputand
goodputcanbe attributedto the large numberof low data
rate framestransmittedon the channel. This obsenation
canbe betterunderstoody usingthe trendsillustratedin
Figure8.

Figure 8 shows thefraction of a onesecondntenval oc-
cupiedby 1, 2, 5.5,and 11 Mbps framesat eachchannel
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Figure8: Channebusy-timeshareof eachof thefour data
ratesversusthe channeltilization.
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Figure9: Averagenumberof bytestransmittecbersecond
ateachof thefour dataratesversugsthe channeltilization.

utilization level. Figure9 shaws the total numberof bytes
transmittedon the channelper secondat eachchanneluti-
lizationlevel. The gures suggestshattheaverageraction
of a onesecondperiodoccupiedby the 1 Mbps framesis
much greaterthanthe time occupiedby the framestrans-
mittedat 11 Mbps, eventhoughthe numberof bytestrans-
mitted at 11 Mbpsis signi cantly greaterthanthe number
of bytestransmittedat 1 Mbpsat almostall levelsof chan-
nelutilization. Moreover, duringhigh congestionthe aver-
agefraction of onesecondccupiedby 1 Mbpsframesin-
crease$rom 0.43secondso 0.54secondsAs thefraction
occupiedby the transmissiorof 1 Mbps framesincreases,
thethroughputandgoodputof the network decreaseThis
con rms our hypothesighatthedropin thethroughpuiand
goodputduring high congestionis becauseof the larger
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Figure10: Averagenumberof smalldataframes

transmittedper secondon the wirelesschannelversusthe
channelutilization.

fraction of time occupiedby slower 1 Mbps framesin the
network.

6.3 Frame Transmissions

In this sectionwe provide statisticson the numberof data
framestransmittedon the channelat the four datarates(1,
2,5.5,and11Mbps)andfor eachframesizeclass(S, M, L,
andXL). Thenamingcorventionfor thetypeof framesfol-
lows a size-ate format. For instancean S frametransmit-
tedat 11 Mbpsis namedS-11andan XL frametransmitted
at1 Mbpsis namedXL-1.

Figure 10 shawvs the averagenumberof framesof size
S transmittedper secondon the channelat eachchannel
utilization. Each point on the graphis an averageover
our entiredataset,including both the day andthe plenary
session.The numberof framestransmittedper secondn-
cludesboththeframessentatthe rst attemptandretrans-
mitted frames.We obsere thatasutilizationincreasesthe
numberof transmittedS-1,S-2,S-5.5,andS-11framesin-
creases.However, the numberof S-11framesis signi -
cantly larger thanthe numberof framessentat the other
datarates. Cantieniet al. presentanalyticalresultsthat
suggesthatwhenan|EEE 802.11bwirelessnetwork expe-
riencesa stateof congestioror throughputsaturation the
smallersizedframessentat the highestrate of 11 Mbps
have ahigherprobabilityof successfulransmissiorn4] that
framessentat lower rates. In line with theseresults,we
obsenre a rise in the numberof S-11 framestransmitted
duringhigh congestion.

Figure 11 shaws the averagenumberof XL frames
transmittedper secondon the channelat eachutilization
level. We obsene that the numberof XL-11 framesis
greatetthanthe numberof framessentatlower rates.Dur-
ing congestionthe numberof XL-11 framestransmitted
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Figure 11: Averagenumberof extra-lamge data frames
transmittedper secondon the wirelesschannelversusthe
channelutilization.

per secondalsoincreases.This increasecanbe attributed
to theincreasean the channelccessapabilityof 11 Mbps
frames.
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Figure12: Averagenumberof dataframestransmittecper
secondat 1 Mbps datarateon the wirelesschannelversus
the channeltilization.

Figure12 shavstheaveragenumberof framestransmit-
tedat 1 Mbps per secondat eachchannelutilization level.
The gure shaws that therewere a greaternumberof S-
1 framesin the datasetcomparedo the numberof XL-1
framestransmittedpersecond During high congestiorwe
obsenre thatthe numberof S-1andXL-1 framesshoved
anincrease. The increasecan be attributed to the multi-
rate adaptationalgorithmsthat decreasehe sendingrate
for frameretransmissions.
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Figure13: Averagenumberof dataframestransmittecper
secondat 11 Mbpsdatarateonthewirelesschannelersus
thechannelutilization.

Figure13 shavstheaveragenumberof framestransmit-
tedat 11 Mbpspersecondateachchanneltilizationlevel.
The gure indicatesthatalarge numberof dataframesare
transmittedat the highestdatarate. However, during high
congestiorthenumberof S-11andXL-11 framestransmit-

ted per secondincreasess channelutilization increases.

This increasecanbe attributedto the increasan the num-
berof retransmissionduring high congestion.

6.4 Frame Reception

In this sectionwe evaluatethe numberof successfullyac-
knowledgeddataframesthat were acknavledgedat their
rst attemptof transmission.The evaluationof framere-
ceptionincludesstatisticsfor S-1, XL-1, S-11andXL-11
frames. We believe that the evaluationof the behaior of
this setof framesis representatie of the whole setof re-
sults.

A successfullyacknavledgeddataframeis de ned asa
dataframe for which the sourcerecevesan acknavledg-
mentframefrom thereceving stationwithin an SIFStime
delay In our dataset,we identify acknavledgedframesas
dataframesthatareimmediatelyfollowed by anacknawl-
edgmentfrom the receving station. Othercasesnclude:
(1) whenthe receving stationdoesnot sendan acknawl-
edgmentbecauset failed to receve the dataframe suc-
cessfully (2) the receving stationsendsan acknavledg-
mentbut the sniffer failed to capturethe frame dueto ei-
therbit errorsor the hiddenterminalproblem,or (3) when
the acknavledgmentramefrom the receving stationwas
notencountere@mmediatelyfollowing thedataframesent
by the sendingstation; the frameis consideredo be not
acknowledgdor dropped
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Figure14: Averagenumberof dataframessuccessfully
acknavledgedpersecondattheir rst attemptof
transmissiorversugthe channeltilization.

Figure 14 shaws the averagenumberof dataframesper
secondthat were acknavledgedat their rst attemptat
transmissiorfor differentchannelutilization levels. The

gure shaws that during moderatecongestionthereis an
increasen the numberof 11 Mbps framesacknavledged
per second.But, at utilization levels speci cally between
80% and 84%, the numberof 11 Mbps framesacknawl-
edgedper seconddecreaseslue to contentionin the net-
work. However, during high congestionthe numberof 11
Mbpsframesthataresuccessfullacknavledgedncreases.
Theincreasecanbe attributedto the higherprobability of
thefasterl1l Mbpsframesbeingrecevedasthe numberof
slow 1 Mbpsframestransmittedn the network increases.

Thus, our conclusionfrom this obsenation is that the
reducedsendingrate causesa decreasen the throughput
achievedduring congestiordueto larger CBTs of 1 Mbps
frames.Also, 11 Mbpsframeshave a higherprobability of
receptionduring high congestion.

6.5 AcceptanceDelay

TheAcceptanc®elayfor adataframeis thetime takenfor

adataframeto beacknavledged independenof the num-
ber of attemptsto transmit. In otherwords, it is the time
computedbetweenthe transmissiornof a dataframe and
thetime whenthe acknavledgmentvasrecorded Evalua-
tion of the acceptancelelayis signi cant becausét gives
us an opportunityto obsere the averagetime taken for a
dataframe to be deliveredand acknavledgedat increas-
ing channelutilization levels. Our hypothesisis that the
acceptancelelay information at differentchannelutiliza-

tion levelscanbe usedto malke intelligentdecisionsabout
choosingdatasend-rates.
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Figure 15: Acceptancalelay(in secondsfor dataframes
successfullyacknavliedgedper secondversusthe channel
utilization.

Figure15 shows the acceptancéelayscomputedor S-
1, S-11, XL-1, and XL-11 framesthat were successfully
acknavledgedduringthedayandtheplenarysessionsWe
obsereanoticeableisein theacceptancdelaysasutiliza-
tion levelsincrease However, the acceptancéelayvalues
for S-1andXL-1 framesaresigni cantly greaterthanthe
acceptancelelaysfor S-11andXL-11 frames.The gure
also shaws that the acceptancelelaysfor S-1 framesare
greaterthanthe acceptanceelaysfor XL-11 frames.This
obsenation indicatesthat the performanceof framesthat
aretransmittedat 11 Mbpsis betterthanthe performance
of framessentat 1 Mbps, independentf the size of the
frames.Additionally, the gure shavsthatacceptancee-
laysfor XL-1 framesaregreateithantheacceptancdelays
for S-1frames.Ontheotherhand,S-11andXL-11 frames
exhibit very similar acceptancelelay curves. Therefore,
we concludethatthe sizeof aframestransmittecat 1 Mbps
hasa signi cant effectontheacceptancéelays.

In summarywe hypothesizehat for betterupperlayer
protocol performanceand to maintain overall network
throughputtransmittingdataframesat higherratesis bet-
terthantransmittingframesatlower rates.

7 Conclusions

Theanalysisof heavily congestedvirelessnetworksis cru-
cial for therobustoperationof suchnetworks. To thisend,
this paperhaspresentecn analysisof a large-scaldEEE
802.11bwirelessnetwork deployed at the InternetEngi-
neering Task Force meetingin Minneapolis, Minnesota.
Speci cally, we have investigatedhe effect of congestion
on network throughputand goodput, channelbusy-time,
the RTS—CTSmechanismframe transmissiorand recep-
tion, andacceptanceelay However, we believe that the

datasetsthat we collectedthroughvicinity snifng tech-
niguescanbefurtheranalyzedo furtherbroaderourscope
of understanding.

Obsenations madein this papersuggestthat the use
of lower dataratesto transmitframesin the network sig-
ni cantly decreasethe network throughputand goodput.
Therefore,the use of low dataratesbetweentwo nodes
shouldonly beusedto alleviate framelossesccurringdue
to bit errors,low signal-to-noisg(SNR) ratio of receved
frames,or the transmissiorof framesto greaterdistances.
During congestionhigherdataratesshouldbe used.How-
ever, themultirateadaptatiorschememplementedn com-
modity radiosdoesnot distinguishbetweenframe losses
that occurdueto ary of thesecauses.Consequentlythe
responsef multirate adaptatiorschemego frameslosses
often resultsin the poor choice of transmissionratesin
heavily congestedervironments. As a result, overall net-
work performances adwerselyimpacted.Alternatemulti-
rate adaptatiorschemeg9, 18] that determinean optimal
paclettransmissiomatebasecon SNRmay offer somere-
lief. As anotherstratey to utilize high datarates,clients
may chooseto dynamicallyincreaseor decrease¢hetrans-
mit power of theradiosuchthatdataframescanbe consis-
tently andreliably transmittedat high datarates.

Anotherobsenation madein the paperis the failure of
the RTS—CTSmechanismo provide fair channelccesso
thefew nodeausingthemechanismThereforeduringhigh
congestionthe useof the mechanisnshouldbe avoided.
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