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1 Intr oduction

Distributedsystemsaresubjectto a varietyof faultsand
attacks. In this paper, we considergeneral(Byzantine)
faults [13], i.e. a faulty nodemay exhibit arbitrarybe-
havior. In particular, a faulty nodemay corrupt its lo-
cal stateandsendarbitrarymessages,includingspeci�c
messagesaimedatsubvertingthesystem.Many security
attacks,suchascensorship,freeloading,misrouting,and
datacorruption,canbemodeledasByzantinefaults.

Systemscanbe protectedwith Byzantinefault toler-
ance(BFT) techniques,which maska boundednum-
ber of Byzantinefaults, e.g. usingstatemachinerepli-
cation[4]. BFT is a very powerful technique,but it has
its costs. In a practicalsystemthat needsto tolerateup
to f concurrentByzantinefaults,BFT cannotbe imple-
mentedwith lessthan3f + 1 replicas[3]. Moreover, BFT
scalespoorly to largereplicagroups;asmoreserversare
added,the throughputof the systemmay actually de-
crease[7].

In this paper, we explorean alternative approachthat
aims at detectingrather than maskingfaulty behavior.
With this approach,the systemdoesnot make any at-
temptto hidethesymptomsof Byzantinefaults.Rather,
eachnodeis equippedwith adetectorthatmonitorsother
nodesfor signsof faulty behavior. If thedetectordeter-
minesthat somenodehasbecomefaulty, it noti�es the
applicationsoftware,whichcanthentakeappropriateac-
tion. For example,nodescanceaseto communicatewith
thefaultynode;onceall correctnodeshavefollowedsuit,
thefaultynodeis isolatedandthefault is contained.

Fault detectionis weaker thanmasking.For instance,
detectionis insuf�cient for dealingwith faultsthathave
seriousand irreversibleeffects, suchas deletionof all
copiesof an importantdocument. However, detection
mayoffer anef�cient andscalablealternativeto BFT for
faultsthathave limited or recoverableeffects,including
freeloading,censorship,anddenial-of-service.

We are interestedin fault detectorsthat provide ac-

countability[17]. With suchdetectors,eachactionis un-
deniablyassociatedwith theidentityof thenodethathas
performedthe action,allowing the systemto gatherir-
refutableevidenceof faultybehavior.

The fault detectionsystemswe considershouldguar-
anteeat least two properties. The systemshould be
complete: whenever a correctnodeobservesthe effects
of faulty behavior, the systemeventuallygeneratesev-
idenceagainstat leastone faulty node. Also, the sys-
temshouldbeaccurate: it nevergeneratesvalid evidence
againstacorrectnode.

Addingaccountabilityto adistributedsystemhassev-
eralimportantadvantages,regardlessof whetherthesys-
temsusesBFT or not: �rst, any faultybehavior by anode
is guaranteedto be detected.Second,theevidencepro-
ducedby thedetectorcanbeusedto convincethird par-
tiesthatafaulthasoccurred.Third, theevidenceenables
thesystemto resolvehe-said-she-saidsituationsin which
two nodesaccuseeachotherof beingfaulty. Lastly, the
presenceof accountabilityalonedeters certaintypesof
attackson a system,becauseit identi�es and exposes
faultynodes.

Our goalsin this paperarethreefold: �rst, we exam-
ine thetrade-offs betweenfault detectionandtraditional
BFT. Second,we give a precisede�nition of theclassof
Byzantinefaultsthatcanbedetectedwith our approach.
Finally, we brie�y sketcha practicalsystemthat imple-
mentsa Byzantinefault detector.

1.1 The casefor fault detection

TechniquesthatmaskByzantinefaultsareperhapseasier
to usethanfaultdetectionsystems,sincethey providethe
applicationdesignerwith theabstractionof a systemin
which failuressimply do not occur. Sowhatreasonsare
thereto opt for fault detection?
Detection requireslessreplication: If a practicalsys-
temcansuffer up to f concurrentfaults,BFT cannotbe
implementedwith lessthan3f + 1 nodes[3]. As wewill
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show, detectioncan be accomplishedwith only f + 1
nodes1. The complementaryview of this point is that
BFT requiresthe fraction of faulty nodesin the system
to remainbelow 33% at all times,while a correctnode
can reliably detectfaults irrespective of the fraction of
faultynodes.
Detection systemsneed only be provisioned for the
averageload: In a BFT system,all replicasmustpro-
cesseachrequestpromptly, sincetheclient cannotmake
progressbefore most of them have responded. In a
detection-basedsystem,however, a single replica can
processeachrequestandrespondimmediately;theother
replicascanlater checkthe responseduring a periodof
light load. Hence,a BFT systemmust be provisioned
suchthateachmachinecanhandlethepeakload,while
in adetectionsystem,eachmachinemustmerelybeable
to handletheaverage load.
Detection is cheaper: Detectionavoids the consensus
requiredby BFT, andit enablesextensiveaggregationof
messages,stateandprocessingassociatedwith detection.
Also, thereis no needfor strongconsistency amongthe
replicas,which makesit mucheasierto handlechanges
to thereplicagroup.

Detectionsystemsdonotonly requirefewer resources
thanBFT, they alsohavesomefunctionaladvantagesthat
bene�t distributedsystemswhetheror not they useBFT:
Detectionenablesa timely responseto faults: In asys-
tem that doesnot useBFT, oncecorrectnodesobtain
evidenceof a fault, they can stop communicatingwith
the faulty nodeandthus isolateit. Also, correctnodes
caninitiate recovery, e.g.by creatingadditionalreplicas
of any objectsaffectedby the fault, or by alertinga hu-
manoperatorwho canrepairthefaultynode.Timely re-
paircanalsohelpBFT-basedsystemsto staywithin their
boundfor thenumberof concurrentfaults.
Detectionprovidesa deterrent: Themerepresenceof
a detectionsystemcanreducethe likelihoodof certain
faults. For example,it candiscouragefreeloadingand
censorshipin peer-to-peersystemsby creatinga disin-
centiveto cheating,sinceafaultynoderisksisolationand
expulsionfrom the system. Furthermore,if the system
maintainsa binding from nodeidenti�ers to real-world
principals,then the owner of a faulty nodecan be ex-
posedandheld responsible.Reducingthe frequency of
certainfaultsalsobene�tsaBFT-basedsystem,allowing
it to moreeasilymaintainits errorbound.

1.2 Usesof fault detectors

Next, wesketchgeneralapplicationareasfor faultdetec-
tion systems,alongwith somespeci�c examples.

1This doesnot contradictthe impossibility resultsof [3] because
detectionsystemsarenotbasedonagreement.

Systemswith recoverable state: Network �le systems
and distributed information systemstypically perform
periodicbackupsnapshotsto ensuredatadurability. It
is usually acceptablefor thesesystemsto revert to the
latestsnapshotin caseof aseriousmalfunctionor attack.
However, faultsmustbe discoveredquickly in order to
preventcorruptdatafrom spreadingto thebackups.By
addinga detector, thesesystemscanboundthe time to
detectionfor averygeneralclassof faults.
Redundant systems: Decentralizedsystemsand sys-
temsbasedon BFT mitigateor masktheeffect of a lim-
ited numberof faults throughredundancy. However, if
faulty nodesare not discoveredand removed quickly,
they canaccumulateover time andeventuallyleadto a
systemfailure. Using a detector, faulty nodescan be
identi�ed andisolatedbeforethey cancauseany serious
harm.
Systemsthat span multiple administrati ve domains:
Such systemscan bene�t from accountabilityto keep
theplayershonestandto apportionblame,e.g.in feder-
ateddatabasesandhostedWebservices,or to discourage
freeloadingandcensorshipin peer-to-peersystems.The
Internet's inter-domainroutingsystemis anotherexam-
ple. In thecaseof amalfunction,detectorscouldnotonly
identify which party is at fault; they would alsoproduce
evidencethatwould allow otherpartiesto prove to their
customersthatthey arenot to blame.

2 De�nitions

A perfectdetectionsystemwouldimmediatelydetectany
Byzantinefault. The power of a practical,ef�cient de-
tectionsystem,however, is necessarilylimited. In this
paper, wewill assumethatthedetectoronacorrectnode
canobserveall messagessentandreceivedby thatnode.
This clearly meansthat someByzantinefaults are not
observableandthereforecannotbedetected.

2.1 Examplesof detectablebehavior

Beforede�ning formally theclassesof Byzantinefaults
thatcanbedetectedusingobservablemessages,we dis-
cussa simpleexampleprotocolthathasonly two meth-
ods: A put method,which is usedto storean object
on a node,anda get method,which is usedto retrieve
it. Figure1(a)showsa simpleexampleof a messageex-
changein whichnodeB receivesanobjectfrom nodeA
andlaterdeliversit to anothernodeC.

Now assumethat nodeB is faulty andwantsto pre-
vent nodeC from obtainingthe object. Thereare two
waysfor B to achieve this. Oneis to breaktheprotocol
anddeny C's request,asshown in Figure1(b); we call
this behavior detectablyfaulty. The other is to pretend
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Figure 1: In this simplemessage exchange, nodeB is
(a) correct, (b) detectablyfaulty, and (c) detectablyig-
norant,providedthatnodesA andC are correct.

thatit hasnot receivedtherequestmessage,asshown in
Figure1(c);we call this behavior detectablyignorant.

In bothcases,thefault is detectablebecauseit affects
the messageexchangeobserved by the correct nodes.
However, a nodemight becomefaulty but continueto
follow theprotocolexactly asif it werecorrect. Sucha
fault cannotbedetectedwith our approach.Similarly, if
a fault is completelyinternalto onenodeor affectsonly
messagessentto otherfaulty nodes,it is not observable
by any correctnodeandthereforecannotbedetected.

In therestof this section,we provide a formal de�ni-
tion of detectablefaultinessandignorance,andweintro-
ducea setof guaranteesthatcanbegivenby a detection
system.

2.2 Systemmodel

Weconsideraset� of nodes. Everynodei is modeledas
a statemachineA i anda detectormoduleB i (Figure2).
Informally, we saythat a nodei is correctif it respects
thespeci�cationsof bothA i andB i . Otherwise,thenode
is faulty.

Nodescommunicatewith eachotherthroughmessage
passing.We assumethat messagesareuniquelyidenti-
�ed. For a messagem, let sender(m) andreceiver(m)
denotethe senderand the receiver of m, respectively.
For themoment,we do not put any restrictionson local
processingtime and communicationdelays. However,
we assumethat, after somenumberof retransmissions,
a messagesentfrom a correctnodeto a correctnodeis
eventuallyreceived.

An event is either sendi (m) 2 Oi , where i =
sender(m), or receivej (m) 2 I j , where j =
receiver(m), or anapplication-speci�cinputor output.

An executionE is a sequenceof eventssuchthat in
E , eachm is sentandreceived at mostonce,andeach
receivei (m) is precededby thecorrespondingsendj (m).
We distinguisheventsassociatedwith thestatemachine
A i andeventsassociatedwith the detectormoduleB i .

ApplicationApplication

State machine 
Ai

State machine 
Ai

Detector module
Bi

Detector module
Bi

NetworkNetwork

send( m)
r ecv( m)

app
I / O

suspect edj
t r ust edj
exposedj

Figure2: Information�ow betweenapplication,proto-
col, anddetectormoduleonnodei

E jA i denotesthe subsequenceof E that consistsof all
eventsassociatedwith A i in E , and E jB i denotesthe
subsequenceof E that consistsof all eventsassociated
with B i in E . We saythata nodei is correct in E if (1)
E jA i (respectively, E jB i ) conformsto A i (respectively,
B i ), i.e., if the sequenceof outputsproducedin E jA i

(E jB i ) is legal,givenA i (B i ) andthesequenceof inputs
in E jA i (E jB i ), and(2) if E is in�nite, thenbothE jA i

andE jB i are also in�nite. Otherwisewe say that i is
faulty in E .

2.3 Detectablefaultinessand ignorance

We de�ne a history of a nodei asa sequenceof events
of A i . A history h of a node i is valid if it con-
forms to A i , i.e. if, given the sequenceof incoming
messagesandapplication-speci�cinputsin h, A i could
have producedthe sequenceof outgoingmessagesand
application-speci�coutputsin h. A pair (h1; h2) of his-
tories of i is consistentif h1 is a pre�x of h2, or vice
versa. If i is a correctnode,one trivial exampleof a
valid historyis E jA i .

Let M (E) denotethesetof messagesreceivedby the
nodesin an executionE. We assumethat thereexistsa
historymap' thatassociateseverymessagem 2 M (E)
with a history of sender(m). For a correctnode,' (m)
is the pre�x of the local executionE jsender(m) up to
andincluding send(m). Thus,for any messagem sent
by a correctnode,' (m) is valid, andfor every pair of
messagesm andm0 sentby a correctnode,' (m) and
' (m0) areconsistent.

We saythat a messagem is observablein E if there
exists a correct node i and a sequenceof messages
m1; : : : ; mk suchthat

(i) m1 = m,

(ii) receive(mk ) belongsto E jA i ,

(iii) for all j = 2; : : : ; k: receive(m j � 1) belongsto
' (m j ).
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In otherwords,m is observableif it causallyprecedes
at leastoneeventona correctnode.

Wesaythatanodei is detectablyfaultywith respectto
a messagem sentby i in anexecutionE if m is observ-
ablein E andsatis�esoneof thefollowing properties:

(1) ' (m) is not valid (for i )

(2) Thereexists a messagem0 that wasalsosentby i
andis observablein E , suchthat ' (m) is inconsis-
tentwith ' (m0)

The setof nodescausallyaffectedby m andm0 (if m0

exists)arecalledaccomplicesof i with respectto m.
We saythata nodei is detectablyignorant in E if i is

not detectablyfaulty in E andthereexistsa messagem
sentto i by a correctnode,suchthat, for all observable
messagesm0 sentby i , receivei (m) doesnot appearin
' (m0).

2.4 Guarantees

When the detectormoduleB i on a correctnodei has
seenevidenceof faulty behavior on anothernodej , it
sendsafailure indicationto its localapplicationprocess.
We de�ne threedifferenttypesof indications:tr ustedj ,
suspectedj andexposedj . Intuitively, if themoduleB i

outputssuspectedj , thereis evidencethat j is ignoring
certaininputs,e.g.by refusingto acceptaservicerequest
from a correctnode.If it outputsexposedj , thereexists
a proof that j is faulty, i.e. that it hasdeviatedfrom the
speci�cationof its statemachineA j . Finally, B i outputs
tr ustedj while noneof theotherconditionshold.

We canuseade�nition similar to thatof [5,11] to de-
scribetheseproperties.Thus,thedetectionsystemguar-
anteesthatthefollowing propertieshold in everyexecu-
tion:

� Eventual strongcompleteness:(1) Eventually, ev-
erydetectablyignorantnodeis suspectedforeverby
every correctnode,and(2) if a nodei is detectably
faultywith respectto amessagem, theneventually,
somefaulty accompliceof i (with respectto m) is
exposedor foreversuspectedby everycorrectnode.

� Eventual strong accuracy: (1) No correctnodeis
foreversuspectedby a correctnode,and(2) nocor-
rectnodeis everexposedby a correctnode.

Note that the detectorneednot guaranteethat a cor-
rect nodeis always trustedby anothercorrectnode; it
can jump from trustedto suspectedandback,e.g.due
to long messagedelays. Further, if a set of colluding
faultynodesincludesat leastonedetectablyfaultynode,
thenat leastoneof themwill eventuallybe exposedor
suspectedforever;we chosethis weakerguaranteeto fa-
cilitate an ef�cient implementationof ' . Nevertheless,

if thereareonly �nitely many faulty nodesin the sys-
tem,correctnodescanbeaffectedby theirbehavior only
�nitely long.

3 A practical detector for Byzantine faults

To show that detectionsystemsare practical, we now
brie�y sketch the designof PeerReview, a systemthat
canprovidetheguaranteesstatedin Section2.4.A proof
canbe found in [9]. We have implementedPeerReview
andinitial resultssuggestthatit is practicalandef�cient.
An experimentalevaluationis thesubjectof a future,full
paper.

3.1 Assumptionsand goals

For PeerReview, weassumethatthesystemcanbemod-
eledasdescribedin Section2.2,with two additionalas-
sumptions:First, theprotocolis deterministic, i.e. it pro-
ducesthe sameoutputsgiven the samesequenceof in-
puts. This is a fairly commonassumptionin statema-
chinereplication[4,12]. Second,nodeshavestrongiden-
titiesandholdacryptographickeypairthatcanbeusedto
sign messages.This canbe accomplished,for instance,
by giving eachnodean identity certi�cate, signedby a
certi�cation authority, that ties its public key to its node
identi�er.

We also make the commonassumptionthat the at-
tacker doesnot have the ability to breakcryptographic
signatures.Otherthanthat,theByzantinenodesmaybe-
havearbitrarilyandcolludewith eachother.

3.2 Secure historiesand commitment

Eachnodeis requiredto keepa log of all theinputsand
outputsof its local statemachineA i . The log is orga-
nizedasa hashchain, similar to a securehistory [15],
suchthatthetop-level hashcoversthecontentsof theen-
tire log. Furthermore,eachnodemustfrequentlycommit
to thecontentsof its log by publishinganauthenticator,
i.e.asignedcopy of its top-level hashvalue.Thismakes
thelog tamper-evidentandensuresthatnodescannotre-
visetheirhistory[15].

Nodesmustsignall messagesthey sendandacknowl-
edgeall messagesthey receive. If a messageis not ac-
knowledgedafter several retries, it is broadcastto the
othernodes,who thenchallengethe nodeto acceptthe
message.This ensuresthat a nodeis suspectedby all
correctnodesif it refusesto accepta message.

Eachmessageor acknowledgmentm containsan au-
thenticator, as well as a short proof that send(m) or
receive(m) was the top-level entry of the correspond-
ing log. The recipientextracts the authenticatorsand,
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Figure3: NodeE storesanobjectfor clientD (1) andthentries to hideit fromclientB (2). Thetwo clientsbroadcast
theauthenticators they haveobtainedfrom E (3). Later, A auditsE, discovers the inconsistency, andexposesE (4).
Finally, nodeA broadcastsits evidenceagainstE, sotheothernodescanexposeE aswell (5).

oncein a while, forwardsthemto othernodes.Thus,in-
terestednodeseventuallylearnof all authenticatorsthat
havebeensignedby a correctnode.

3.3 Auditing

Eachnodei is periodicallyauditedby othernodes.Dur-
ing an audit, the auditor j �rst asksi for a signedlog
segmentthatcoversall entriessincethelastaudit. j then
validatesthe log againstthe most currentauthenticator
it hasobtainedfor i . If i refusesto comply, j begins to
suspecti .

Next, j performsa consistencycheck to seeif the log
matchesall therecentauthenticatorsit hasobtainedfor i .
If two or moreauthenticatorsdonotmatch,theni hasei-
therforkedits logor is keepingmultiplecopies.Themis-
matchedauthenticatorsarethenmadeavailableto other
nodesasevidence,whocanthusmarki asexposed.

In athirdstep,j extractsall authenticatorsfromthelog
segmentandforwardsthemto othernodes.This ensures
that, even if i is faulty, other nodeswill eventually be
awareof all relevantauthenticators.

Finally, j performsa conformancecheck. It instanti-
atesa local copy of thestatemachineA i andinitializes
it with a recentcheckpointfrom thelog. Thenit replays
all theinputsfrom thelog andcheckswhetherthecorre-
spondingoutputsmatchtheonesin thelog. Thus,j can
checkprotocolconformancewithoutanexplicit protocol
speci�cation. If it detectsa divergence,it hasobtaineda
signedconfessionandcanthusexposei .

In anaiveimplementationof thealgorithm,everynode
auditsevery othernode,requiringO(N 2) messagesand
computation.Thoughthemessagesaresmallandcanbe
heavily aggregated,this doesnot scaleto largesystems.
In practice,however, if at mostf nodescanbefaulty at
any giventime,it suf�ces if f + 1 differentnodesaudita
givennode,whichreducesthecomplexity to O(f 2). The
detailsof this optimizationanda full evaluationwill be
providedin a subsequentfull paper.

3.4 Checkingevidence

If a nodej detectsa fault on a nodei , it obtainsoneof
two typesof evidence.If i is detectablyfaulty, j obtains
eithera) an authenticatorand a log, both of which are
signedbut do not match,or b) a signedlog segmentthat
fails the conformancecheck. Both constitutea signed
confession.If i is detectablyignorant,j obtainsa chal-
lenge(e.g.arequestfor acertainlog segment)thati can-
notanswer, exceptby providing asignedconfession.

Both typesof evidencecanbedistributedto theother
nodes,who canverify themindependently, eitherby re-
peatingthe checksperformedby j (in caseof a signed
confession)or by contactingi andcheckingits response
(in caseof a challenge).PeerReview ensuresthatsucha
checkwill alwaysfail for a correctnode,sinceit never
producesa signedconfessionand can respondto any
challenge.

The output of the PeerReview failure detectoron a
givennodeis reliableif, andonly if, thenodehasavalid
copy of the statemachineto be run by all the nodesin
thesystem.A nodecanensurethis, for instance,by ob-
tainingasignedbinaryprogramfrom atrustedauthority.

To boundthe spacerequiredfor logs, nodesmay be
allowedto discardold log entries,e.g.aftera month. In
this case,older evidencecanno longerbe veri�ed and
mustbediscardedaswell, whicheventuallyallowsfaulty
nodesto returnto thesystem.This is acceptableaslong
asthesystemhasampletimeto respondto thefailureand
initiate repair. If repair is not an option, e.g. in a large
decentralizedsystem,the log mustbekept long enough
to createa seriousdisincentive for attackers. Alterna-
tively, theremainingnodescoulduseByzantineconsen-
susto permanentlyrevokefaultynodes'certi�catesprior
to truncatingthelog.

4 Relatedwork

Ourconceptof adetectionsystemis basedon thefailure
detectorsby ChandraandToueg [5]. Thesewerede�ned
for crashfailures,but Malkhi andReiter [14] later ex-
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tendedthemto specialclassesof Byzantinefailures.In a
moregeneralmanner, Doudouet al. [8] have introduced
mutenessfailure detectorsdealingwith nodesthat pre-
maturelystopsendingalgorithmmessages.Kihlstromet
al. [11] have introducedseveralclassesof failuredetec-
torsthatexposedetectableByzantinefailures.However,
they considerclassesof algorithmsin whichall messages
arebroadcast,andin which processesknow whento ex-
pectmessagesfrom other processes.PeerReview does
not requiretheseassumptions.

Statemachinereplication[12,16] is a classicaltech-
niquefor maskinga limited numberof Byzantinefaults.
Today's state-of-the-artBFT techniques,e.g. [4], are
basedon this idea. Although thesetechniquesperfectly
protectthesystemfrom Byzantinefailures,they areusu-
ally not intendedto detectthe faulty nodes,and they
are inherently expensive and not scalable. The BAR
model [1] extendsthe BFT approachto tolerateself-
ish behavior of rationalnodeswhile providing a mecha-
nismfor detectingcertainapplication-speci�cmisbehav-
ior. Our approachis moregeneraland,unlike BAR, it
doesnot inherit thealgorithmiccomplexity of BFT.

Alvisi et al. [2] introduceda techniquethat moni-
tors quorumsystemsand raisesan alarm if the failure
assumptionsare about to be violated. This technique
is probabilisticand,unlike PeerReview, cannotidentify
whichnodesarefaulty.

Intrusiondetectionsystems[6] candetectcertaintypes
of protocolviolations;however, unlike PeerReview, the
heuristicsusedin IDS tendto produceeitherfalsepos-
itives, false negatives, or both. Reputationsystems
such as EigenTrust [10] can be used againstByzan-
tine failures,but, unlike PeerReview, they cannotpre-
vent a coalition of maliciousnodesfrom denouncinga
correctnode. Finally, trustedcomputingplatformslike
TCG/Palladiumcandetectfailuresthat involve software
modi�cations, but force usersto exclusively run certi-
�ed software. PeerReview merelychecksprotocolcon-
formancebut otherwiseallowsdiverseimplementations.

Yumerefendi and Chase [17] proposed account-
ability as a �rst-class design principle for depend-
able distributed systems,but mentionedthat general,
application-independenttechniqueswere still elusive.
We believe that detectionsystems,and PeerReview in
particular, area majorsteptowardsthisgoal.

5 Conclusionand futur e work

We have discussedan alternative approachto handling
Byzantinefaults, in which the systemdoesnot mask
faultsbut ratherdetectsandrespondsto them. We have
formally speci�edtheclassof faultsthatcanbedetected
with this approach,andwe have sketchedthedesignof
a practicalsystemthat implementsit. To thebestof our

knowledge,it is the�rst practical,general-purposealgo-
rithm for detectingByzantinefaults.

Detectionpromisesto reducethecostof robustnessto
Byzantinefaults, and to increasedependabilityof sys-
temsin which BFT is infeasibleor prohibitively expen-
sive. For example,detectionoffersa relatively ef�cient
defensefor freeloadingandcensorshipattacksin large-
scaledistributedsystems.It canprovide accountability
in systemsthat spanmultiple administrative domains,
such as federateddatabases,hostedweb servicesand
peer-to-peersystems.

We believe that further researchin detectionsystems
will yield a varietyof new detectorswith differenttrade-
offs. For example, more powerful detectorscould be
constructedby adding more sensors,such as attesta-
tion, andhybridsbetweendetectionandBFT could al-
low more�ne-grainedtradeoffs betweenprotectionand
overhead.
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