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1 Intr oduction

Distributedsystemsaresubjectto a variety of faultsand
attacks. In this paper we considergeneral(Byzantine)
faults[13], i.e. a faulty node may exhibit arbitrary be-
havior. In particular a faulty nodemay corruptits lo-
cal stateandsendarbitrarymessagesncluding speci ¢
messageaimedat subvertingthesystem.Marny security
attacks suchascensorshipfreeloadingmisrouting,and
datacorruption,canbe modeledasByzantinefaults.

Systemscan be protectedwith Byzantinefault toler-
ance (BFT) techniqueswhich maska boundednum-
ber of Byzantinefaults, e.g. using statemachinerepli-
cation[4]. BFT is avery powerful techniqueput it has
its costs. In a practicalsystemthat needsto tolerateup
tof concurrenByzantinefaults,BFT cannotbe imple-
mentedwith lessthan3f + 1replicag3]. Moreover, BFT
scalegoorlyto largereplicagroups;asmoresenersare
added,the throughputof the systemmay actually de-
creasd7].

In this paper we explore an alternatve approactthat
aims at detectingratherthan maskingfaulty behaior.
With this approachthe systemdoesnot make ary at-
temptto hide the symptomsof Byzantinefaults. Rather
eachnodeis equippedvith adetectothatmonitorsother
nodesfor signsof faulty behaior. If the detectordeter
minesthat somenodehasbecomefaulty, it noti es the
applicationsoftware, which canthentake appropriateac-
tion. For example nodescanceasdo communicatevith
thefaultynode;onceall correctnodeshavefollowedsuit,
thefaulty nodeis isolatedandthefaultis contained.

Fault detectionis wealer thanmasking.For instance,
detectionis insufcient for dealingwith faultsthathave
seriousand irreversible effects, such as deletion of all
copiesof animportantdocument. However, detection
may offer anef cient andscalablealternatveto BFT for
faultsthathave limited or recoverableeffects,including
freeloading censorshipanddenial-of-service.

We are interestedin fault detectorsthat provide ac-
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countability[17]. With suchdetectorseachactionis un-
deniablyassociateavith theidentity of thenodethathas
performedthe action, allowing the systemto gatherir-

refutableevidenceof faulty behavior.

The fault detectionsystemswe considershouldguar
anteeat leasttwo properties. The systemshould be
complete whenever a correctnodeobsenresthe effects
of faulty behaior, the systemeventually generatesv-
idenceagainstat leastone faulty node. Also, the sys-
temshouldbeaccurate: it nevergeneratesalid evidence
againstacorrectnode.

Adding accountabilityto a distributedsystemhassev-
eralimportantadvantagestegardlesof whetherthe sys-
temsuseBFT ornot: rst, arny faultybehaior by anode
is guaranteedo be detected.Secondthe evidencepro-
ducedby the detectorcanbe usedto corvincethird par
tiesthatafaulthasoccurred.Third, theevidenceenables
thesystento resohehe-said-she-samltuationsn which
two nodesaccusesachotherof beingfaulty. Lastly, the
presencef accountabilityalonedetess certaintypesof
attackson a system,becauset identi es and exposes
faulty nodes.

Our goalsin this paperarethreefold: rst, we exam-
ine thetrade-ofs betweerfault detectionandtraditional
BFT. Secondwe give a precisede nition of the classof
Byzantinefaultsthat canbe detectedvith our approach.
Finally, we brie y sketcha practicalsystemthatimple-
mentsa Byzantinefault detector

1.1 The casefor fault detection

TechniqueshatmaskByzantinefaultsareperhapsasier
to usethanfaultdetectiorsystemssincethey providethe
applicationdesignewith the abstractiorof a systemin
which failuressimply do notoccur Sowhatreasonsre
thereto optfor fault detection?
Detectionrequireslessreplication: If a practicalsys-
temcansuffer upto f concurrenfaults,BFT cannotbe
implementedvith lessthan3f + 1 nodeq3]. Aswewill



shaw, detectioncan be accomplishedvith only f + 1
nodes. The complementaryiew of this point is that
BFT requiresthe fraction of faulty nodesin the system
to remainbelon 33% at all times, while a correctnode
canreliably detectfaultsirrespectve of the fraction of
faulty nodes.

Detection systemsneed only be provisioned for the
averageload: In a BFT system,all replicasmustpro-
cesseachrequespromptly, sincethe client cannotmake
progressbefore most of them have responded. In a
detection-basedystem,however, a single replica can
proceseachrequestindrespondmmediatelythe other
replicascanlater checkthe responseluring a period of
light load. Hence,a BFT systemmustbe provisioned
suchthateachmachinecanhandlethe peakload, while
in adetectiorsystemgachmachinemustmerelybeable
to handlethe average load.

Detectionis cheaper: Detectionavoids the consensus
requiredby BFT, andit enablesxtensie aggreationof
messagestateandprocessingssociatewvith detection.
Also, thereis no needfor strongconsisteng amongthe
replicas,which makesit mucheasierto handlechanges
to thereplicagroup.

Detectionsystemglo notonly requirefewer resources
thanBFT, they alsohave somefunctionaladvantageshat
bene t distributedsystemswvhetheror notthey useBFT:
Detectionenablesa timely responsdo faults: In asys-
tem that doesnot use BFT, once correctnodesobtain
evidenceof a fault, they can stop communicatingwith
the faulty nodeandthusisolateit. Also, correctnodes
caninitiate recovery, e.g.by creatingadditionalreplicas
of ary objectsaffectedby the fault, or by alertinga hu-
manoperatoiwho canrepairthefaulty node.Timely re-
pair canalsohelpBFT-basedsystemgo staywithin their
boundfor the numberof concurrenfaults.
Detectionprovidesa deterrent: The merepresencef
a detectionsystemcanreducethe likelihood of certain
faults. For example,it candiscouragdreeloadingand
censorshign peerto-peersystemsby creatinga disin-
centiveto cheatingsinceafaulty noderisksisolationand
expulsionfrom the system. Furthermorejf the system
maintainsa binding from nodeidenti ers to real-world
principals, then the owner of a faulty nodecan be ex-
posedandheld responsible.Reducingthe frequeng of
certainfaultsalsobene tsaBFT-basedsystemallowing
it to moreeasilymaintainits errorbound.

1.2 Usesof fault detectors

Next, we sketchgenerabpplicationareador faultdetec-
tion systemsalongwith somespeci ¢ examples.

1This doesnot contradictthe impossibility resultsof [3] because
detectiorsystemsarenotbasedn agreement.

Systemswith recoverable state: Network le systems
and distributed information systemstypically perform
periodic backupsnapshott¢o ensuredatadurability. It
is usually acceptabldor thesesystemsto revert to the
latestsnapshoin caseof a seriousmalfunctionor attack.
However, faults mustbe discoveredquickly in orderto
preventcorruptdatafrom spreadingo the backups.By
addinga detectoy thesesystemscan boundthe time to
detectiorfor avery generaklassof faults.

Redundant systems: Decentralizedsystemsand sys-
temsbasecdbn BFT mitigateor maskthe effect of a lim-
ited numberof faultsthroughredundang. However, if
faulty nodesare not discorered and removed quickly,
they canaccumulateover time and eventuallyleadto a
systemfailure. Using a detectoy faulty nodescan be
identi ed andisolatedbeforethey cancauseary serious
harm.

Systemsthat span multiple administrati ve domains:
Such systemscan bene t from accountabilityto keep
the playershonestandto apportionblame,e.qg.in feder
ateddatabaseandhostedWebservicesprto discourage
freeloadingandcensorshipn peerto-peersystems.The
Internets inter-domainrouting systemis anotherexam-
ple. In thecaseof amalfunction,detectorsouldnotonly
identify which partyis at fault; they would alsoproduce
evidencethatwould allow otherpartiesto prove to their
customerghatthey arenotto blame.

2 De nitions

A perfectdetectiorsystemwouldimmediatelydetectary
Byzantinefault. The power of a practical,ef cient de-
tection system,however, is necessariljimited. In this
paperwe will assumehatthe detectoronacorrectnode
canobsenre all messagesentandrecevedby thatnode.
This clearly meansthat someByzantinefaults are not
obsenableandthereforecannotbe detected.

2.1 Examplesof detectablebehavior

Beforede ning formally the classef Byzantinefaults
thatcanbe detectedusingobsenablemessagesye dis-
cussa simpleexampleprotocolthat hasonly two meth-
ods: A put method,which is usedto storean object
onanode,andaget method,which is usedto retrieve
it. Figurel(a)shows a simpleexampleof a messagex-
changen which nodeB recevesanobjectfrom nodeA
andlaterdeliversit to anothemodeC.

Now assumehatnodeB is faulty andwantsto pre-
ventnodeC from obtainingthe object. Therearetwo
waysfor B to achieve this. Oneis to breakthe protocol
anddery C'srequestasshovn in Figure 1(b); we call
this behavior detectablyfaulty. The otheris to pretend
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Figure 1: In this simplemessge exchang, nodeB is

(a) correct, (b) detectablyfaulty, and (c) detectablyig-
norant, providedthatnodesA and C are correct.
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thatit hasnotrecevedtherequesimessageasshovnin
Figurel1(c); we call this behaior detectablyignorant

In both casesthefaultis detectabldecauset affects
the messageexchangeobsened by the correct nodes.
However, a node might becomefaulty but continueto
follow the protocolexactly asif it werecorrect. Sucha
fault cannotbe detectedvith our approach Similarly, if
afaultis completelyinternalto onenodeor affectsonly
messagesentto otherfaulty nodes,it is not obsenable
by ary correctnodeandthereforecannotbe detected.

In therestof this section,we provide aformal de ni-
tion of detectabldaultinessandignoranceandwe intro-
ducea setof guaranteethatcanbe givenby a detection
system.

2.2 Systemmodel

We consideaset of nodes Everynodei is modeledas
astatemachineA; andadetectormoduleB; (Figure2).
Informally, we saythata nodei is correctif it respects
thespeci cationsof bothA; andB;. Otherwisethenode
is faulty.

Nodescommunicatevith eachotherthroughmessage
passing.We assuméhat messagesre uniquelyidenti-
ed. For amessagen, let sendefm) andreceivefm)
denotethe senderand the recever of m, respectiely.
For the moment,we do not put ary restrictionson local
processingime and communicationdelays. However,
we assumethat, after somenumberof retransmissions,
a messageaentfrom a correctnodeto a correctnodeis
eventuallyreceved.

An event is either send(m) 2 O;, wherei
sende(m), or receivg(m) 2 Ij, where |
receive(m), or anapplication-speci dnputor output.

An executionE is a sequencef eventssuchthatin
E, eachm is sentandreceved at mostonce,andeach
receive(m) is precededy thecorrespondingeng (m).
We distinguisheventsassociateavith the statemachine
A andeventsassociatedvith the detectormoduleB;.

[ Application ]
4 suspect ed;
Ia;)g trusted !
\ v exposed;

State machine
A

Detector module J

Bi
send(m ) T
recv(m
A 4

Figure2: Information ow betweerapplication, proto-
col, anddetectormoduleon nodei

EjA; denoteghe subsequencef E that consistsof all
eventsassociatedvith A; in E, andEjB; denotesthe
subsequencef E that consistsof all eventsassociated
with B; in E. We saythatanodei is correctin E if (1)
EjA; (respectiely, EjB;) conformsto A; (respectiely,
Bi), i.e., if the sequencef outputsproducedin EjA;
(EjBi) islegal,givenA; (B;) andthesequencef inputs
in EjA; (EjBj), and(2) if E isin nite, thenbothEjA;
andEjB; arealsoin nite. Otherwisewe saythati is
faultyin E.

2.3 Detectablefaultinessand ignorance

We de ne a history of a nodei asa sequencef events
of Aj. A history h of a nodei is valid if it con-
forms to A;, i.e. if, given the sequenceof incoming
messageandapplication-speci cinputsin h, A; could
have producedthe sequencef outgoingmessagesnd
application-speci coutputsin h. A pair (h1; h) of his-
toriesof i is consistentf h; is a pre x of h,, or vice
versa. If i is a correctnode, onetrivial exampleof a
valid historyis EjA;.

Let M (E) denotethe setof messagesecevedby the
nodesin anexecutionE. We assumehatthereexists a
historymap' thatassociatesverymessagen 2 M (E)
with a history of sende¢m). For a correctnode,' (m)
is the pre x of the local executionE jsende¢m) up to
andincluding sendm). Thus,for any messagen sent
by a correctnode,’ (m) is valid, andfor every pair of
messagesn and m® sentby a correctnode,' (m) and
' (m9 areconsistent.

We saythata messagen is observabldn E if there
exists a correctnodei and a sequenceof messages

() my=m,

(ii)y receivémy) belongso EjA;,

@ii) forallj = 2;:::;k:
t(mj).

receivém; 1) belongsto



In otherwords,m is obsenableif it causallyprecedes
atleastoneeventonacorrectnode.

We saythatanodei is detectablyfaulty with respecto
amessagen sentby i in anexecutionE if m is observ-
ablein E andsatis esoneof thefollowing properties:

(1) ' (m) is notvalid (for i)

(2) Thereexists a messagen® that was alsosentby i
andis obsenablein E, suchthat' (m) is inconsis-
tentwith ' (m9

The setof nodescausallyaffectedby m andm? (if m°
exists)arecalledaccomplice®f i with respecto m.

We saythatanodei is detectablyignorantin E if i is
not detectablyffaulty in E andthereexistsa messagen
sentto i by a correctnode,suchthat, for all obsenable
messages® sentby i, receive(m) doesnot appeatin

" (mO).

2.4 Guarantees

Whenthe detectormoduleB; on a correctnodei has
seenevidenceof faulty behaior on anothernodej, it
sendsafailureindicationto its local applicationprocess.
We de ne threedifferenttypesof indications:tr usted,; ,
suspected andexposeq. Intuitively, if themoduleB;
outputssuspected, thereis evidencethatj is ignoring
certaininputs,e.g.by refusingto accepta servicerequest
from a correctnode. If it outputsexposed, thereexists
a proof thatj is faulty, i.e. thatit hasdeviatedfrom the
speci cationof its statemachineA; . Finally, B; outputs
tr usted; while noneof the otherconditionshold.

We canuseade nition similarto thatof [5,11]to de-
scribetheseproperties.Thus,the detectionsystemguar
anteeghatthefollowing propertieshold in every execu-
tion:

Eventual strong completeness(1) Eventually ev-
erydetectablyignorantnodeis suspectedbreverby
every correctnode,and(2) if anodei is detectably
faulty with respecto amessagen, theneventually
somefaulty accompliceof i (with respecto m) is
exposedor foreversuspectethy every correctnode.

Eventual strong accuracy: (1) No correctnodeis
foreversuspectedy a correctnode,and(2) no cor-
rectnodeis ever exposedoy a correctnode.

Note that the detectorneednot guaranteghat a cor-
rect nodeis always trustedby anothercorrectnode; it
canjump from trustedto suspectedand back, e.g.due
to long messagedelays. Further if a setof colluding
faulty nodesincludesatleastonedetectablyfaulty node,
thenat leastone of themwill eventuallybe exposedor
suspectediorever; we chosethis wealer guarantedo fa-
cilitate an ef cient implementatiorof ' . Nevertheless,

if thereareonly nitely mary faulty nodesin the sys-
tem,correctnodescanbeaffectedby theirbehaior only
nitely long.

3 A practical detectorfor Byzantine faults

To show that detectionsystemsare practical, we now
briey sketchthe designof PeerReiew, a systemthat
canprovidetheguaranteestatedn Section2.4. A proof
canbefoundin [9]. We have implementedPeerReiew
andinitial resultssuggesthatit is practicalandef cient.
An experimentakvaluationis thesubjectof afuture,full
paper

3.1 Assumptionsand goals

For PeerReiew, we assumehatthe systemcanbe mod-
eledasdescribedn Section2.2, with two additionalas-
sumptionsFirst, the protocolis deterministi¢i.e. it pro-
ducesthe sameoutputsgiven the samesequencef in-
puts. This is a fairly commonassumptiorin statema-
chinereplication[4,12]. Secondnodeshave strongiden-
titiesandholdacryptographikeypairthatcanbeusedo
sign messagesThis canbe accomplishedfor instance,
by giving eachnodean identity certi cate, signedby a
certi cation authority thattiesits public key to its node
identi er.

We also make the commonassumptionthat the at-
tacker doesnot have the ability to breakcryptographic
signaturesOtherthanthat,the Byzantinenodesmaybe-
have arbitrarily andcolludewith eachothet

3.2 Secur histories and commitment

Eachnodeis requiredto keepa log of all theinputsand
outputsof its local statemachineA;. Thelog is orga-
nized as a hashchain, similar to a securehistory [15],
suchthatthetop-level hashcoversthecontentof theen-
tire log. Furthermoreeachnodemustfrequentlycommit
to the contentsof its log by publishinganauthenticator
i.e.asignedcopy of its top-level hashvalue. This makes
thelog tamperevidentandensureshatnodescannotre-
visetheir history[15].

Nodesmustsignall messagethey sendandacknavl-
edgeall messagethey receie. If a messagés not ac-
knowledgedafter several retries, it is broadcasto the
othernodes,who thenchallengethe nodeto acceptthe
message.This ensureghat a nodeis suspectedy all
correctnodesdf it refusedo acceptamessage.

Eachmessag®r acknavledgmentm containsan au-
thenticator as well as a short proof that send(m) or
receive(m) wasthe top-level entry of the correspond-
ing log. The recipientextractsthe authenticatorand,
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Figure3: NodeE storesan objectfor clientD (1) andthentriesto hideit fromclient B (2). Thetwo clientsbroadcast
the authenticatos they haveobtainedfrom E (3). Later, A auditsE, discovers the inconsistencyand exposesE (4).
Finally, nodeA broadcaststs evidenceagainstE, sothe othernodescanexposek aswell (5).

oncein awhile, forwardsthemto othernodes.Thus,in-
terestechodeseventuallylearnof all authenticatorshat
have beensignedby a correctnode.

3.3 Auditing

Eachnodei is periodicallyauditedby othernodes.Dur-

ing an audit, the auditorj rst asksi for a signedlog

segmentthatcoversall entriessincethelastaudit.j then

validatesthe log againstthe most currentauthenticator
it hasobtainedfor i. If i refusesto comply, j beginsto

suspect.

Next, j performsa consistencghed to seeif thelog
matchesll therecentauthenticatoré hasobtainedori.
If two or moreauthenticatorslo notmatch,theni hasei-
therforkeditslog or is keepingmultiple copies.Themis-
matchedauthenticatorarethenmadeavailableto other
nodesasevidence who canthusmarki asexposed.

Inathird step, extractsall authenticatorffomthelog
segmentandforwardsthemto othernodes.This ensures
that, evenif i is faulty, other nodeswill eventually be
awareof all relevantauthenticators.

Finally, j performsa conformanceched. It instanti-
atesa local copy of the statemachineA; andinitializes
it with a recentcheckpointfrom thelog. Thenit replays
all theinputsfrom thelog andcheckswhetherthe corre-
spondingoutputsmatchthe onesin thelog. Thus,j can
checkprotocolconformancevithoutanexplicit protocol
speci cation. If it detectsa divergencejt hasobtaineda
signedconfessiorandcanthusexposei.

In anaiveimplementatiorof thealgorithm,everynode
auditsevery othernode,requiringO(N 2) messageand
computation.Thoughthe messagearesmallandcanbe
heaily aggreated this doesnot scaleto large systems.
In practice,however, if atmostf nodescanbefaulty at
ary giventime, it sufces if f + 1 differentnodesaudita
givennode whichreduceghecomplexity to O(f 2). The
detailsof this optimizationanda full evaluationwill be
providedin asubsequerfull paper

3.4 Checkingevidence

If anodej detectsafaulton anodei, it obtainsone of
two typesof evidence.If i is detectablyfaulty, j obtains
eithera) an authenticatoland a log, both of which are
signedbut do not match,or b) a signedlog segmentthat
fails the conformancecheck. Both constitutea signed
confession.If i is detectablyignorant,j obtainsa chal-
lenge(e.g.arequestor acertainlog segment)thati can-
notansweyexceptby providing a signedconfession.

Both typesof evidencecanbe distributedto the other
nodeswho canverify themindependentlyeitherby re-
peatingthe checksperformedby j (in caseof a signed
confessionpr by contacting andcheckingits response
(in caseof achallenge) PeerReiew ensureshatsucha
checkwill alwaysfail for a correctnode,sinceit never
producesa signedconfessionand can respondto ary
challenge.

The output of the PeerReiew failure detectoron a
givennodeis reliableif, andonly if, thenodehasavalid
copy of the statemachineto be run by all the nodesin
the system.A nodecanensurethis, for instanceby ob-
taininga signedbinary programfrom atrustedauthority

To boundthe spacerequiredfor logs, nodesmay be
allowedto discardold log entries,e.g.afteramonth. In
this case,older evidencecan no longerbe veri ed and
mustbediscardedaswell, which eventuallyallowsfaulty
nodesto returnto the system.This is acceptablaslong
asthesystemhasampletimeto respondo thefailureand
initiate repair If repairis not an option, e.g.in a large
decentralizedystem the log mustbe keptlong enough
to createa seriousdisincentve for attaclers. Alterna-
tively, theremainingnodescould useByzantineconsen-
susto permanentlyevoke faulty nodes'certi catesprior
to truncatingthelog.

4 Relatedwork

Our concepibf a detectionsystemis basedn thefailure
detectordy ChandraandTouegy [5]. Thesewerede ned
for crashfailures, but Malkhi and Reiter[14] later ex-



tendedhemto specialclasse®f Byzantinefailures.In a
moregeneralmanneyDoudouetal. [8] have introduced
mutenesdailure detectorsdealingwith nodesthat pre-
maturelystopsendingalgorithmmessage<Kihlstrom et
al. [11] have introducedseveral classeof failure detec-
torsthatexposedetectableByzantinefailures.However,
they considerclasse®f algorithmsin whichall messages
arebroadcastandin which processeknow whento ex-
pectmessagefrom other processes.PeerReiew does
notrequiretheseassumptions.

Statemachinereplication[12,16] is a classicaltech-
niguefor maskinga limited numberof Byzantinefaults.
Today's state-of-the-artBFT techniques,e.qg. [4], are
basedon this idea. Although thesetechniquegperfectly
protectthe systemfrom Byzantinefailures,they areusu-
ally not intendedto detectthe faulty nodes,and they
are inherently expensve and not scalable. The BAR
model [1] extendsthe BFT approachto tolerate self-
ish behavior of rationalnodeswhile providing a mecha-
nismfor detectingcertainapplication-speci anisbeha-
ior. Our approachis moregeneraland, unlike BAR, it
doesnotinheritthe algorithmiccomplexity of BFT.

Alvisi et al. [2] introduceda techniquethat moni-
tors quorumsystemsand raisesan alarmif the failure
assumptionsare aboutto be violated. This technique
is probabilisticand, unlike PeerReiew, cannotidentify
which nodesarefaulty.

Intrusiondetectiorsystemg6] candetecicertaintypes
of protocolviolations; however, unlike PeerReiew, the
heuristicsusedin IDS tendto produceeitherfalsepos-
itives, false negatives, or both. Reputationsystems
such as EigenTrust [10] can be used againstByzan-
tine failures, but, unlike PeerReiew, they cannotpre-
venta coalition of maliciousnodesfrom denouncinga
correctnode. Finally, trustedcomputingplatformslike
TCG/Ralladiumcandetectfailuresthatinvolve software
modi cations, but force usersto exclusively run certi-
ed software. PeerReiew merely checksprotocolcon-
formancebut otherwiseallows diverseimplementations.

Yumerefendi and Chase [17] proposed account-
ability as a rst-class design principle for depend-
able distributed systems,but mentionedthat general,
application-independentechniqueswere still elusie.
We believe that detectionsystems,and PeerReiew in
particular area major steptowardsthis goal.

5 Conclusionand futur e work

We have discussedan alternatve approacho handling
Byzantinefaults, in which the systemdoesnot mask
faultsbut ratherdetectsandrespondgo them. We have
formally speci edthe classof faultsthatcanbedetected
with this approachandwe have sketchedthe designof
a practicalsystemthatimplementst. To the bestof our

knowledge,it is the rst practical,general-purposalgo-
rithm for detectingByzantinefaults.

Detectionpromisego reducethe costof robustnesso
Byzantinefaults, and to increasedependabilityof sys-
temsin which BFT is infeasibleor prohibitively expen-
sive. For example,detectionoffers a relatively ef cient
defensefor freeloadingand censorshipattacksin large-
scaledistributed systems.It canprovide accountability
in systemsthat spanmultiple administratve domains,
such as federateddatabaseshostedweb servicesand
peerto-peersystems.

We believe that further researctin detectionsystems
will yield avarietyof new detectorswith differenttrade-
offs. For example, more powerful detectorscould be
constructedby adding more sensors,such as attesta-
tion, and hybrids betweendetectionand BFT could al-
low more ne-grainedtradeofs betweenprotectionand
overhead.

References

[1] A. S.Aiyer, L. Alvisi, A. Clement,M. Dahlin, J.-P Martin, and
C. Porth. BAR fault tolerancefor cooperatie services.In Pro-
ceedingof SOSP'050ct 2005.

[2] L. Alvisi, D. Malkhi, E. T. PierceandM. K. Reiter Faultdetec-
tion for ByzantinequorumsystemslEEE Trans.Parallel Distrib.
Syst, 12(9):996-10072001.

[3] G.BrachaandS.Tougy. Asynchronougonsensuandbroadcast
protocols.Journal of the ACM, 32(4),1995.

[4] M. CastroandB. Liskov. PracticalByzantinefaulttolerance.In
Proceeding®f OSDI'99, pagesl 73-186,1999.

[5] T.D. ChandraandS. Tousy. Unreliablefailure detectordor re-
liable distributed systems.Journal of the ACM, 43(2):225-267,
March1996.

[6] D.E.Denning.An intrusion-detectiomodel.|EEE Transactions
on Softwae Engineering13(2):222-2321987.

[7] J. R. DouceurandJ. Howell. Byzantinefault isolationin the
Farsitedistributed le system.In Proc.of IPTPS'06 Feb2006.

[8] A. Doudou,B. Garbinato,R. GuerraouiandA. Schiper Mute-
nessfailure detectors: Speci cation and implementation. In
EDCC, pages’1-87,1999.

[9] A. HaeberlenP. Kouznetsw, andP. Druschel. PeerReiew: De-
tectingfaulty behaior in distributed systems.TechnicalReport
Max Planckinstitutefor Software System£006-1,Jul 2006.

S.D. Kamvar, M. T. SchlosserandH. Garcia-Molina.TheEigen-
Trustalgorithmfor reputationmanagemernin p2p networks. In
Proc. 12thInternational WWWConfeence May 2003.

K. P. Kihistrom, L. E. Moser andP. M. Melliar-Smith. Byzan-
tinefaultdetectorgor solvingconsensusTheComputetournal,
46(1):16-352003.

L. Lamport. Usingtime insteadof timeoutfor fault-tolerantdis-
tributed systems. ACM Trans. Prog. Lang Syst, 6(2):254-280,
1984.

L. Lamport,R. ShostakandM. Pease.The Byzantinegenerals
problem.ACM Trans.Program.Lang Syst, 4(3):382-4011982.

D. Malkhi and M. K. Reiter Unreliableintrusion detectionin
distributedcomputationsin CSFW pagesl16-1251997.

P. Maniatisand M. Baker. Securehistory preseration through
timeline entanglementIn Proceedingf the 11th USENIXSe-
curity SymposiugSanFranciscoCA, Jan2002.

F. B. Schneider Implementingfault-tolerantservicesusing the
statemachineapproach:a tutorial. ACM ComputingSurve's
22(4):299-3191990.

A. R. YumerefendandJ. S. Chase.Therole of accountabilityin
dependablelistributed systems.In Proceeding®f the 1stWork-
shopon Hot Topicsin SystenDependability Jun2005.

(10]

(11]

(12]

(13]
(14]

(15]

[16]

(17]



