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Abstract

Security and privacy assessments are considered a best practice for evaluating a system or application for potential
risks and exposures. Cloud computing introduces several characteristics that challenge the effectiveness of current
assessment approaches. In particular, the on-demand, automated, multi-tenant nature of cloud computing is at odds
with the static, human process-oriented nature of the systems for which typical assessments were designed. This
paper describes these challenges and recommends addressing them by introducing risk assessment as a service.

1. Introduction

Risk assessments have become a standard practice by
which organizations determine and demonstrate their
privacy, security, and compliance with other policies
that protect against loss. Typical risk assessments in-
clude five steps: system characterization, threat as-
sessment, vulnerability analysis, impact analysis, and
risk determination [4]. Assessment-based approaches
to evaluating risk have been the source of continuous
research and debate in the literature ranging from theo-
ries about the value of quantitative versus qualitative
analysis to whether internal staff are more effective for
assessing the system than external staff [35][12].

Organizations use the results of a risk assessment in
deciding how to apply scarce resources to protect their
most important assets [4].

1.1 Security Assessments

Security assessment (SA) methods include international
standards such as ISO/IEC 27002:2005 [16], NIST’s
SP800-53 [27] and “best practice” documents that are
developed by security organizations, such as CERT’s
OCTAVE [28] method. Typical security assessments
such as ISO/IEC 27002:2005 are qualitative in nature,
relying on a survey instrument that can be used by in-
ternal or external security staff. ISO/IEC 27002 also
includes a process for certifying the SA auditor.

In addition to a qualitative survey, OCTAVE also has a
weighted scoring system that provides a quantitative
comparison for threat prioritization and asset valuation.
OCTAVE was designed to be executed by internal staff
based on the assumption that the context of internal
members would offer a better understanding of the val-
ue of the assets, and that the staff would gain subject
matter knowledge through executing the assessment. In

this sense, OCTAVE and other SA’s provide the enter-
prise “security knowledge” by presenting a framework
for understanding and evaluating security risk expo-
sures for internal and external infrastructure resources

[34].
1.2 External Audits and Assessments

In addition to general standards, assessment methods
have also been designed for the needs of specific organ-
izations or communities. These assessments typically
address specific regulations for protection of data types
such as personally identifiable information (PII), pay-
ment account information (e.g. PCI-DSS), personal
health records, or corporate financial information. A
domain-specific assessment is typically executed either
by the body that created it or by a certified authority
educated and licensed to deliver and audit.

Relevant examples include service provider assess-
ments such as the SAS 70 Type II audit by the AICPA
[1] and the Shared Assessments AUP [30]. Both are
designed for assessing financial systems of service pro-
viders. The Shared Assessment AUP specifically in-
cludes security and privacy controls and was designed
by security professionals [33] for the financial services
industry.

1.3 Privacy Assessments

Privacy assessments (PA) are a type of risk assessment
focusing on unauthorized disclosure. They differ great-
ly by country and the type information they are de-
signed to assess [5]. A standardized PA is provided by
ISO/IEC 22307:2008. Unlike the more general corres-
ponding SA standard, PA 22307 applies only to finan-
cial services assets [15].



Comprehensive SA’s typically include some PA re-
quirements. For example ISO/IEC 27002 covers re-
strictions for screening employees, on-line transactions,
audit logging, data protection practices, and the re-
quirement for, and definition of, a privacy policy.

1.4 Autonomic Assessments

Although traditional assessments have typically been a
manual process, there are more recent efforts to auto-
mate some of all of the process. Examples include con-
text-aware privacy protection mechanisms in wireless
networks and smart homes [22] [23]. Automated vulne-
rability assessment has also been studied [13].

2. Why Assess the Cloud?

Since the inception of cloud computing circa 2000, se-
curity, information leakage, and loss — or more general-
ly, “trust” -- has been listed as a top concern [24] [11].
Trust in eCommerce is a broadly studied area with re-
search results that demonstrate that improved trust [25]
can positively affect eCommerce. In particular, an in-
creased level of trust improves disclosure, reduces the
demand for legislation, and reduces perceived risk. An
enterprise that uses a self-service cloud provider is ef-
fectively consuming an eCommerce based service that
provides infrastructure services, so it is reasonable to
assume that similar perceptions of trust would apply to
self-service cloud providers.

Privacy statements, security policies, and assessments
have been established as effective methods for estab-
lishing trust in eCommerce service providers. Security
and privacy protections have also been shown to en-
gender trust and loyalty to eCommerce sites [10]. Cloud
service providers are beginning to adopt elements of
assessments such as a published security or privacy
policy, or third-party audit pass/fail information. An
example is Amazon Web Services (AWS)’s recent
proclamation that it had passed a SAS 70 Type II Audit

[2].

A cloud assessment may consider one or more of the
entities in the cloud environment [21], including the
cloud service provider, the cloud consumer, and ulti-
mately, the cloud consumer’s end customers.

Several efforts are underway to standardize cloud secu-
rity, including the Cloud Security Alliance (CSA) [7],
European Network and Information Security Agency
(ENISA) [9], Cloud Audit (A6) [6], and Open Cloud
Computing Interface (OCCI) [29]. These efforts pro-
vide requirements against which entities can evaluate

security and privacy. However, the CSA and ENISA
efforts do not address how such assessments per se
would be implemented as an automated service in a
cloud environment. They also leave open the question
of how a cloud consumer would build a test and devel-
opment environment that includes security regression
testing as well as assessment controls [9]. A6 holds
promise as a standard that will automate risk assess-
ment as one of its primary goals.

3. Why Cloud Security and Privacy Are
Hard to Assess with Existing Tools

The very characteristics that make cloud computing
attractive also tend to make it hard to assess. Indeed,
each of the five cloud characteristics articulated in
NIST’s definitions [21] can be seen to complicate the
assessment of security and privacy of a business appli-
cation deployed into a cloud computing environment.
In this sense, cloud security and privacy are “immea-
surable” with current assessment approaches.

3.1 On-Demand Self-Service

The avoidance of human interaction in the cloud, while
reducing cost and decreasing deployment time, also
takes away an important control point. Whereas an
organization with a conventional IT environment de-
pends on trained individuals to configure or verify secu-
rity and privacy controls, a cloud consumer must rely
substantially on automated enforcement mechanisms.
A traditional assessment, however, may assume the
existence of trained individuals in certain roles. To be
effective in a cloud environment, it must equally ad-
dress the increasing presence of their automated equiva-
lents.

One of the promises of cloud computing is that a well
governed, automated control mechanism will be more
effective than a manual one. From the point of view of
an assessment, the “training” of each of the automated
entities that monitor and manage security and privacy
must be proved. Put another way: Would the control
mechanism pass the relevant portion of a CISSP exam?
Would a human operator, assisted by such a collection
of tools, be more reliable with them than without?

3.2 Broad Network Access

Broad network access affects assessments by changing
the attack surface that must be assessed from a relative-
ly static set of approved devices to a dynamic collection
of end points of varying security postures and capabili-
ties. To the extent that a traditional assessment invento-



ries and evaluates device types and endpoints, it must
also be updated to address an ongoing new set of com-
puting elements (a trend that is affecting security and
privacy independent of the cloud).

3.3 Resource Pooling

Resource pooling imposes perhaps the greatest collec-
tive set of challenges.

First, the dynamic allocation of resources according to
consumer demand means that the specific resources
deployed for a given application are not known a priori
and therefore cannot be assessed, per se, in advance.
An assessment must therefore focus on the correctness
of the allocation mechanisms and the qualities of the
overall pool. In a conventional IT environment, the
parallel might be the inclusion of IT vendors, their in-
ventories, and the company’s procurement office in the
assessment (which is not unusual in high-assurance
evaluations [16] but certainly an additional aspect
beyond the assessment of resources already in place).

Virtualization introduces similar concerns due to the
separation of the logical entities being assessed from
the underlying physical resources. In a conventional IT
environment, however, the various resources, physical
and virtual, are under the same governance. The differ-
ence in the cloud is that the logical entities are subject
to consumers’ IT requirements, whereas the underlying
physical resources are the responsibility of the provider.
An assessment must therefore include a translation be-
tween the governance of the two domains.

Second, the service of multiple consumers with the
same pool of resources means that the impact of the
presence of other tenants in the cloud infrastructure
must also be taken into account. In a conventional IT
environment, the presence of other organizations’ ac-
tors is generally something to be avoided. In a multi-
tenant cloud, the situation is completely reversed. A
traditional assessment must therefore be updated to
consider the effect of having other tenants present on
the same resources before, during, or after the target
consumer’s use. The cloud provider’s multi-tenancy
architecture thus becomes a new and critical point of
evaluation.

Multi-tenancy of data at a given provider (or even in a
conventional IT environment) is of course a well estab-
lished practice, and assessments of such deployments
already address access controls and (external) intrusion
protection. In the more general case of compute based
multi-tenancy, the threats active (hence the term “actor”

above), even to the point in infrastructure-as-a-service
[21] deployments of an actor having full control of a
(virtualized) IT environment. Accordingly, neighbor-
ing “content” is more at risk of contamination, or at
least compromise, from the content in nearby “contain-
ers” [18][30]. An assessment must therefore contem-
plate the effectiveness of isolation mechanisms much
stronger than those required for resource sharing among
applications under common governance. It must also
consider compliance mechanisms that verify that the
appropriate separations have been achieved.

Finally, location independence of the physical resources
introduces the complicating possibility that those re-
sources may be subject to varying local regulations.
Privacy is perhaps most affected by this aspect because
of the significant diversity of relevant laws [20] [7] [9].
The dynamic nature of resource allocation combined
with local variability of external requirements again
means that an assessment is not possible based only on
an a priori model of the IT environment, but must also
consider the policy by which resources are assigned at
run time. Indeed, all of the concerns about resource
pooling and assignment collectively make the case for
policy-based resource management in the cloud, a point
more fully explored in [26].

3.4 Rapid Elasticity

The ability “to quickly scale out [and] scale in” at one
level simply exacerbates the challenges already de-
scribed. At another more architectural level, the ex-
pression of that ability brings a new set of issues to be
bear through the practice of cloud bursting to handle the
rapidly increasing workloads, migrating between differ-
ent clouds to meet demand. In effect, the assessment
must not only cover the consumer and a given target
provider, but the provider’s own sub-providers, and so
on recursively.

Recursive implementation of an IT service is again not
new; this is the basic model for a service-oriented archi-
tecture. The new part in the cloud context is the syste-
matic migration of a consumer’s computational work-
load across multiple providers not specified in advance;
again, the movement of actors, not data. An assessment
therefore becomes an exercise in evaluating the “transi-
tive closure” of the environments in which those actors
may operate not just each one individually.

3.5 Measured Service

Lastly, the “metering capability” by which cloud sys-
tems “automatically control and optimize resource use”



presents one more challenge for assessments — namely,
that the information collected to achieve the capability
itself is a potential point of vulnerability.

Although metering information, again, is available in
conventional IT environments, the assessment in a
cloud environment must consider the much finer level
of detail resulting from the focus on cost and dynamic
resource sharing. Furthermore, even if the metering
information for each tenant is individually well pro-
tected, there remains the possibility that an adversarial
consumer can infer behavioral patterns of other tenants
by analyzing its own usage. The extent of such disclo-
sures, once again, must be factored into the assessment
of security and privacy in the cloud.

4. Further Challenges from an Economic
Perspective

In a conventional outsourcing model, an IT service pro-
vider supports a number of consumers with a dedicated
set of resources for each one. (This is effectively the
same as a collection of externally run private clouds.)
Contractual arrangements can be fairly long term and
consumer turnover is relatively low.

The higher churn in a cloud environment combined
with the drive for volume creates an incentive for a
provider to pay more attention to visible features such
as performance than to insurance against eventualities.
(Indeed, this is precisely the reason why security and
privacy must be more measurable and visible in real-
time, not before or after the fact.) Such a provider may
therefore trade off immediate reward for eventual risk.

Although the same influences may be present to an ex-
tent in conventional IT environments, whether internal
or outsourced, cost pressures in the cloud can signifi-
cantly increase the motivations to make tradeoffs. Fur-
thermore, consumer turnover can significantly decrease
the insight of the decisions being made — unless, of
course, they can be assessed more automatically.

A more extrinsic concern is the likely ongoing occur-
rence of mergers and acquisitions within the cloud pro-
vider ecosystem as the industry matures. This means
that the surviving cloud providers will be in a constant
state of forced hybridization. Consistent security and
private assessment across such a constantly changing
infrastructure may be nearly impossible.

Furthermore, as systems from acquired companies are
integrated (many of them start-ups), old problems will
be exacerbated such as the presence of rogue system

administrators who can become a very real threat on a
much larger scale. New problems such as data aggrega-
tion across merged companies with trans-border protec-
tions will also need to be addressed. Conventional IT,
again, has the same issues but the pace of change and
the scale of the systems will make due diligence hard to
keep up with daily demands of business in the cloud.

5. How Do You Assess the Cloud?

It is clear from the foregoing discussion that the dynam-
ic nature of the cloud makes traditional, more static
assessments of resources and their configuration inef-
fective. Rather, just as the cloud is “on-demand,” in-
creasingly, risk assessments applied to the cloud will
need to be “on-demand” as well. Although the underly-
ing policy infrastructure by which a cloud service pro-
vider (or consumer) applies resources to meet business
objectives can and should be assessed — this foundation
must be complemented with ongoing policy compliance
that verifies that the objectives have indeed been met in
operation.

We contend that the way that cloud computing should
be assessed, is the same as the way cloud computing is
delivered: as a service. Indeed, the same characteris-
tics of the cloud that makes it hard to assess with exist-
ing tools, also make it easy to assess with new ones,
especially the metering that is already built in for bill-
ing and service-level assurance.

Risk assessment as a service is a new paradigm for
measuring risk as an autonomic method [19] that fol-
lows the on-demand, automated, multi-tenant architec-
ture of the cloud — a way to get a continuous “risk
score” of the cloud environment with respect to a given
tenant, a specific application, or more generally, for use
by new tenants and applications.

We envision such assessments as being made available
in real-time by one or more of the entities in the cloud
ecosystem. For instance, a cloud provider could per-
form continuous self-assessments as a best practice
through evaluation of its own run-time environment; a
trusted third party could assess the provider on an ongo-
ing basis either through privileged access to certain
internal measurement interfaces; or a consumer could
assess the provider through non-privileged access. The
third avenue is exemplified in approaches such as
proofs of retrievability [17][3].

In each case, the dynamic assessment service would
rest on a foundation periodic, underlying, static assess-
ments. Static assessments should focus on the elements



of the provider’s underlying IT infrastructure and go-
vernance that (a) changes infrequently and (b) drives
security and privacy in the dynamic environment. This
again points to the importance of assessing security and
privacy policies, policy enforcement mechanisms, and
policy compliance mechanisms.

Since a provider may itself be a consumer of services
from other providers, it is reasonable to expect that a
provider would also be assessing the providers it relies
on, thus addressing the point above about the recursive
nature of cloud computing. Indeed, even if the ultimate
business consumers and their customers are not directly
assessing providers, the providers themselves will like-
ly be assessing one another.

The addition of real-time assessment capabilities into
the cloud environments parallels managed security ser-
vices whereby an external provider monitors the inter-
nal security of a conventional data center. The results
of such services are kept confidential to the relevant
organization. In the cloud, the comparable results
would, like the cloud itself, be open to all consumers.

An assessment service for the cloud involves more than
just the automation of traditional surveys and scoring
systems. The metrics must also be adapted to the na-
ture of cloud computing, for instance the dynamic allo-
cation of resources and multi-tenancy. Updating a tra-
ditional assessment to address cloud characteristics,
then applying it manually, although accurate in prin-
ciple, still may not fit the dynamic nature of the new
environment. Rather, the “new wine” of cloud risk
assessment should be put into the “new wineskin” of a
cloud service.

6. Conclusion and Further Work

Risk assessments provide significant value in increasing
trust in a commercial service, and thus appear particu-
larly beneficial to the adoption of cloud computing.
However, traditional assessments developed for con-
ventional IT environments do not readily fit the dynam-
ic nature of the cloud. We have proposed a cloud-based
assessment as a service paradigm as a promising alter-
native.

We have not implemented such a service but rather
offer it as a paradigm to be pursued. For actual imple-
mentation, we suggest several research directions brief-
ly here. By definition, autonomic systems have to be
reactive and proactive, e.g. an autonomic system must
have the ability to measure its environment and then
adjust its behavior based on goals and the current con-

text [14]. This type of functionality requires sensors
and an autonomic manager that analyzes risks and im-
plements changes. For risk assessment, research is
needed on the sensors that would collect relevant data
in real time in a cloud environment. The measurements
must support the viewpoints of multiple tenants and for
service providers, so may be different than previous
approaches focusing on a single stakeholder. Auto-
mated measurement and analysis is the basis for deli-
vering risk assessment as a service; automated adjust-
ment is a further (and much more complex) extension.
(To start with, adjustments could be made in the con-
ventional way based on the risk reports.)

Automated SLAs require a dictionary, an SLA specifi-
cation language, and a correlation engine [31]. Risk
assessment as a service could apply the same principles
where the dictionary holds the risk assessment rules and
asset valuations based on data entered by the tenant.
This would provide the basis for a weighted scoring
method such as those that are in OCTAVE [35].

CloudAudit has begun defining a directory/namespace
for security audit and assessment that includes PCI
DSS, HIPAA, COBIT, ISO 27002, and NIST SP800-
53. Such a directory/namespace offers a common lan-
guage that both tenants and service provider can use to
collect information in support of continuous assess-
ment. Further research may be needed on how to ex-
press the rules in a cloud setting.

For example, a procedure could be defined that uses
dictionary definitions such as those defined by Shared
Assessments [32] threats: malicious, natural, acciden-
tal, and business changes (scale/volume); assets: infor-
mation, technology (VM’s, storage, network), and pric-
ing model (economic denial of service); vulnerability:
threat-asset combination; control determination: pre-
ventive, corrective, predictive; determination: accept,
avoid, mitigate; response: action, report. Output from
the procedure would be fed to the autonomic manager
to determine current state, perform pattern analysis
against historical state data, correlate to the namespace,
and perhaps trigger protective measures.

Another question to explore is the classic “Who guards
the guards”. Given that much of the proposed mea-
surement relies on provider’s own representations of its
state, how does one address the possibility that such
claims could be unreliable. Finally, from a formal point
of view, it would be helpful not only how to implement
risk assessment as a service, but whether indeed such a
service is more effective than traditional approaches in
practice.
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