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Abstract

Cyber security experimentswith potentially malicious
software can possiblydamagethe testbedervironment
and“escape’into the Internet. Dueto this securitycon-
cern, networks usedin suchexperimentsare often to-
tally isolatedfrom productionnetworks and the Inter-
net. This choice, however, precludesremoteaccesdo
testbedsusedfor security experiments,thus requiring
costlyduplicationof equipmentmanpaverandexpertise
atsitesthatexperimentwith malicioussoftware.We pro-
posean alternatve approachthatis aimedat providing
a degreeof safetycomparableo that of physicallyiso-
latedtestbedsvhile still permittingremoteconnectvity.
Ourapproacheliesonlogicalisolationof networksused
in differentsecurityexperimentsusing network virtual-
ization at the datalinklayer. We have implementedhis
approachinto a platform (V-NetLab),andthe responses
from testbedusershave beenvery positive.

1 Intr oduction

Teachingandresearclin practicalcybersecurityrequires
experimentatiorwith potentiallydangerousoftware on

contemporannetworks. Experimentatiorwith live mal-

wareis particularly challengingsincethereis a possi-
bility thatmalare may “escape”the con nes of a lab-

oratory and spreadover the Internet. Although plat-

formssuchasthe PlanetLalf3] andEmulab[2] exist to-

dayto supportexperimentatiorwith large-scalenetwork

servicessecurity-relate@xperimentsareeitherdiscour

agedor altogethedisalloved, especiallyif they involve
intentionalmaliciousbehaior.

Evenif malwareis deployed on a tightly controlled
network, andpreventedfrom accessinghe Internetby a
re wall, thereis no guaranteghat maWwarewill not ac-
cess(or escapeanto) the Internet. In particular malware
maydiscoverandexploit vulnerabilitiesin theverysame
network componentshataresupposedo preventit from

accessinghe Internet,suchasVLAN switches routers
and re walls. Alternatively, it mayexploit vulnerabilities
in network monitoring and intrusion detectionapplica-
tions suchas Snort, Wireshark(formerly Ethereal) tcp-
dumpor othernetwork-exposedapplicationghatmaybe
run on the network usedfor securityexperiments. Nu-

merousCVE vulnerabilitieshave beenreportedinvolv-

ing theseapplications'componentsn the pastseveral
years, and hencethe likelihood of nding exploitable
vulnerabilitiesis non-neyligible. When combinedwith

thelarge magnitudeof damagehatcanresultfrom mal-
wareescapingo thelnternet the overallrisk maybeun-
acceptable.Theserisks grow in proportionto the size
of experimentaltestbeds— for instance,an oft-voiced
concernaboutsecurityexperimentsn the context of the
proposedGENI infrastructureis that it shouldnot be-
cometheworld's mostpowerful botnet!

A typical approachfor mitigating the securitycon-
cernsmentionedaboveis to physicallydisconnecexper
imentalnetworks from the Internet,but this requiresre-
searcherdo have physicalaccesgo thesenetworks —
somethingthat is not possiblein the context of most
large-scaldestbeds.To mitigatethis dif culty, DETER
[1] (which is basedon Emulab)can allow remoteac-
cessto hostsusedin security experiments,while miti-
gatingrisks by deploying re walls, network accesson-
trol mechanismand/orIDS/IPS.However, errorsin con-
guring thesemechanismsnay resultin the possibility
that malicious code may escapeinto the Internet. As
aresult, DETER recommend#o remoteaccesdor the
mostdangerousxperiments. But disablingremoteac-
cesdor aparticularexperimentis insufcient, it is possi-
ble thatmaliciouscodeexploit vulnerabilitiesin thesoft-
ware/hardvare component®f the testbednfrastructure
andescapédo otherexperimentghathave remoteaccess.

To providecontrolledinternet-acces®r carryingout
theseexperimentswe proposea new approachthatuses
datalinklayer virtualizationin conjunctionwith virtual-



ization of hostsinvolvedin securityexperiments. It is
implementedy rewriting every network paclet created
within a security experimentin sucha way as to iso-
late thesepaclets from the underlyingnetwork infras-
tructure. As aresult,maliciouspacletscannot‘escape”
outsidethe experimentatiometwork, andthereforehave
no opportunitiego exploit vulnerabilitiesin seners, re-
walls or routerswithin productionervironments. Re-
mote accessanbe provided by creatinga communica-
tion tunnelfrom anexperimentersworkstationto the ex-
perimentatiometwork.

Thekey insightbehindour approachs that network
virtualization can be usedto provide securityin much
the sameway as host virtualization. Justasa VMM
mediatesall accessemadeby a guestOS to hosthard-
ware,our approachrelieson a paclet rewriter deployed
on the host machinethat mediatesall accesseso the
physical network madeby a guestVM. We point out
that while today's security technologiessuch as anti-
virus andapplication re walls canprovide somedefense
againstmalicious code,they are not consideredstrong
enoughto run malware experiments. This is because
maklvare can potentially compromiseits operatingsys-
tem, andsubsequentlglisableor defeatall defensesle-
ployedon this OS. In contrast,sincea VMM is a much
simplerpieceof softwarethatprovidesa muchnarraver
interfaceto a guestOSascomparedo the complexity of
an application-to-OSnterface, it is believed to provide
an adequatdevel of securityfor experimentsinvolving
malware. In the samemanner our packet rewriter is a
small pieceof codewith very simplefunctionality, and
hencecanbe relied uponto ensureisolation of the vir-
tual networksfrom theunderlyingphysicalnetwork.

Ourpacletrewriter encapsulatetheguestVM' s net-
work pacletsin a mannerthatthey will nolongerbein-
terpretedby the underlyingnetwork fabric. In particu-
lar, considera datalinklayer packet p from a hostA to
anotherhostB, whereA andB are part of a security
experiment.In V-NetLab,both A andB will beimple-
mentedas guestson hostmachinesA,, andB}, respec-
tively. The paclet p is interceptedoy a paclet rewriter
(implementedusinga kernelmodule)on hostAy,, which
generates new datalinklayer paclet p° with the source
addressf Ay, destinationaddressBy,, and a protocol
identi er ETH_P_.VNETLAB thatis unusedn the(phys-
ical) testbed The payloadof plis theentirepacketp. On
B, thekernelhandspacletswith the protocolidenti er
of ETH_.P_VNETLAB to our paclet rewriter, which in-
vertsthe above transformatiorand handsp to the guest
B. Dueto thefactthat p°looks like ary otherdatalink
layerpacletfrom Ay, to By, it is highly unlikely to com-
promiseary component®nthe physicaltestbedhatop-
erateat thesedatalinklayer Moreover, sincethe proto-

col identi er of ETH_.P_VNETLAB is unknown to these
componentsthey are unlikely to inspector processts
payload. As a result, component®on the physicalnet-
work arehighly unlikely to be compromisedor affected
in ary way) by network traf ¢ generatedspartof secu-
rity experiments. Additionally, the entire payloadof p°
canbe encryptedn orderto ensurethatits contentsre-
maincon dential, or to ensurethattheresultingpayload
looksessentiallyandom(i.e.,uncorrelatedvith theorig-
inal paclet contents)and hencecannotpredictablybe
usedto exploit vulnerabilitieson thesedevices/services.

A bene t of virtualizationat the datalinklayeris that
it permitsthe useof ary layer3 protocolwithin the se-
curity experimentsjncludingIP, ICMP, ARP, etc. More-
over, since the paclets transmittedby guestOSesre-
mainencapsulatednthephysicalnetwork, it is possible
for differentvirtual networks to useoverlappinglP ad-
dressewithout interferingwith eachother Indeed,the
managemerntf IP addressesnthevirtual network is to-
tally underthe controlof the userof the virtual network;
theseaddresseseednot beallocatedor approredby the
operator®f theunderlyingphysicalnetwork. Weremark
thatour mechanism$or remoteconnectvity operaten-
dependentf suchoverlapsin IP addresspace.

In the restof this paper we rst describethe design
andimplementatiorof our approachn Section2. Sev-
eralissuesaboutourapproactarediscussedh Section3.
Relatedwork is discussedn Section4, followed by the
concludingremarksin Section5.

2 Designand Implementation

2.1 V-NetLab SystemAr chitecture

We use Linux as the host OS to simplify develop-
ment of virtual network control and managemensoft-
ware. The virtual machines(guestOSes)themseles
may run Linux, Windows, or ary other OS supported
by the virtual machinesoftware. Our implementation
usesVMwarefor virtualization,sinceit providesseam-
less supportfor different guestOSes,strongisolation,
andreasonablygoodperformance.

We have implementedV-NetLab framewvork on a
hardwareplatformconsistingof dual-processaworksta-
tions connectedogetherby a switchedgigabit network.
Also includedin the platform is an NFS sener with a
largeenoughdiskto accommodatenary virtual machine
images.Sinceour platformis relatively small (currently
about10 workstations)our network infrastructurecon-
sists of a gigabit Ethernetswitch. With this physical
infrastructure we have beenable to supportaround50
experiments,eachconsistingof up to ten hosts. These
experimentswere carriedout by studentsn the context
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Figurel: V-NetLabSystemArchitecture

of network and systemsecuritycoursesandinvolveda
variety of tasksincluding network mappingandsnif ng,
network intrusiondetection experimentswyith malicious
code exploit developmentetc. *

We notethat scalingto a larger testbedis primarily
aresourcananagemerandmappingproblemii.e., it re-
quiresthe developmentof algorithmsandtechniquedo
maplogical networks ontothe physicalhosts. Develop-
ment and implementationof thesetechniqueds ongo-
ing effort. At presentwe assumehatthis mappinghas
beengeneratec&indgivento the V-NetLabruntime sys-
tem, which is responsibldor managingthe physicalin-
frastructureandinteractingwith remoteusers.This run-
time systemprovidesmanagementommandghat may
beusedby V-NetLabusergo createvirtual networksand
instantiatehem,querytheir statusetc. Thecomponents
of V-NetLabruntimesystemareshavn in Figurel.

VNetMgris theuserinterfaceprogramfor userso reg-
ister, deregister, start, query and shutdavn their net-
works.

GrpAdminis the userinterface programfor admin-
istrators. This interface allows the administratorto
add/deleteusers,register/dergister networks for the
usersunderhis domain,create/deleteeamsandquery
the usagestatisticsof hardwareresourcegor the run-
ning networks, etc.

HostMgris a daemorwhich runson eachof the phys-
ical nodeswhich hostvirtual machinedor V-NetLah
The HostMgr on a hostis responsibleor startingup
andshuttingdown virtual machineghatresideon that
host, as well as con guring the virtual networking
componentgi.e., pacletrewriters)on thathost.

GrpMgr is a centraldaemonwhich listensto the user

1Detailsof somesecurityprojectsaredescribedn [5].

interfaceprogramsprocessetheirrequestandrelays
themto HostMgr. Its core componentResouceMgr
maintainsinformation aboutall the virtual networks
which are currently running, currentresourceusage,
residualcomputingresourcesvailable, etc. It is also
responsibleor instantiatingnew virtual networks by
mappingtheir componentghosts hubs,andswitches)
onto available resources. It interactswith the Host-
Mgrs to startup the virtual machinesthat have been
mappedo thathost.

Kernel Padket Rewriter is a packet handlerthatencap-
sulatesoutgoingpacletsfrom virtual machinesandin-
vertsthis procesdor incomingpaclets. Thefollowing
sectionexpandson the function and operationof the
rewriter and otherV-NetLabcomponentgor network
virtualization.

2.2 Datalink Layer Network Virtualization

VMware virtual network interfaces support host-only
mode,bridgedmodeandNAT mode.The bridgedmode
automaticallyextendsthe virtual machinenetwork inter-

faceontothe LAN of physicalmachinewhile NAT pro-
videslimited connectvity to theunderlyingphysicalnet-
work. Thus,boththesechoicesareinconsistentvith our
isolationgoal. Henceour approachs basedon the host-
only mode which providesconnectvity with thehostOS
but nothingelse. Thevirtual Ethernetadapteiinsidethe
guestOS s associatedvith a virtual network interface
vmnetX onthehostOS,whereX is anumber Notethat
multiple guestscan sharethe samehostvmnet device.

In thatcasethevmnet device actslike anetwork huh

A virtual network typically consistsof a numberof
virtual machinedlistributedover a setof physicalhosts.
Virtual machinesbelongingto the samesubnetmay be
distributedover multiple physicalhostsin thetestbedIn
that case our packet handleris responsibldor transpar
enttransmissiorof paclketsamongvirtual machinesvia
physicalhosts. In orderto achieve this, the paclet han-
dlersmaintainthe mappingbetweerthe virtual network
topology (alsocalledlogical topolagy) andthe physical
topology We usetwo datastructuresto maintainthe
mappinginformation. Given a logical topology, logical
interfacesthat aredirectly connectedogetherby oneor
more hubsform a sibling closue (SC). A logical host
interfacein an SC shouldbe able to listen to network
traf ¢ originatingat (or destinedo) ary of the otherlog-
ical hostinterfacedn thesameSC.The SCsmaythenbe
connectedogetherusing (logical) switches. Therefore,
thelogical topologyprovidedby the usercanbedivided
into multiple SCs.

Anotherimportantdatastructureis Participation Ta-
ble or PT, which lists the setof vmnetinterfaceshatbe-
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longto anSC.Thisis generateduringthestart-upphase
of the virtual network. By de nition, eachvmnetinter-
facein anSCis ableto listento corversationsnvolving
ary othervmnetinterfaceof thatSC.Thepacletrewriter
isresponsibldor ensuringhisby relayingpacletsacross
thevmnetinterfacesof differenthoststhatarepartof the
sameSC. Figure 2 illustratestheseconcepts.To reduce
clutter, only a singlevmnetinterfaceis showvn for each
host,but in reality, eachphysicalhostcansupportabout
100vmnetinterfaces.In this gure, vm2,vm3andvm4
aresupposedo be on the samelogical huh Sincevm?2
andvm3 have beenmappedto the samephysicalhost,
they cansharea singlevmnetinterface,calledvmnetlin
the gure. vm4 needsaseparatemnetinterfaceon Host
2, calledvmnet3.Theinterfacesrmnetlandvmnet3are
participantdn an SC. Thus,our paclet rewriter will en-
surethatary pacletfrom ary of thehostsvm2,vm3and
vm4 would berelayedon bothvmnetlandvmnet3.Vir-
tual network pacletsobsenedby thepacletrewriter that
do not originatefrom the participantsin the SCwill be
droppedby the rewriter to ensureisolation. An excep-
tion to thisrule is madefor paclketsoriginatingonthere-
spectve physicalhost. For instanceHost1 cantransmit
pacletsto vm2 or vm3— thepacletrewriter will handle
themappropriately This ability playsanimportantrole
in providing externaltunnelsinto virtual networks.

Virtual network packetsthatneedto beforwardedon
aremotevmnetinterfacehaveto betransmittecbn phys-
ical wire throughhostphysicalinterface(e.g.,eth0 ). To
transparentlyransmitpaclketsgeneratedby avirtual ma-
chineon to the physicalwire, we needa mechanismo
grabevery pacletarriving atthevmnetinterfaceandfor-
wardit onto the physicalhost's network interface(ethO)
asspeci edin PT. Moreover, thepacletneedgo becap-
turedat ethOinterfaceof the receving physicalhostand
thenforwardedto participatingvmnetinterfaceson that
physicalhost. Theseareensureddy our paclet rewriter,
which is implementedas an extra layer of paclet han-
dler (usingdev_add padin Linux) to interceptall Ether
netpaclets,andthenencapsulatéhe paclet usinga spe-
cial datalink layer protocol ETH.P_VNETLABwith the
source/destinatioMAC addresseasthe MAC address
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of the sendinghostnetwork interfaceandreceving host
interface€. Onthereceving host,thepackethandlersim-
ply removesthe encapsulatetheaderand forwardsthe
paclet to correspondingZzmnetinterfacesaccordingto
thePT.

2.3 Controlled RemoteAccesso Virtual Networks

V-NetLaballows tunnelsto becreatedrom externalnet-
worksto ahoston avirtual network. Althoughsuchtun-
nelscanbe createdfor arny purpose our currentimple-
mentationtargetsthe most commoncase,namely that
of creatinga tunnelfrom a virtual network users work-
station(which would typically be outsideof the physical
testbednfrastructure)o ary of the virtual machineson
the virtual networks belongingto thatuser If multiple
userssharea virtual network, theneachof themcanin-
dependentlyandsimultaneouslyjnake useof this capa-
bility.

Note that, in orderto access/-NetLab,a useris re-
quiredto rst establishan SSH sessionwith a gatevay
machineto thetestbed Henceour approachrelieson us-
ing this connectiorto tunnelnetwork pacletsto thetar
getvirtual network. A naturalwayto dothisis to usethe
tunnelingcapability provided by ssh,which allows data
targetedataspeci ed TCPportonthesshclientmachine
to be forwardedso asto reacha destinationport on the
sener machineandvice-versa. Using this capability a
tunnelis createdrom portA ontheusersworkstationto
portB onthegatevay. Next, anotherSSHtunnelis cre-
atedfrom portB onthegatavayto portC onthephysical
hostthathoststhetargetvirtual machine.Finally, Linux

2Theencapsulatiooperatiorwill increasghelengthof theoriginal
paclet, and so thereis a possibility that the resulting paclet will be
droppedby switchesor hostson the physicalnetwork dueto MTU
size limitations. If this happensthe paclet rewriter hasto provide a
fragmentatiorandreassemblyunctionaswell. We did not encounter
MTU size problemson our implementatiorplatform and hencehave
notimplementedhis fragmentation/reassembiynction.



iptables  is usedto forwardpacletsfrom portC to port
22 (i.e.,the SSHport) of thetargetvirtual machine.Fig-

ure 3 illustratesthis process. Our managemeninfras-
tructureautomaticallypicks suitablevaluesfor portsA,

B, andC, andsetsup thetunnels.It alsoaddsadditional
iptablesrules on the gatavay to ensurethat a usercan
only sendpacletsto the portscorrespondindo the tun-
nels createdby her This ensureghat one usercannot
(accidentallyor intentionally)obtainnetwork connectv-

ity with thevirtual networksbelongingto otherusers.

3 Discussion

3.1 Security Analysis

Virtual networksrealizedusingour approactareisolated
from eachother andfrom physicalnetwork infrastruc-
ture. A mechanisnfor controlledexternal connectvity

into this network is provided, but this mechanisntannot
be usedby a maliciousvirtual machineto senddatato

arbitraryexternalhosts;instead datamaybe sentonly to

asinglehostandportnumberto which atunnelhasbeen
explicitly setup.

Anotherway to think aboutour network virtualiza-
tion approachs thatit enforcesa strongform of “default
deny” policy: network pacletsbelongingto avirtual net-
work cannotbeseerby ary host(virtual or physical)un-
lessexplicitly permittedthroughthe deliberateprocess
of network virtualizationandtunnelcreation.

We pointoutthatsecuritybasednisolationprovided
by virtual machinesoftware can becomewealenedif
mablvare runninginside the virtual machinecan exploit
vulnerabilitiesin virtual machinesoftware (e.g., hyper
visors)soasto attackthehostervironment.As faraswe
know, suchattackshave not becomea real-world threat.
Moreover, sincevirtual machinesoftwareis simplerand
providesa narroverinterfaceto aguestOSascompared
to theapplication-to-OSnterface|t is believedto befea-
sibleto harderthislayer.

Another target for malware attacksis the paclet
rewriter, which hasto operateon paclkets that may be
createdby malare. However, dueto the smallsizeand
conceptuasimplicity of this module,we believe thatthe
likelihood of nding exploitable vulnerabilitiesin this
moduleis rathersmall.

As a testbedfor security experiments, V-NetLab
mightbecomeanattractve targetfor attacks.We rely on
bestsecuritypracticego mitigatethis threat,suchasthe
installationof a minimal setof applicationsandservices
onthegatavay machine providing only arestrictedshell
for userghatpermitsthemto invoke only the commands
relevantfor managingheir virtual networks, etc.

In orderto enhanceusability, V-NetLab providesa

controlledremoteaccesgunctionality, which canpoten-
tially beusedto transportmaliciouscodeor dataoutside
of the virtual networks, or perhapsto carry out an at-
tack on external hosts. Our mechanismsre designed
sothatthis is possibleonly with active involvementby
theuserof avirtual network. They have to explicitly set
up thesetunnels;andeventhen,connectvity is provided
only to their desktops.If maliciouscode/dataneedsto
reachelsavhere, the user needsto propagatethe data
further from his workstation,which requiresadditional
deliberateactionson his behalf. In otherwords, if the
userof avirtual network is malicious,thensuchout ow
of maliciousdata/codecaneasilyoccur Otherwisewe
believe that the risk is very small. For self-spreading
worms, they would needpropagationchannelssuchas
email, IRC andinstantmessaging.The controlledtun-
nel createdn V-NetLabis speci c to a particularappli-
cation, e.g.,ssh. And only the sshclient on the users
desktops exposedo thevirtual network. Thereforethe
likelihoodof beingusedasanautomatiovormspreading
methodis greatlyminimized.

3.2 Limitations

Currently V-NetLabdoesnot yet provide advancedre-
sourcemanagementapabilities,e.g., resenations. It
alsodoesnot automatehe mappingof largevirtual net-
works onto multiple physicalhosts,insteadrelying on
con guration les associatedvith a virtual network to
provide mostof thesedetails. Our ongoingwork is con-
cernedwith on-the- y decompositiorof thesenetworks
basedn availableresourcesndinstantiatingthem.

Our V-NetLabis currently LAN-centric. This does
not meanthatit cannotsupportcomplex topologies but
it certainlymeansthat our focus hasbeenon relatively
smallnetworks. In fact,it cansupportnetworksthatin-
volve multiple hopsbetweersendersindreceversby as-
signingdedicatedirtual machinesasvirtual routers.

4 RelatedWork

Although approachesuchas|[7, 10, 6] have simpli ed
the setupof individual hostsfor security experiments,
creationof entire networks is still cumbersome.Plan-
etlab[3] is a distributedlaboratorythat providescorve-
nient managementools to control a large collection of
hoststhat run identical software. Emulab[2] is another
similar approachthat provides suchfacilities. Emulab
supportslight-weight virtualization, basedon FreeBSD
Jails. But both approacheslo not provide supportfor
runningsecurityexperimentswheredamagecanescape
to thelnternet.Anotherdrawvbackis thatthey do notpro-
vide the degreeof e xibility neededfor our approach,
where computersrunning different OSesmay needto



be hostedon the samephysicalmachine.An alternatie
modesupportedn Emulabis onewherephysicalnodes
on the testbedcanbe dedicatedo run a customOSim-
age. This approachprovidesthe desireddegreeof e xi-
bility to supportsecurityexperimentshut doesnotallow
sharingof underlyinghardwareacrosamultiple OSes.

DETER [1] is a project which aims at building a
testbedfor securityresearchbasedon Emulab In ad-
dition to isolating differentexperimentsusing VLANS,
re wall andintrusion detectionsystemare deployed to
preventpotentiallymaliciousexperimentdrom affecting
thelnternet.However, asmentionedearlier, thereexistsa
possibilitythatmalwaremaybeableto subvertthesede-
fensesby exploiting vulnerabilitiesin network-exposed
hardware and software. In contrast,we believe that V-
NetLabprovidesstrongeiisolationguaranteesyhile still
providing safeexternalconnectvity.

VNET [8] andVIOLIN [4] have somesimilarity with
our work in termsof the supportfor virtual networks.
VNET is concernedvith distributedcomputingapplica-
tions, and their virtual networks spana wide-areanet-
work. Their approachis basedon tunneling Ethernet
pacletsover TCP/IR VIOLIN usesan application-leel
virtual network architecturdouilt ontop of anoverlayin-
frastructuresuchasPlanetlab They useUDP tunneling
in the Internetdomainto emulatethe physicallayerin
theVIOLIN domain.

Unlike VNET and VIOLIN, our approachachieses
network virtualization at the datalink layer  This pro-
vides better performanceasit eliminatesthe needfor
higherlayersof the protocolfrom having to processhe
samepaclet twice. Moreover, our approachsupports
multiple virtual networksto sharethe samesetof IP ad-
dressesthusmake the managementaskeasier On the
otherhand,our approachcurrentlydoesnot supportex-
perimentghatspanacrosghe Internet.

Wroclawski et al [9] proposea collaboratve spec-
i cation of constraintsfrom both experimentersand
testbedoperatorsn orderto achieve the balanceof both
security and usability Our approachdoes not make
ary assumptiorthatexperimenterprovide constrainte-
quirementof their experiments,and can provide satis-
factory security and usability even in face of malware
experimentation. On the other hand, our approachcan
potentiallyachieve betterusability (e.g.,controlledtun-
nelcreationcanbemadelessconstrained.vith accurate
constraininformationfrom the experimenters.

Krishnaet al [5] presentedur earlierversionof V-
NetLab with the focus on usingit to supportsecurity
courseprojectsin a classsetting. This paperfocuseson
ourapproacHor realizinglogically isolatednetworksfor
supportingsecurityexperiments.

5 Conclusion

In this paper we presentedur approachfor realizing
virtual networks for securityexperiments.The datalink
layer virtualization approachprovides strong isolation
for virtual networks, while providing the e xibility for
establishingconnectvity to externalnetworksin a con-
trolled way.

Weimplementedhis approactinto V-NetLabframe-
work andhave sofarusedit in severalsecuritycoursesn
ourdepartmento providehands-omprojectsfor students.
Studentesponsdo datehasbeenvery positive.
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