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Abstract

Cyber security experimentswith potentially malicious
software can possiblydamagethe testbedenvironment
and“escape”into theInternet.Dueto this securitycon-
cern, networks usedin suchexperimentsare often to-
tally isolatedfrom productionnetworks and the Inter-
net. This choice,however, precludesremoteaccessto
testbedsusedfor security experiments,thus requiring
costlyduplicationof equipment,manpowerandexpertise
atsitesthatexperimentwith malicioussoftware.Wepro-
posean alternative approachthat is aimedat providing
a degreeof safetycomparableto that of physicallyiso-
latedtestbedswhile still permittingremoteconnectivity.
Ourapproachreliesonlogical isolationof networksused
in differentsecurityexperimentsusingnetwork virtual-
ization at thedatalinklayer. We have implementedthis
approachinto a platform(V-NetLab),andtheresponses
from testbedusershavebeenverypositive.

1 Intr oduction

Teachingandresearchin practicalcybersecurityrequires
experimentationwith potentiallydangeroussoftwareon
contemporarynetworks. Experimentationwith live mal-
ware is particularly challengingsincethere is a possi-
bility that malwaremay “escape”the con�nes of a lab-
oratory and spreadover the Internet. Although plat-
formssuchasthePlanetLab[3] andEmulab[2] exist to-
dayto supportexperimentationwith large-scalenetwork
services,security-relatedexperimentsareeitherdiscour-
agedor altogetherdisallowed,especiallyif they involve
intentionalmaliciousbehavior.

Even if malwareis deployed on a tightly controlled
network, andpreventedfrom accessingtheInternetby a
�re wall, thereis no guaranteethat malwarewill not ac-
cess(or escapeinto) theInternet.In particular, malware
maydiscoverandexploit vulnerabilitiesin theverysame
network componentsthataresupposedto preventit from

accessingthe Internet,suchasVLAN switches,routers
and�re walls. Alternatively, it mayexploit vulnerabilities
in network monitoringand intrusion detectionapplica-
tionssuchasSnort,Wireshark(formerly Ethereal),tcp-
dumpor othernetwork-exposedapplicationsthatmaybe
run on the network usedfor securityexperiments.Nu-
merousCVE vulnerabilitieshave beenreportedinvolv-
ing theseapplications'componentsin the pastseveral
years,and hencethe likelihood of �nding exploitable
vulnerabilitiesis non-negligible. Whencombinedwith
thelargemagnitudeof damagethatcanresultfrom mal-
wareescapingto theInternet,theoverall risk maybeun-
acceptable.Theserisks grow in proportionto the size
of experimentaltestbeds— for instance,an oft-voiced
concernaboutsecurityexperimentsin thecontext of the
proposedGENI infrastructureis that it shouldnot be-
cometheworld'smostpowerful botnet!

A typical approachfor mitigating the securitycon-
cernsmentionedaboveis to physicallydisconnectexper-
imentalnetworks from the Internet,but this requiresre-
searchersto have physicalaccessto thesenetworks —
somethingthat is not possiblein the context of most
large-scaletestbeds.To mitigatethis dif�culty , DETER
[1] (which is basedon Emulab)can allow remoteac-
cessto hostsusedin securityexperiments,while miti-
gatingrisksby deploying �re walls, network accesscon-
trol mechanismsand/orIDS/IPS.However, errorsin con-
�guring thesemechanismsmay result in the possibility
that maliciouscodemay escapeinto the Internet. As
a result,DETER recommendsno remoteaccessfor the
mostdangerousexperiments.But disablingremoteac-
cessfor aparticularexperimentis insuf�cient, it is possi-
ble thatmaliciouscodeexploit vulnerabilitiesin thesoft-
ware/hardwarecomponentsof the testbedinfrastructure
andescapeto otherexperimentsthathaveremoteaccess.

To providecontrolledInternet-accessfor carryingout
theseexperiments,we proposea new approachthatuses
datalinklayervirtualizationin conjunctionwith virtual-



ization of hostsinvolved in securityexperiments. It is
implementedby rewriting every network packet created
within a securityexperimentin sucha way as to iso-
late thesepackets from the underlyingnetwork infras-
tructure.As a result,maliciouspacketscannot“escape”
outsidetheexperimentationnetwork, andthereforehave
noopportunitiesto exploit vulnerabilitiesin servers,�re-
walls or routerswithin productionenvironments. Re-
moteaccesscanbe providedby creatinga communica-
tion tunnelfrom anexperimenter'sworkstationto theex-
perimentationnetwork.

Thekey insightbehindour approachis thatnetwork
virtualization can be usedto provide securityin much
the sameway as host virtualization. Just as a VMM
mediatesall accessesmadeby a guestOS to hosthard-
ware,our approachrelieson a packet rewriter deployed
on the host machinethat mediatesall accessesto the
physicalnetwork madeby a guestVM. We point out
that while today's security technologiessuch as anti-
virusandapplication�re wallscanprovidesomedefense
againstmaliciouscode,they are not consideredstrong
enoughto run malware experiments. This is because
malware can potentially compromiseits operatingsys-
tem,andsubsequentlydisableor defeatall defensesde-
ployedon this OS.In contrast,sincea VMM is a much
simplerpieceof softwarethatprovidesa muchnarrower
interfaceto aguestOSascomparedto thecomplexity of
an application-to-OSinterface,it is believed to provide
an adequatelevel of securityfor experimentsinvolving
malware. In the samemanner, our packet rewriter is a
small pieceof codewith very simplefunctionality, and
hencecanbe relied uponto ensureisolationof the vir-
tualnetworksfrom theunderlyingphysicalnetwork.

Ourpacketrewriter encapsulatestheguestVM' snet-
work packetsin a mannerthat they will no longerbein-
terpretedby the underlyingnetwork fabric. In particu-
lar, considera datalink layer packet p from a hostA to
anotherhost B , whereA and B are part of a security
experiment. In V-NetLab,bothA andB will be imple-
mentedasguestson hostmachinesAh andBh respec-
tively. The packet p is interceptedby a packet rewriter
(implementedusingakernelmodule)onhostAh , which
generatesa new datalinklayerpacket p0 with thesource
addressof Ah , destinationaddressBh , and a protocol
identi�er ETH P VNETLAB thatis unusedin the(phys-
ical) testbed.Thepayloadof p0 is theentirepacketp. On
Bh , thekernelhandspacketswith theprotocolidenti�er
of ETH P VNETLAB to our packet rewriter, which in-
vertstheabove transformationandhandsp to the guest
B . Due to the fact that p0 looks like any otherdatalink
layerpacket from Ah to Bh , it is highly unlikely to com-
promiseany componentson thephysicaltestbedthatop-
erateat thesedatalinklayer. Moreover, sincetheproto-

col identi�er of ETH P VNETLAB is unknown to these
components,they areunlikely to inspector processits
payload. As a result, componentson the physicalnet-
work arehighly unlikely to becompromised(or affected
in any way) by network traf�c generatedaspartof secu-
rity experiments.Additionally, the entirepayloadof p0

canbe encryptedin orderto ensurethat its contentsre-
maincon�dential,or to ensurethattheresultingpayload
looksessentiallyrandom(i.e.,uncorrelatedwith theorig-
inal packet contents)and hencecannotpredictablybe
usedto exploit vulnerabilitieson thesedevices/services.

A bene�t of virtualizationat thedatalinklayeris that
it permitstheuseof any layer-3 protocolwithin these-
curity experiments,includingIP, ICMP, ARP, etc.More-
over, since the packets transmittedby guestOSesre-
mainencapsulatedonthephysicalnetwork, it is possible
for differentvirtual networks to useoverlappingIP ad-
dresseswithout interferingwith eachother. Indeed,the
managementof IP addressesonthevirtual network is to-
tally underthecontrolof theuserof thevirtual network;
theseaddressesneednotbeallocatedor approvedby the
operatorsof theunderlyingphysicalnetwork. Weremark
thatour mechanismsfor remoteconnectivity operatein-
dependentof suchoverlapsin IP addressspace.

In the restof this paper, we �rst describethedesign
andimplementationof our approachin Section2. Sev-
eralissuesaboutourapproacharediscussedin Section3.
Relatedwork is discussedin Section4, followedby the
concludingremarksin Section5.

2 Designand Implementation

2.1 V-NetLab SystemAr chitecture

We use Linux as the host OS to simplify develop-
ment of virtual network control and managementsoft-
ware. The virtual machines(guestOSes)themselves
may run Linux, Windows, or any other OS supported
by the virtual machinesoftware. Our implementation
usesVMwarefor virtualization,sinceit providesseam-
lesssupportfor different guestOSes,strongisolation,
andreasonablygoodperformance.

We have implementedV-NetLab framework on a
hardwareplatformconsistingof dual-processorworksta-
tionsconnectedtogetherby a switchedgigabitnetwork.
Also includedin the platform is an NFS server with a
largeenoughdiskto accommodatemany virtual machine
images.Sinceour platformis relatively small (currently
about10 workstations),our network infrastructurecon-
sists of a gigabit Ethernetswitch. With this physical
infrastructure,we have beenable to supportaround50
experiments,eachconsistingof up to ten hosts. These
experimentswerecarriedout by studentsin the context



Figure1: V-NetLabSystemArchitecture

of network andsystemsecuritycourses,andinvolveda
varietyof tasksincludingnetwork mappingandsnif�ng,
network intrusiondetection,experimentswith malicious
code,exploit development,etc. 1

We notethat scalingto a larger testbedis primarily
a resourcemanagementandmappingproblem,i.e., it re-
quiresthedevelopmentof algorithmsandtechniquesto
maplogical networksontothephysicalhosts.Develop-
ment and implementationof thesetechniquesis ongo-
ing effort. At present,we assumethat this mappinghas
beengeneratedandgiven to the V-NetLabruntimesys-
tem,which is responsiblefor managingthephysicalin-
frastructureandinteractingwith remoteusers.This run-
time systemprovidesmanagementcommandsthat may
beusedby V-NetLabusersto createvirtual networksand
instantiatethem,querytheir status,etc.Thecomponents
of V-NetLabruntimesystemareshown in Figure1.

� VNetMgris theuserinterfaceprogramfor usersto reg-
ister, deregister, start,query, andshutdown their net-
works.

� GrpAdmin is the user interface programfor admin-
istrators. This interface allows the administratorto
add/deleteusers,register/deregister networks for the
usersunderhisdomain,create/deleteteams,andquery
theusagestatisticsof hardwareresourcesfor the run-
ning networks,etc.

� HostMgris a daemonwhich runson eachof thephys-
ical nodeswhich hostvirtual machinesfor V-NetLab.
The HostMgr on a host is responsiblefor startingup
andshuttingdown virtual machinesthatresideon that
host, as well as con�guring the virtual networking
components(i.e.,packet rewriters)on thathost.

� GrpMgr is a centraldaemonwhich listensto theuser

1Detailsof somesecurityprojectsaredescribedin [5].

interfaceprograms,processestheir requestsandrelays
them to HostMgr. Its core componentResourceMgr
maintainsinformation aboutall the virtual networks
which are currently running, current resourceusage,
residualcomputingresourcesavailable,etc. It is also
responsiblefor instantiatingnew virtual networks by
mappingtheir components(hosts,hubs,andswitches)
onto available resources. It interactswith the Host-
Mgrs to start up the virtual machinesthat have been
mappedto thathost.

� KernelPacket Rewriter is a packet handlerthatencap-
sulatesoutgoingpacketsfromvirtualmachines,andin-
vertsthis processfor incomingpackets.Thefollowing
sectionexpandson the function andoperationof the
rewriter andotherV-NetLabcomponentsfor network
virtualization.

2.2 Datalink Layer Network Virtualization

VMware virtual network interfacessupport host-only
mode,bridgedmodeandNAT mode.Thebridgedmode
automaticallyextendsthevirtual machinenetwork inter-
faceontotheLAN of physicalmachine,while NAT pro-
videslimited connectivity to theunderlyingphysicalnet-
work. Thus,boththesechoicesareinconsistentwith our
isolationgoal. Henceour approachis basedon thehost-
onlymode,whichprovidesconnectivity with thehostOS
but nothingelse.Thevirtual Ethernetadapterinsidethe
guestOS is associatedwith a virtual network interface
vmnetX on thehostOS,whereX is a number. Notethat
multiple guestscansharethe samehostvmnet device.
In thatcase,thevmnet deviceactslikea network hub.

A virtual network typically consistsof a numberof
virtual machinesdistributedover a setof physicalhosts.
Virtual machinesbelongingto the samesubnetmay be
distributedovermultiplephysicalhostsin thetestbed.In
thatcase,our packet handleris responsiblefor transpar-
ent transmissionof packetsamongvirtual machinesvia
physicalhosts. In orderto achieve this, thepacket han-
dlersmaintainthemappingbetweenthevirtual network
topology(alsocalledlogical topology) andthephysical
topology. We usetwo datastructuresto maintain the
mappinginformation. Givena logical topology, logical
interfacesthataredirectly connectedtogetherby oneor
more hubsform a sibling closure (SC). A logical host
interfacein an SC shouldbe able to listen to network
traf�c originatingat (or destinedto) any of theotherlog-
ical hostinterfacesin thesameSC.TheSCsmaythenbe
connectedtogetherusing(logical) switches.Therefore,
thelogical topologyprovidedby theusercanbedivided
into multipleSCs.

Anotherimportantdatastructureis Participation Ta-
bleor PT, which lists thesetof vmnetinterfacesthatbe-



Figure2: Virtualizationat DatalinkLayer

longto anSC.Thisis generatedduringthestart-upphase
of thevirtual network. By de�nition, eachvmnetinter-
facein anSCis ableto listento conversationsinvolving
any othervmnetinterfaceof thatSC.Thepacketrewriter
is responsiblefor ensuringthisby relayingpacketsacross
thevmnetinterfacesof differenthoststhatarepartof the
sameSC.Figure2 illustratestheseconcepts.To reduce
clutter, only a singlevmnet interfaceis shown for each
host,but in reality, eachphysicalhostcansupportabout
100vmnetinterfaces.In this �gure, vm2, vm3 andvm4
aresupposedto beon thesamelogical hub. Sincevm2
andvm3 have beenmappedto the samephysicalhost,
they canshareasinglevmnetinterface,calledvmnet1in
the�gure. vm4needsaseparatevmnetinterfaceonHost
2, calledvmnet3.Theinterfacesvmnet1andvmnet3are
participantsin anSC.Thus,our packet rewriter will en-
surethatany packet from any of thehostsvm2,vm3and
vm4 would berelayedonbothvmnet1andvmnet3.Vir-
tualnetwork packetsobservedby thepacketrewriter that
do not originatefrom the participantsin the SC will be
droppedby the rewriter to ensureisolation. An excep-
tion to this rule is madefor packetsoriginatingonthere-
spectivephysicalhost.For instance,Host1 cantransmit
packetsto vm2or vm3— thepacketrewriter will handle
themappropriately. This ability playsan importantrole
in providing externaltunnelsinto virtual networks.

Virtual network packetsthatneedto beforwardedon
aremotevmnetinterfacehaveto betransmittedonphys-
ical wire throughhostphysicalinterface(e.g.,eth0 ). To
transparentlytransmitpacketsgeneratedby avirtual ma-
chineon to the physicalwire, we needa mechanismto
grabeverypacketarriving at thevmnetinterfaceandfor-
wardit on to thephysicalhost'snetwork interface(eth0)
asspeci�edin PT. Moreover, thepacketneedsto becap-
turedat eth0interfaceof thereceiving physicalhostand
thenforwardedto participatingvmnetinterfaceson that
physicalhost. Theseareensuredby our packet rewriter,
which is implementedasan extra layer of packet han-
dler (usingdev add pack in Linux) to interceptall Ether-
netpackets,andthenencapsulatethepacketusingaspe-
cial datalink layerprotocolETH P VNETLABwith the
source/destinationMAC addressesasthe MAC address

Figure3: EnablingRemoteSSHAccess

of thesendinghostnetwork interfaceandreceiving host
interface2. Onthereceiving host,thepackethandlersim-
ply removes the encapsulatedheaderand forwardsthe
packet to correspondingvmnet interfacesaccordingto
thePT.

2.3 Controlled RemoteAccessto Virtual Networks

V-NetLaballowstunnelsto becreatedfrom externalnet-
worksto ahostonavirtual network. Althoughsuchtun-
nelscanbe createdfor any purpose,our currentimple-
mentationtargetsthe most commoncase,namely, that
of creatinga tunnelfrom a virtual network user's work-
station(whichwould typically beoutsideof thephysical
testbedinfrastructure)to any of thevirtual machineson
the virtual networks belongingto that user. If multiple
userssharea virtual network, theneachof themcanin-
dependently(andsimultaneously)makeuseof thiscapa-
bility.

Note that, in orderto accessV-NetLab,a useris re-
quiredto �rst establishan SSHsessionwith a gateway
machineto thetestbed.Henceourapproachreliesonus-
ing this connectionto tunnelnetwork packetsto thetar-
getvirtual network. A naturalway to dothis is to usethe
tunnelingcapabilityprovidedby ssh,which allows data
targetedataspeci�edTCPportonthesshclientmachine
to be forwardedso asto reacha destinationport on the
server machineandvice-versa. Using this capability, a
tunnelis createdfrom portA ontheuser'sworkstationto
port B on thegateway. Next, anotherSSHtunnelis cre-
atedfrom portB onthegatewaytoportC onthephysical
hostthathoststhetargetvirtual machine.Finally, Linux

2Theencapsulationoperationwill increasethelengthof theoriginal
packet, andso thereis a possibility that the resultingpacket will be
droppedby switchesor hostson the physicalnetwork due to MTU
size limitations. If this happens,the packet rewriter hasto provide a
fragmentationandreassemblyfunctionaswell. We did not encounter
MTU sizeproblemson our implementationplatform andhencehave
not implementedthis fragmentation/reassemblyfunction.



iptables is usedto forwardpacketsfrom portC to port
22 (i.e., theSSHport)of thetargetvirtual machine.Fig-
ure 3 illustratesthis process. Our managementinfras-
tructureautomaticallypicks suitablevaluesfor portsA,
B , andC, andsetsup thetunnels.It alsoaddsadditional
iptablesrules on the gateway to ensurethat a usercan
only sendpacketsto theportscorrespondingto the tun-
nels createdby her. This ensuresthat oneusercannot
(accidentallyor intentionally)obtainnetwork connectiv-
ity with thevirtual networksbelongingto otherusers.

3 Discussion

3.1 Security Analysis

Virtual networksrealizedusingourapproachareisolated
from eachother, andfrom physicalnetwork infrastruc-
ture. A mechanismfor controlledexternalconnectivity
into thisnetwork is provided,but thismechanismcannot
be usedby a maliciousvirtual machineto senddatato
arbitraryexternalhosts;instead,datamaybesentonly to
asinglehostandportnumberto whichatunnelhasbeen
explicitly setup.

Anotherway to think aboutour network virtualiza-
tion approachis thatit enforcesastrongform of “default
deny” policy: network packetsbelongingto avirtual net-
work cannotbeseenby any host(virtual or physical)un-
lessexplicitly permittedthroughthe deliberateprocess
of network virtualizationandtunnelcreation.

Wepointoutthatsecuritybasedonisolationprovided
by virtual machinesoftware can becomeweakenedif
malwarerunninginsidethe virtual machinecanexploit
vulnerabilitiesin virtual machinesoftware(e.g.,hyper-
visors)soasto attackthehostenvironment.As faraswe
know, suchattackshave not becomea real-world threat.
Moreover, sincevirtual machinesoftwareis simplerand
providesa narrower interfaceto a guestOSascompared
to theapplication-to-OSinterface,it is believedto befea-
sibleto hardenthis layer.

Another target for malware attacks is the packet
rewriter, which has to operateon packets that may be
createdby malware.However, dueto thesmallsizeand
conceptualsimplicity of thismodule,webelievethatthe
likelihood of �nding exploitable vulnerabilitiesin this
moduleis rathersmall.

As a testbedfor security experiments,V-NetLab
mightbecomeanattractive targetfor attacks.Werely on
bestsecuritypracticesto mitigatethis threat,suchasthe
installationof a minimal setof applicationsandservices
onthegatewaymachine,providingonly arestrictedshell
for usersthatpermitsthemto invokeonly thecommands
relevantfor managingtheir virtual networks,etc.

In order to enhanceusability, V-NetLab providesa

controlledremoteaccessfunctionality, whichcanpoten-
tially beusedto transportmaliciouscodeor dataoutside
of the virtual networks, or perhapsto carry out an at-
tack on external hosts. Our mechanismsare designed
so that this is possibleonly with active involvementby
theuserof a virtual network. They have to explicitly set
up thesetunnels;andeventhen,connectivity is provided
only to their desktops.If maliciouscode/dataneedsto
reachelsewhere, the userneedsto propagatethe data
further from his workstation,which requiresadditional
deliberateactionson his behalf. In otherwords, if the
userof a virtual network is malicious,thensuchout�ow
of maliciousdata/codecaneasilyoccur. Otherwise,we
believe that the risk is very small. For self-spreading
worms, they would needpropagationchannelssuchas
email, IRC andinstantmessaging.The controlledtun-
nel createdin V-NetLabis speci�c to a particularappli-
cation,e.g., ssh. And only the sshclient on the user's
desktopis exposedto thevirtual network. Therefore,the
likelihoodof beingusedasanautomaticwormspreading
methodis greatlyminimized.

3.2 Limitations

Currently, V-NetLabdoesnot yet provide advancedre-
sourcemanagementcapabilities,e.g., reservations. It
alsodoesnot automatethemappingof largevirtual net-
works onto multiple physicalhosts,insteadrelying on
con�guration �les associatedwith a virtual network to
providemostof thesedetails.Our ongoingwork is con-
cernedwith on-the-�y decompositionof thesenetworks
basedonavailableresourcesandinstantiatingthem.

Our V-NetLab is currentlyLAN-centric. This does
not meanthat it cannotsupportcomplex topologies,but
it certainlymeansthat our focushasbeenon relatively
smallnetworks. In fact, it cansupportnetworksthat in-
volvemultiplehopsbetweensendersandreceiversby as-
signingdedicatedvirtual machinesasvirtual routers.

4 RelatedWork

Although approachessuchas[7, 10, 6] have simpli�ed
the setupof individual hostsfor securityexperiments,
creationof entire networks is still cumbersome.Plan-
etlab[3] is a distributedlaboratorythatprovidesconve-
nient managementtools to control a large collectionof
hoststhat run identicalsoftware. Emulab[2] is another
similar approachthat providessuchfacilities. Emulab
supportslight-weight virtualization,basedon FreeBSD
Jails. But both approachesdo not provide supportfor
runningsecurityexperiments,wheredamagecanescape
to theInternet.Anotherdrawbackis thatthey donotpro-
vide the degreeof �e xibility neededfor our approach,
where computersrunning different OSesmay needto



behostedon thesamephysicalmachine.An alternative
modesupportedin Emulabis onewherephysicalnodes
on the testbedcanbededicatedto run a customOSim-
age.This approachprovidesthedesireddegreeof �e xi-
bility to supportsecurityexperiments,but doesnotallow
sharingof underlyinghardwareacrossmultipleOSes.

DETER [1] is a project which aims at building a
testbedfor securityresearchbasedon Emulab. In ad-
dition to isolatingdifferentexperimentsusingVLANs,
�re wall and intrusiondetectionsystemaredeployed to
preventpotentiallymaliciousexperimentsfrom affecting
theInternet.However, asmentionedearlier, thereexistsa
possibilitythatmalwaremaybeableto subvert thesede-
fensesby exploiting vulnerabilitiesin network-exposed
hardwareandsoftware. In contrast,we believe that V-
NetLabprovidesstrongerisolationguarantees,whilestill
providing safeexternalconnectivity.

VNET [8] andVIOLIN [4] havesomesimilarity with
our work in termsof the supportfor virtual networks.
VNET is concernedwith distributedcomputingapplica-
tions, and their virtual networks spana wide-areanet-
work. Their approachis basedon tunneling Ethernet
packetsover TCP/IP. VIOLIN usesan application-level
virtual network architecturebuilt ontopof anoverlayin-
frastructuresuchasPlanetlab. They useUDP tunneling
in the Internetdomainto emulatethe physicallayer in
theVIOLIN domain.

Unlike VNET and VIOLIN, our approachachieves
network virtualization at the datalink layer. This pro-
vides betterperformance,as it eliminatesthe needfor
higherlayersof theprotocolfrom having to processthe
samepacket twice. Moreover, our approachsupports
multiple virtual networksto sharethesamesetof IP ad-
dresses,thusmake the managementtaskeasier. On the
otherhand,our approachcurrentlydoesnot supportex-
perimentsthatspanacrosstheInternet.

Wroclawski et al [9] proposea collaborative spec-
i�cation of constraintsfrom both experimentersand
testbedoperatorsin orderto achieve thebalanceof both
security and usability. Our approachdoes not make
any assumptionthatexperimentersprovideconstraintre-
quirementof their experiments,and can provide satis-
factory securityand usability even in faceof malware
experimentation.On the otherhand,our approachcan
potentiallyachieve betterusability (e.g.,controlledtun-
nelcreationcanbemadelessconstrained.)with accurate
constraintinformationfrom theexperimenters.

Krishnaet al [5] presentedour earlierversionof V-
NetLab with the focus on using it to supportsecurity
courseprojectsin a classsetting.This paperfocuseson
ourapproachfor realizinglogically isolatednetworksfor
supportingsecurityexperiments.

5 Conclusion

In this paper, we presentedour approachfor realizing
virtual networks for securityexperiments.The datalink
layer virtualization approachprovides strong isolation
for virtual networks, while providing the �e xibility for
establishingconnectivity to externalnetworks in a con-
trolled way.

Weimplementedthisapproachinto V-NetLabframe-
work andhavesofarusedit in severalsecuritycoursesin
ourdepartmentto providehands-onprojectsfor students.
Studentresponseto datehasbeenverypositive.
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