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Abstract

We presenthe designof a userstudyfor comparingthe
securityof two registrationmechanismdor initializing
credentialdn machineauthenticatiorprotocols,suchas
SiteKey. We discussethicalandecologicalvalidity chal-
lengeswe facedin designingour study

1 Intr oduction

In October2005, the FederalFinancial Institutions Ex-
aminationCouncil (FFIEC) declared“single-factor au-
thenticationto be inadequatdor high-risk transations”
[6]. In responsemary institutionsattemptedo imple-
menttwo-factorauthenticatiomprotocolsby supplement-
ing passvord-basecuthenticationvith madineauthen-
tication, which authenticates users computeras op-
posedto the userherself. Machineauthenticatiorsys-
temstypically recognizea users computerwith a pre-
viously storedtoken, suchas an HTTP cookie, cache
cookie, Flash Local SharedObject, etc. To success-
fully log in, the usermustprovide her passverd andthe
users browser must presenta valid token. Web sites
currentlyusing machineauthenticatiorinclude Bank of
America[3], ING Direct[12] andVanguard22].

The registration problem Sinceusersmay usemore
than one computer machine authenticationprotocols
musthave aprocedureto authorizemultiple machines.
We call this the registration problem In this paper we
presentthe designof a user study for comparingthe
security propertiesof two solutionsto the registration
problem:challengequestionsandsingle-useemaillinks.
We discussethicalandecologicalvalidity challengesve
facedin designingour study

2 Two solutionsto the registration problem

Challenge questions Marny machine authentication
systemgurrentlyusechallenge questiongo addresshe
registrationproblem([3, 12, 22]. A challengequestionis
a userspeci ¢ questionwhich an adwersaryis unlikely
to be ableto guessananswe [8, 17], e.g.,“"What is the
nameof your favorite teacher?"Whenausercreateer
account,she preidesthe answergo oneor more chal-
lenge questions,and when she attemptsto log in from
anunrgyisteredcomputeythesite promptsherto answer
thesequestions.If the answersare correct,thenthe site
setsa persistentauthenticatiortoken on the computer
thatauthorizest for futureaccess.

Email registrationlinks  An alternatve solutionto the
registrationproblemis to useemail. If a userattempts
to accessher accountfrom an unreggisteredcomputer
the web site sendsher an email containinga single-use
HTTPSURL with arandomunpredictableomponentt

After the userclicks on the link, the web site registers
the users computerwith a persistentauthenticatiorto-

ken (e.g.,a cookie)andinvalidatesthelink. Severalre-
searcher$iave proposedisingemailin a similar way to

helpinitialize authenticatiorcredentialgl, 2, 9,10].

3 Study hypothesis

Our study comparesthe security of email-basedreg-
istration to the security of registration using chalenge
guestions.Severalresearcherbave persuasiely agued
thatchallengequestionsarevulnerableto active man-in-
the-middle(MITM) attacks[21, 24], wherean atacker
spoofsthe target web site and requiresvisitors to an-
swer their challengequestionsto proceed. This attack
is likely to be effective becausehe unsafeactiona user

IWe assumethe userhaspreviously given the web site her email
addresse.g.,duringtheaccountreationprocess.



mustavoid duringthe attackis the sameactionshemust
take to legitimately register her computey i.e., answer
herchallengeguestions.

In contrast,with email registrationlinks, the unsafe
actionsa usermustavoid are differentfrom the action
shemusttake to legitimately registerher computeri.e.,
click on the registrationlink. Oncea userclicks on a
registrationlink andherbrowsersendst to thelegitimate
sener, it becomesiselesgo anattacler.

In addition, a web site caninclude a reminderin the
registrationemail of the only safeaction (i.e., click on
the link) andwarn againstthe likely attacks. Although
a web site using challengequestionscan issuesimilar
warningsthesewarningswill likely beabsenduringan
attack.

For thesereasons,we hypothesizethat using email
registration links is more resistantto these types of
MITM social engineeringattacksthan challengeques-
tions. To testthis hypothesis,our study will compare
the succes®f differentsimulatedMITM attacksagainst
email registrationlinks andchallengequestions.

4 Challenges

Our study facesan ecologicalvalidity challenge to re-
alistically simulate experiencesusershave in the real
world. Thisraisesa numberof issues:

First, it is dif cult to simulatethe experienceof risk
for userswithout crossingethical boundaried16]. To
addresghis, mary experimentersemplay role-playing,
whereusersare asked to assumectitious roles. How-
ever, role-playing participantsmay act differently than
they would in therealworld. If usersfeel thatnothingis
at stale andthereare no consequence® their actions,
they may take risks that they would avoid if their own
personalnformationwasat stale.

Second,we mustlimit the effect of demandcharac-
teristics. Demandcharacteristicgefer to cueswhich
causeparticipantdo try to guesghestudy's purposeand
changetheir behaior in someway, perhapsunintention-
ally. For example,if they agreewith the hypothesisof
thestudy they maychangeheirbehaior in awaywhich
triesto con rm it. Sincesecurityis oftennot users'pri-
mary goal, demandcharacteristicare particularly chal-
lengingfor securitystudies. An experimentwhichinten-
tionally or unintentionallyin uencesusersto payundue
attentionto the securityaspectf the taskswill reduce
its ecologicalvalidity.

Third, we mustminimize the impactof authority g-
uresduringthe study Researchersave shovn thatpeo-
ple have atendeng to obey authority gures andthe
presenceof authority gures causesstudy participants
to display extreme behaior they would not normally
engagein on their own. Classicexamplesof this are

Milgram's “shocking” experiment[19] andthe Stanford
prison experiment[11]. For security studies,this ten-
deny may underestimatéhe strengthof somedefense
mechanismsand overestimatehe successate of some
attacks. For example,if we simulatea socialengineer
ing attackduringthe study usersmay be moresusepti-
ble to adwersarialsuggestiondecausehey misintapret
theseto be partof the experimenters instructions.They
may fearlooking incompetenbr stubbornif they do not
follow the instructionscorrectly This problemmay be
exacerbatedf thereis anexperimentefurking nearby

Fourth,we mustidentify anappropriatephysicalloca-
tion for the experiment. The vastmajority of previous
securityuserstudiessimulating attackshave beencon-
ductedin a controlledlaboratoryervironment. They are
mary advantageso alaboratoryervironment:theexper
imentercancontrolmorevariables monitormoresubtle
userbehaior, anddebriefandinterview paricipantsim-
mediatelyuponcompletion,while the studyis still fresh
in their minds. But a laboratoryervironmentfor a secu-
rity studycancauseauserdo evaluaterisk differentlythan
they would in the realworld. A usermay view the lab-
oratory ervironmentas saferbecausahey feel that the
experimenter'wouldn't let anything badhappen”.

It maybetemptingto ignoresomeor all of thesdssues
in acomparatie studysuchasours. Sincethe effectsof
thesefactorswill be presentin both the control group
(i.e., challengequestionusers)andthe treatmentgroup
(i.e, email registrationusers),then one might conclude
thatignoringthesefactorswould nothinderavalid, real-
istic comparisorbetweerthetwo groups.

This is a dangerousconclusion. It is not clear to
whatdegreetheseassuesaffect varioustypesof searity-
relatedmechanisms.n particulay thereis no evidence
that theseissueshave asimilar magnitudeof effect on
challengequestionusersas on email registrationusers.
Thereforejt is prudentto controltheseissuesn our de-
signasmuchaspossible.

5 Study design

In this section,we presenbur studydesign.Our design
addressetheissuesve discussedh theprevioussection.
More speci cally, we hopeto:

Createanexperienceof risk for userswithout using
role-playing

Avoid the effect of demandcharacteristicgy creat-
ing an engaging non-securityrelatedtaskfor uses
which obscureghetrue purposeof the experiment

Balanceusers'focus and awarenessluring the se-
curity and non-securityrelatedtasksin a realistic
way



Limit thein uence of authority gures anda labo-
ratoryenvironmentby requiringeachuserto partic-
ipatein hernaturalhabitatwith herown computer

5.1 Study overview

Our study employs deceptionto hide its true purpose.
During the consentprocesswe tell usersthe projectis
examining how well individuals predictthe outcomeof
certainevents,andthat this experimentfocuseson hov
well individuals can predicthigh grossingmovies. We
tell eachusershewill log in to ourwebsite over aseven
dayperiodandmake apredictionof whatshethinkswill
bethetop threehighestgrossingmovies eachday Each
userlogsin from herown computerfrom anywhere,and
at ary time shewishes. We shov a screenshobf our
interfacein Figurel.

Eachuserreceves$20asbasecompensatiomandwe
reward herup to anadditional$3 perpredictiondepend-
ing ontheaccurag of herpredictions.We tell eachuser
thatshemustmake sevenpredictionso completethe ex-
perimentsothetotalmaximumausercanreceiveis $41.
Usersreceve their compensatiowia PayPal uponcom-
pletion?

We plan to recruit approximately200 users,divided
into 5 groups. One group useschallengequestionsfor
registrationandthe otherfour groupsusedifferentvari-
antsof emal registrationlinks. We discussthe email
registrationgroupsfurtherin Section5.3.2. We shawv a
summaryof thedifferentgroupsin Tablel.

5.2 Registration procedures

Eachusercreateanaccouniatour site, with ausename
andpassverd. We alsoaskfor the users email address
and PayPal email addressijf different. On a users rst
login attempt sheis redirectedo the pageshovn in Fig-
ure 2 after sheentersher usernamendpassverd. This
pageinformsherthatshemustregisterhercomputetbe-
fore shecanuseit to accesderaccountat our web site.
We wishto encourageiserso registeronly privatecom-
puters,so the site mentionsthat it is a generallya bad
ideato registerpublic computersandif the useris using
one,thensheshouldwait until laterto registerherprivate
computer However, we do nothingto preventor detect
a userregisteringa public computey suchas a library
computer

If the userchoosego registerher computey we redi-
rectherto theregistrationpage.If sheisin thechallenge
guestiongroup, we prompther to setup her challenge
questionswith the dialog shown in Figure3. Shemust

2Althoughwe do not verify usershave valid PayPal accountsatthe
startof the study eachmustexplicitly acknavledgesheeitherhasone
oris willing to getone.

selectwo questionandprovide answersAfter con rm-
ing theanswerssheentersheraccounandproceedsvith
her rst prediction.

If sheis partof an email registrationgroup,thenshe
seesa pageinforming herthat she haseensenta reg-
istration email, and she must click on the link saying
“Click onthissecurdink to registeryourcomputer”.Af-
ter clicking on the link, shecanenterher accountand
malke aprediction. We sendregistrationemailsin pri-
marily HTML format, but also include a plain text al-
ternative (usingthe multipart/alternative con-
tenttype)for userswho have HTML viewing disabledn
their email clients. We embedthe sameregistrationlink
in both patts, but include a distinguishingparametein
the link to recordwhetherthe userwas presentedvith
theHTML or plaintext versionof theemail. We discuss
howv we usethis informationin Section5.3.2. Screen-
shotsof registrationemailsareshovn in Figures6-9.

Both registrationproceduresetan HTTP cookieand
a FlashLocal SharedObjecton the users computerto
indicatethe computelis registered.On subsequenbgin
attemptdrom thatcomputerthe usergainsaccesgo her
accountby simply enteringherusernamendpassverd.
But if shelogsin from a computerwe don't recognize,
thenwe prompt her to answerher challengequesions
(Figure4) or sendheranew registrationlink to click on,
dependingntheusers group.

5.3 Simulated attacks

Althoughwetell usersghey mustmake sevenpredctions
to completethe experiment,after eachuser makes her
fth prediction,we simulatea MITM attackagainsther
the next time shelogsin. After sheentersherusername
andpassverd, we will redirectherto an“attack” sener.
Theattacksener useshe samedomainasthelegitimate
sener, simulatingapharmingattackwheretheadwersary
hascompromisedhe DNS recordfor our site.

5.3.1 Challengequestions:Group 1

For the challengequestiongroup,the attacksimply tries
to getusersto answertheir challengequestionsby pre-
sentingthe pageshawvn in Figure5. This is esserially
the same pageusers seewhen they mug answertheir
challengequestionsunder “normal” conditions but with
thewarningandinformative text removed? This attack:
1) is straightforvard, 2) closely mimics the legitimate
registrationprocessand 3) was previously disclosedin
thesecuritycommunityasamajorweaknessf chalenge
questiong21, 24].

3Evenif usersselecttheir challengequestiondrom a pool of possi-
ble questionsaMITM attacler caneasilydetermineaparticularusers
guestiondy relayingcommunicationdetweerthe legitimatesite and
theuser[21, 24].




| Group | Registration method |

Attack description \

Warnings?

1 Challengequestions Solicit answers Only duringlegitimateregistrations
2 Email Copy andpastelink into text box In registrationemails

3 Email Copy andpastdink into text box No warnings

4 Email Forwardemailto attacler In registrationemails

5 Email Forward emailto attacler No warnings

Tablel: Summaryof studygroups.

5.3.2 Email: Groups2-5

Simulating attacksagainst email registraton is not as
straightforvard,in partbecauséhe attack musttrick the
userinto doing somethingdifferentthanwhat shemust
doduringalegitimateregistration(i.e.,click onthelink).
Ethical issuesposeanotherchallenge. To conpromise
email registration,a real world attacler mighttry to ex-
ploit a browservulnerability, corvince the userto install
mablare, or hijack theusers email account. Although
theseare typically effective attacks,ethicalissuespre-
ventusfrom attackingour usersin this way.

Insteadwe usesocialengineeringattackshatattempt
to stealandusea valid registrationlink beforethe user
clicks onit, giving the attacler a valid registrationtoken
for the users account.Sincethis link hasno valueout-
sidethe scopeof the study this limits the potentialrisk
to users.

We identi ed two compellingandstraightforvard at-
tacksof this type. Our rst attackasksthe userto copy
andpastetheregistrationURL from heremailinto atext
box includedin the attackweb page.Our secondattack
asksthe userto forward the registrationemail to an ad-
dresswith a similar looking domain. Althoughwe have
no evidencethesearethe mosteffective attackstratgies,
it is certainlynecessaryor anemailregistrationscheme
to resisttheseattacksin orderto be consideredecure.

We simulatethecopy andpasteattackagainstgroups?
and3, andsimulatethe forwardingattackagainstgroups
4 and5. For both atackswe assumehe attacler can
causea new registrationemailto bedeliveredto theuser
from thelegitimatesite.

For bothattackstheattackpagerst tellstheuserthat
“becauseof problemswith our email registration sys-
tem” sheshouldnot click on the link in the email she
receves. For the forwardingattack,it instructsthe user
to forwardthe emailto the attacler's emailaddressFor
the copy andpasteattack,the attackpagepresents text
boxwith a“submit” buttonandinstructstheuserto copy
andpastetheregistrationlink into the box.

Both attacksalso presentpictorial versionsof thein-
structionswith a screenshodf how theregistrationlink
appearsn the email. To maximizethe effectivenessof
this picture,we give the attacler the advantageof know-
ing the distribution of HTML andplain text registration

emails previously viewed by the userduring the study
(seeSection5.2). The attacler thendisplaysthe picto-
rial instructionscorrespondingo the majority; in case
of atie it displaysa screenshobf the HTML version.
Screenshotsf theseattacksareshovn in Figures10-13.

Warnings Email registrationhasthe advantageof be-
ing ableto remind usersof safeactionsandwarnthem
agpinstunsafeactions. To measurehe effectivenessof
thesemessagesye subdvide the emailgroupsinto two
groups:thosethatreceize warningsin registrationemals
(groups2 and4) andthosethatdo not (groups3 and5).
Thosethat receive warningsalso seethesewarningson
legitimateregistrationpages.Screenshotsf thesewarn-
ingsareshawvn in Figures6 and8. Althoughthesewarn-
ings speci cally focuson the attackswe are simulating,
andin therealworld it may not be feasibleto concsely
warnusersagainstall the possibleattacksa sitecancer
tainly warnusersagainstthe mostsuccessfubr common
attacksthey have obsenedin the past. SeeTablel for a
summaryof thefour differentemailgroups.

5.3.3 Attack successnetrics

If a groupl useranswersher challengequestionscor
rectly, we considerthe attacka successand the exper
iment ends. We assumethe adwersaryis relaying the
users responsen realtime to the legitimate site, so if
sheentersanincorrectansweythe attacksener promps
theuseragain.

If agroup2-5 userclicks on theregistrationlink rst,
thenwe considerthe attacka failure? If the userfor-
wardstheemailor submitsthelink rst, thenwe consider
the attacka successEitherway, the experimentends.

For all usersattemptgo navigateto otherpartsof the
site redirectthe userbackto the attackpage.|If the user
resiststhe attackfor 30 minutes,thenon hernext login,

4Sincetheseattackssimulatepharmingattacks the attacler would
be ableto interceptregistrationlinks andstealary registrationtokens
storedon the users conmputer Therearevariousproposalsvhich can
helpdefendregistrationlinksandpersistentvebobjectsagainstpharm-
ing attackg[4, 13, 18], but we do not discussthe detailshere. Regard-
less,theresultsof this studyareapplicableto a wide variety of social
engineeringttacksjncluding phishing.



the experimentendsand we considerthe attacka fail-
ure. Theattackpagedor groupsl-3 containa Javascript
key logger in casea user beginsto answetherchdlenge
guestion®or ente thelink, butthenchangefiermindand
doesnot submit. If our key loggerdetectshis, we con-
siderthe attacka successWe measurdhe “strength” of
theregistrationmechanismn eachgroupby calculting
the percentagef theuserswhich resistthe attack.

6 Analysisof our study design

In this sectionwe discusshow well our designaddresses
theissuesveidentify in Sectiord: simulatingtheexperi-
enceof risk, limiting theeffectof demandharacterists,
minimizing theimpactof authority gures, andavoiding
ary unrealisticervironmentalin uences.

We simulatethe experienceof risk by giving users
passwverd-protectedaccountsat our web site and creat-
ing anillusion that money they “win” during the study
is “banked” in theseaccounts.To suggesthat thereis
a chancethatthe users compensatiorould be stolenif
her accountis hijacked, we provide an “accountman-
agement’pagewhich allows the userto changethe Pay-
Pal emailaddressssociatedvith heraccountHowever,
theseincentives have limitations. Usersmay still con-
sidertheoverallrisk to below: thesizeof thecompensa-
tion may not be large enoughto warrantextra attention,
or they may recognizethat a small university research
studyis unlikely to bethetamgetof attack.

Informal testing suggeststhat predicting popular
movies canbe fun and enggingfor users.In addition,
the nancial incentve for making accuratepredicions
will helpfocusthe users'attentionaway from the secu-
rity aspectsf the study For thesereasonsthe effect
of demandcharacteristicss sharply diminishedin our
study

We minimizetheimpactof authority gures by requir
ing theusergo participateremotely from theirown com-
putersandat timesof their choosing.Usersnever need
to meetus or make ary decisionsin a laboratoryervi-
ronment. All instructionsare sentthroughour web site
andemails. Remwing authority gures from the vicin-
ity of useramprovesthevalidity of our study Similarly,
by requiringuses to interactwith our web site outsidea
laboratory we increasethe chancesusersevaluaterisks
similarly to theway they do in therealworld. Nonethe-
less we acknavledgethatour studydesignis notpeifect:
thereis somerisk thatusersmay interpretinstrudions
from thesimulatedattaclersas“orders” from us,the ex-
perimenters.

Our studyis ethical. Therisk to usersduringthe study
is minimal, andfor usto usea users data,shemustex-
plicitly reconsenafterafull debrie ngonthetruenature
of the study The studyprotocoldescribecherewasap-

provedby the UC Berkeley's InstitutionalReview Board
on humanexperimentation.

7 Relatedwork

Otherresearchertave attemptedo designethicaland
ecologicallyvalid studieswhich simulateattacksagaing
users. Several studies have attemptedto evaluate
how well individuals can identify phishingemailsand
pages[7, 14, 23]. However, thesestudiesdo not fully
addresghe challengesve identi ed in Section4. They
wereall conductedn alaboratoryervironment,andthe
userswere eithertold the purposeof the experimentor
asledto role-playa ctitious identity.

To help createthe experienceof risk, Schecteret al.
asled real Bank of America SiteKey customergo log
into theiraccountgrom alaptopin aclassroonj20]. Al-
thoughSiteKey useschallengequestionsthis studydid
not evaluateSiteKey's useof them. Instead,this study
focusedon whethereachuserwould enter her online
bankingpassverd in the presencef cluesindicatingher
connectionvasinsecure.They simulatedsite-foigeryat-
tacksagainsteachuserby removing varioussecurityin-
dicators(e.g.,herpersonalize®iteKey image)andcaus-
ing certi cate warnings to appearand checled if each
userwould still enterher password. SinceSiteKey will
only displaya users personalizedmageafter her com-
puteris registered Schecteetal. rst requiredeachuser
to ansver her chalenge questionsduring a “warm-up”
taskto re-familiarizeherwith the procesf logginginto
her bankaccount. No attackwas simulatedagainstthe
usersduringthis task.

Requiringusersto usetheir own accountss certainly
a goodstartfor creatinga senseof risk, but the degree
to which the acadent settingof the study affectedthe
users'evaluationof theiractualrisk is unclear Although
theexperimentersverenotin thesameroomastheusers
while they usedthe computey the fact that they were
nearbymayhavein uencedtheusergo appeathelpful”
andbehae with lesscautionthanthey normallywould.

Jagatic etal. [15] and Jalobssonet al. [16] designed
phishingstudieswhich remotelysimulatedphishingat-
tacksagainstuserswithouttheir prior consentAlthough
theseexperimentssimulatereal attacksand achiere a
high level of ecologicalvalidity, not obtainingprior con-
sentraisesethicalissues. After learningthat they were
unknawing participantsn onestudy[15], mary userge-
spondedvith angerandsomethreatenedegal action[5].

8 Conclusion

This papermpresentshedesignof auserstudyto compare
the security propertiesof two mechaismsfor address-



ing the registration problemin machineauthenttation
systemsjdenti es several ethical and ecologicalvalid-

ity challengeswve facedin designingour study anddis-

cussehiow we addresghem. In additionto teachingus
moreaboutthe securitypropertiesof registrationmech-
anisms,we expectthis work will help broadenour un-
derstandingf the comple issuesrelatedto conducting
thesetypesof securitystudies.
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A Study designappendix

A.1 Useof SSL during the simulated at-
tacks

To comply with the privagy requirement®f UC Berke-
ley's InstitutionalReview Boardon humanexperimenta-
tion, all useridenti ers andotherpotentialidentifyingin-
formationsentover a public network mustbe encrypted.
SSLisastraightforvardwayto addresshisrequirement.
We force SSL for all connectiongo our site andall our
cookieshave the Secure ag set. We have purchased
a certi cate for our domainwhich is acceptedby major
webbrowsers.

In a real world attack,a pharmerwould mostlikely
not be ableto obtainavalid certi cate for the targetsite
andnotinitiateanSS. connectiorwith usersotherwise,
usersnvouldseeacerti cate warning. Sinceour hypothe-
sisis thatemailregistrationis moresecurghanchalenge
questionswe mustensurethat this arti cial restriction
doesnotbiastheresultsagainstchallengegquestionsOur
solutionis to maximizethe bene ts of SSLfor thechal-
lenge questionusersand minimize the bene ts of SSL
for the email registrationusers. To do this, we assume
apotentialadwersaryattackingemail registrationhas ob-
tainedavalid certi cate for thetamgetdomainwhile apo-
tentialadwersaryattackingchallengeguestiorbasedeg-
istrationhasnot obtaineda valid certi cate. This means
group2-5usergdonotseecerti cate warningsduringthe
attack,but groupl usersdo. We implementthis by redi-
rectinggroup 1 usersto a different Apace instance(at
port8090)with aself-signecterti cate, while group2-5
userscontinueto usetheoriginal Apacheinstancen “at-
tack mode”. This meansthe “attack” domainshaown in
theURL barfor groupl userswill containaportnumber
but the “attack” domainfor group2-5 userswill not.

A.2 Debrie ng and exit survey

After the experimentends,we redirecteachuserto a
pagewhich debriefsher aboutthe true purposeof the
experimentandexplainsthe reasongor deception.The
debrie ng pageexplainsthe concepibof machineauthen-
ticationandthe differentwaysof registeringconputers.
Wethenobtainreconsentrom eachuser If auserrecon-
sentswe redirectherto anexit suney.

Ourexit surwey startswith generademographigues-
tions suchasgender agerange,and occupationabrea.
The secondsectionof thesuney collectsinformationon
theusersgeneratomputingbackgrounaguchasherpri-
mary operatingsystem,primary web browvser average
amountof time sheusesa web browser perweek,what
kind of nancial transactionshe conductsonline, and
how longshe hagonductednancial transactionsnline.



The nal partof the surey asksmore speci c ques-
tionsaboutthe users experiencesluringthe study. One
of our goalsis to determinehow muchrisk the userper
ceivedwhile usingour site. Sincerisk is subjectve, we
ask eachuserto think aboutthe generalsecurity con-
cernsshe haswhile browsing the World Wide Web and
the precautionshetakesto protectherselfwhenlogging
into web sites. Then,we askherto rank how oftenand
thoroughlysheappliesprecautionsvhenlogginginto the
following typesof websites:banking,shopping PayPal,
webemail,socialnetworking, andour studysite.

Our secondgoal is to probeeachusers thoughtpro-
cessduring the simulatedattack. We askherif sheever
sav arything suspiciousor dangerougluring her inter-
actionswith our site, andif shedid, whatshedid in re-
sponsg(if anything). On the next page,we shov hera
screenshobf the attack,andwe askher if sheremem-
bersseeingthis page. If shedid, we ask her whether
shefollowed the instructionson the attackpageandto
explainthereasoningehindherdecision.

Our nal goalisto understanegachusers generaim-
pressionf machineauthentication.We ask eachuser
to describehow shethinks registrationworks and what
securitybene ts shethinksit provides,if any. We also
ask herto quantitatvely comparethe securityand con-
venienceof usingmachineauthenticationn conjunction
with passwerdsto usingpasswrdsalone.



enter your prediction for today's 3 highest grossing movies

| 1 | : | 3 |

| December 10, 2007 I -- Select a movie | I -~ Select a movie x|

I -- Select a movie ﬂ

Submit predictions I Cancel |

current releases for December 10, 2007
I

Lt

August Rush Awaks Baowull Enchanted Frad Claus Mo Couniry for Okd Men The Gaokden Compass This Chistmas
Title: Release Date:
August Rush Navember 21, 2007
Director: Starring:
Kirsten Sheridan Keri Russell, Freddie Highmare, Jonathan Rhys Meyers, Robin Williams, Terrence Howard
Summary:
Fairy tale elements invade a drama where an arphaned musician attempts to find his birth parents.

Figurel: Userinterface for making predictionsat our study web site.

You must register this computer before you can use it to access your account.
If you are using your private computer, then you can continue and register it. Please click:

1 am using a private computer, register it

If you are using a public computer, like one at a library or Internet cafe, please log in later from your
private computer. If you register a public computer and someone steals your password, they may be
able to log into your account from that computer. In this case, please click:

I am not using a private computer, I will log in later

Figure2: Userinterface for con rming registration.



Please select and answer two of the questions below. If you log in from a computer we do not
recognize, we will ask you your challenge questions to check that it is really you.

Warning! To protect the security of your account:
# Do not share your challenge question answers with others.
* Do not answer your challenge questions if you see any security warnings or the web
site looks suspicious.

Question 1: I Select a question j
Answer 1: I
Question 2: I Select a question j

Answer 2 I

Submit |

Figure3: Userinterface for setting up challengequestions.

Challenge questions help us protect the security of your account. When you lag in from a computer we
don't recognize, we will ask you your challenge questions to verify your identity.

Warning! To protect the security of your account:

e Do not share your challenge question answers with others.
e Do not answer your challenge questions if you see any security warnings or the web
site looks suspicious.

If you have any problems, please email us at info@ucbmoviepredictions.com

ur chall

Question 1 In what city did you graduate high school?
Answer 1: I

Question 2: What is the name of your first pet?
Answer 2: |

Submit I Cancel |

Figure4: Userinterface for answeringchallengequestions.




Figure5: Screenshotof the attack againstchallengequestions.

Please register your computer.

Hello JahnSmith, you made a request on March 27, 2008 15:26 to register a computer for your account at UCB
Mavie Predictions.

Click on this secure link to register your computer.

Warning! To protect the security of your account:

¢ Never forward this email.

® Never copy/paste any links or other information from this email. The only safe action is to click
on the link above.

If you are ever asked to do anything other than click on the abave link, it is possible someane is attacking your
account. If you have any doubts, close your browser and visit UCB Movie Predictions at a later time.

Please contact us at info@ucbmoviepredictions.com if you have any questions. Thanks!

Figure6: HTML email sentto usersto registeran unregistered computer (with warnings).

Please register your computer.

Hello JohnSmith, you made a request on March 27, 2008 15:27 to register a computer for your account at UCB
Mavie Predictions.

Click on this secure link to register your computer.

Please contact us at info@ucbmaoviepredictions com if you have any questions. Thanks!

Figure7: HTML email sentto usersto registeran unregisteired computer (without warnings).



Figure8: Plain text email sentto usersto registeran unregistered computer (with warnings).

Figure9: Plain text email sentto usersto registeran unregisteted computer (without warnings).

Figure10: Screenshotof the forwarding attack againstemail registration (targetingHTML emails).



Figure11: Screenshotof the forwarding attack againstemail registration (targeting plain text emails).

Figure12: Screenshotof the cut and pasteattack againstemail registration (targetingHTML emails).



Figure13: Screenshotof the cut and pasteattack againstemail registration (targeting plain text emails).



