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Abstract

We presentthedesignof a userstudyfor comparingthe
securityof two registrationmechanismsfor initializing
credentialsin machineauthenticationprotocols,suchas
SiteKey. Wediscussethicalandecologicalvalidity chal-
lengeswe facedin designingourstudy.

1 Intr oduction

In October2005, the FederalFinancialInstitutionsEx-
aminationCouncil (FFIEC) declared“single-factor au-
thenticationto be inadequatefor high-risk transactions”
[6]. In response,many institutionsattemptedto imple-
menttwo-factorauthenticationprotocolsby supplement-
ing password-basedauthenticationwith machineauthen-
tication, which authenticatesa user's computeras op-
posedto the userherself. Machineauthenticationsys-
temstypically recognizea user's computerwith a pre-
viously storedtoken, such as an HTTP cookie, cache
cookie, Flash Local SharedObject, etc. To success-
fully log in, theusermustprovide herpassword andthe
user's browser must presenta valid token. Web sites
currentlyusingmachineauthenticationincludeBank of
America[3], ING Direct [12] andVanguard[22].

The registration problem Sinceusersmay usemore
than one computer, machineauthenticationprotocols
musthave aprocedureto authorizemultiple machines.
We call this the registration problem. In this paper, we
presentthe designof a user study for comparingthe
security propertiesof two solutionsto the registration
problem:challengequestionsandsingle-useemaillinks.
Wediscussethicalandecologicalvalidity challengeswe
facedin designingourstudy.

2 Two solutionsto the registration problem

Challenge questions Many machine authentication
systemscurrentlyusechallenge questionsto addressthe
registrationproblem[3, 12,22]. A challengequestionis
a user-speci�c questionwhich an adversaryis unlikely
to beableto guessananswer [8, 17], e.g.,“What is the
nameof your favorite teacher?”Whena usercreatesher
account,she providesthe answersto oneor morechal-
lengequestions,andwhensheattemptsto log in from
anunregisteredcomputer, thesitepromptsherto answer
thesequestions.If theanswersarecorrect,thenthesite
setsa persistentauthenticationtoken on the computer
thatauthorizesit for futureaccess.

Email registration links An alternativesolutionto the
registrationproblemis to useemail. If a userattempts
to accessher accountfrom an unregisteredcomputer,
the web site sendsher an email containinga single-use
HTTPSURL with arandom,unpredictablecomponent.1

After the userclicks on the link, the web site registers
the user's computerwith a persistentauthenticationto-
ken (e.g.,a cookie)andinvalidatesthe link. Several re-
searchershave proposedusingemail in a similar way to
helpinitialize authenticationcredentials[1, 2, 9,10].

3 Study hypothesis

Our study comparesthe security of email-basedreg-
istration to the security of registration using challenge
questions.Several researchershave persuasively argued
thatchallengequestionsarevulnerableto activeman-in-
the-middle(MITM) attacks[21, 24], wherean attacker
spoofsthe target web site and requiresvisitors to an-
swer their challengequestionsto proceed. This attack
is likely to beeffective becausetheunsafeactiona user

1We assumethe userhaspreviously given the web site her email
address,e.g.,duringtheaccountcreationprocess.



mustavoid duringtheattackis thesameactionshemust
take to legitimately register her computer, i.e., answer
herchallengequestions.

In contrast,with email registration links, the unsafe
actionsa usermust avoid are different from the action
shemusttake to legitimately registerhercomputer, i.e.,
click on the registrationlink. Oncea userclicks on a
registrationlink andherbrowsersendsit to thelegitimate
server, it becomesuselessto anattacker.

In addition,a web site canincludea reminderin the
registrationemail of the only safeaction (i.e., click on
the link) andwarn against the likely attacks. Although
a web site using challengequestionscan issuesimilar
warnings,thesewarningswill likely beabsentduringan
attack.

For thesereasons,we hypothesizethat using email
registration links is more resistantto these types of
MITM social engineeringattacksthan challengeques-
tions. To test this hypothesis,our study will compare
thesuccessof differentsimulatedMITM attacksagainst
emailregistrationlinks andchallengequestions.

4 Challenges

Our study facesan ecologicalvalidity challenge,to re-
alistically simulateexperiencesusershave in the real
world. This raisesanumberof issues:

First, it is dif�cult to simulatethe experienceof risk
for userswithout crossingethical boundaries[16]. To
addressthis, many experimentersemploy role-playing,
whereusersareasked to assume�ctitious roles. How-
ever, role-playingparticipantsmay act differently than
they would in therealworld. If usersfeel thatnothingis
at stake andthereareno consequencesto their actions,
they may take risks that they would avoid if their own
personalinformationwasat stake.

Second,we must limit the effect of demandcharac-
teristics. Demandcharacteristicsrefer to cueswhich
causeparticipantsto try to guessthestudy'spurposeand
changetheirbehavior in someway, perhapsunintention-
ally. For example,if they agreewith the hypothesisof
thestudy, they maychangetheirbehavior in awaywhich
tries to con�rm it. Sincesecurityis oftennot users'pri-
marygoal,demandcharacteristicsareparticularlychal-
lengingfor securitystudies.An experimentwhich inten-
tionally or unintentionallyin�uencesusersto payundue
attentionto thesecurityaspectsof the taskswill reduce
its ecologicalvalidity.

Third, we mustminimize the impactof authority�g-
uresduringthestudy. Researchershave shown thatpeo-
ple have a tendency to obey authority �gures and the
presenceof authority �gures causesstudy participants
to display extreme behavior they would not normally
engage in on their own. Classicexamplesof this are

Milgram's “shocking” experiment[19] andtheStanford
prison experiment[11]. For securitystudies,this ten-
dency may underestimatethe strengthof somedefense
mechanismsandoverestimatethe successrateof some
attacks.For example,if we simulatea socialengineer-
ing attackduringthestudy, usersmaybemoresuscepti-
ble to adversarialsuggestionsbecausethey misinterpret
theseto bepartof theexperimenter's instructions.They
mayfearlooking incompetentor stubbornif they do not
follow the instructionscorrectly. This problemmay be
exacerbatedif thereis anexperimenterlurking nearby.

Fourth,wemustidentify anappropriatephysicalloca-
tion for the experiment. The vastmajority of previous
securityuserstudiessimulatingattackshave beencon-
ductedin a controlledlaboratoryenvironment.They are
many advantagesto alaboratoryenvironment:theexper-
imentercancontrolmorevariables,monitormoresubtle
userbehavior, anddebriefandinterview participantsim-
mediatelyuponcompletion,while thestudyis still fresh
in their minds.But a laboratoryenvironmentfor a secu-
rity studycancauseusersto evaluaterisk differentlythan
they would in the realworld. A usermayview the lab-
oratoryenvironmentassaferbecausethey feel that the
experimenter“wouldn't let anythingbadhappen”.

It maybetemptingto ignoresomeor all of theseissues
in a comparative studysuchasours.Sincetheeffectsof
thesefactorswill be presentin both the control group
(i.e., challengequestionusers)andthe treatmentgroup
(i.e, email registrationusers),thenonemight conclude
thatignoringthesefactorswouldnothinderavalid, real-
istic comparisonbetweenthetwo groups.

This is a dangerousconclusion. It is not clear to
whatdegreetheseissuesaffectvarioustypesof security-
relatedmechanisms.In particular, thereis no evidence
that theseissueshave asimilar magnitudeof effect on
challengequestionusersason email registrationusers.
Therefore,it is prudentto control theseissuesin our de-
signasmuchaspossible.

5 Study design

In this section,we presentour studydesign.Our design
addressestheissueswediscussedin theprevioussection.
Morespeci�cally, wehopeto:

� Createanexperienceof risk for userswithoutusing
role-playing

� Avoid theeffectof demandcharacteristicsby creat-
ing an engagingnon-securityrelatedtaskfor users
whichobscuresthetruepurposeof theexperiment

� Balanceusers'focusandawarenessduring the se-
curity and non-securityrelatedtasksin a realistic
way



� Limit the in�uence of authority�gures anda labo-
ratoryenvironmentby requiringeachuserto partic-
ipatein hernaturalhabitatwith herown computer

5.1 Study overview

Our study employs deceptionto hide its true purpose.
During the consentprocess,we tell usersthe project is
examininghow well individualspredict the outcomeof
certainevents,andthat this experimentfocuseson how
well individualscanpredicthigh grossingmovies. We
tell eachusershewill log in to our websiteover a seven
dayperiodandmake apredictionof whatshethinkswill
bethetop threehighestgrossingmovieseachday. Each
userlogsin from herown computer, from anywhere,and
at any time shewishes. We show a screenshotof our
interfacein Figure1.

Eachuserreceives$20asbasecompensation,andwe
reward herup to anadditional$3 perpredictiondepend-
ing on theaccuracy of herpredictions.We tell eachuser
thatshemustmakesevenpredictionsto completetheex-
periment,sothetotalmaximumausercanreceiveis $41.
Usersreceive their compensationvia PayPal uponcom-
pletion.2

We plan to recruit approximately200 users,divided
into 5 groups. Onegroupuseschallengequestionsfor
registrationandtheotherfour groupsusedifferentvari-
antsof email registration links. We discussthe email
registrationgroupsfurther in Section5.3.2. We show a
summaryof thedifferentgroupsin Table1.

5.2 Registration procedures

Eachusercreatesanaccountatoursite,with ausername
andpassword. We alsoaskfor theuser's email address
andPayPal email address,if different. On a user's �rst
login attempt,sheis redirectedto thepageshown in Fig-
ure2 after sheentersherusernameandpassword. This
pageinformsherthatshemustregisterhercomputerbe-
fore shecanuseit to accessheraccountat our website.
Wewish to encourageusersto registeronly privatecom-
puters,so the site mentionsthat it is a generallya bad
ideato registerpublic computersandif theuseris using
one,thensheshouldwait until laterto registerherprivate
computer. However, we do nothingto preventor detect
a userregisteringa public computer, suchas a library
computer.

If the userchoosesto registerher computer, we redi-
rectherto theregistrationpage.If sheis in thechallenge
questiongroup,we prompther to setup her challenge
questionswith the dialog shown in Figure3. Shemust

2Althoughwedo not verify usershavevalid PayPal accountsat the
startof thestudy, eachmustexplicitly acknowledgesheeitherhasone
or is willing to getone.

selecttwo questionsandprovideanswers.After con�rm-
ing theanswers,sheentersheraccountandproceedswith
her�rst prediction.

If sheis part of an email registrationgroup,thenshe
seesa pageinforming her that she hasbeensenta reg-
istration email, and shemust click on the link saying
“Click onthissecurelink to registeryourcomputer”.Af-
ter clicking on the link, shecan enterher accountand
make aprediction. We sendregistrationemailsin pri-
marily HTML format, but also include a plain text al-
ternative (usingthemultipart/alternative con-
tenttype)for userswhohaveHTML viewing disabledin
their emailclients.We embedthesameregistrationlink
in both parts, but includea distinguishingparameterin
the link to recordwhetherthe userwaspresentedwith
theHTML or plain text versionof theemail.Wediscuss
how we usethis information in Section5.3.2. Screen-
shotsof registrationemailsareshown in Figures6–9.

Both registrationproceduressetanHTTP cookieand
a FlashLocal SharedObjecton the user's computerto
indicatethecomputeris registered.On subsequentlogin
attemptsfrom thatcomputer, theusergainsaccessto her
accountby simply enteringherusernameandpassword.
But if shelogs in from a computerwe don't recognize,
then we prompt her to answerher challengequestions
(Figure4) orsendheranew registrationlink to click on,
dependingon theuser's group.

5.3 Simulatedattacks

Althoughwetell usersthey mustmakesevenpredictions
to completethe experiment,after eachusermakes her
�fth prediction,we simulatea MITM attackagainsther
thenext time shelogs in. After sheentersherusername
andpassword,we will redirectherto an“attack” server.
Theattackserverusesthesamedomainasthelegitimate
server, simulatingapharmingattackwheretheadversary
hascompromisedtheDNS recordfor oursite.

5.3.1 Challengequestions:Group 1

For thechallengequestiongroup,theattacksimply tries
to get usersto answertheir challengequestionsby pre-
sentingthe pageshown in Figure5. This is essentially
the samepageusers seewhen they must answertheir
challengequestionsunder “normal” conditions,but with
thewarningandinformative text removed.3 This attack:
1) is straightforward, 2) closely mimics the legitimate
registrationprocess,and3) waspreviously disclosedin
thesecuritycommunityasamajorweaknessof challenge
questions[21, 24].

3Evenif usersselecttheirchallengequestionsfrom apoolof possi-
blequestions,aMITM attackercaneasilydetermineaparticularuser's
questionsby relayingcommunicationsbetweenthelegitimatesiteand
theuser[21, 24].



Group Registration method Attack description Warnings?
1 Challengequestions Solicit answers Only duringlegitimateregistrations
2 Email Copy andpastelink into text box In registrationemails
3 Email Copy andpastelink into text box No warnings
4 Email Forwardemailto attacker In registrationemails
5 Email Forwardemailto attacker No warnings

Table1: Summaryof studygroups.

5.3.2 Email: Groups2-5

Simulating attacksagainst email registration is not as
straightforward,in partbecausetheattackmusttrick the
userinto doing somethingdifferentthanwhat shemust
doduringalegitimateregistration(i.e.,click onthelink).
Ethical issuesposeanotherchallenge. To compromise
email registration,a realworld attacker might try to ex-
ploit a browservulnerability, convincetheuserto install
malware,or hijack theuser's email account. Although
theseare typically effective attacks,ethical issuespre-
ventusfrom attackingourusersin thisway.

Instead,weusesocialengineeringattacksthatattempt
to stealandusea valid registrationlink beforethe user
clicks on it, giving theattacker a valid registrationtoken
for theuser's account.Sincethis link hasno valueout-
sidethe scopeof the study, this limits the potentialrisk
to users.

We identi�ed two compellingandstraightforward at-
tacksof this type. Our �rst attackaskstheuserto copy
andpastetheregistrationURL from heremailinto a text
box includedin theattackwebpage.Our secondattack
askstheuserto forward the registrationemail to anad-
dresswith a similar looking domain.Althoughwe have
noevidencethesearethemosteffectiveattackstrategies,
it is certainlynecessaryfor anemailregistrationscheme
to resisttheseattacksin orderto beconsideredsecure.

Wesimulatethecopy andpasteattackagainstgroups2
and3, andsimulatetheforwardingattackagainstgroups
4 and 5. For both attackswe assumethe attacker can
causeanew registrationemailto bedeliveredto theuser
from thelegitimatesite.

For bothattacks,theattackpage�rst tells theuserthat
“becauseof problemswith our email registration sys-
tem” sheshouldnot click on the link in the email she
receives. For the forwardingattack,it instructstheuser
to forwardtheemail to theattacker's emailaddress.For
thecopy andpasteattack,theattackpagepresentsa text
boxwith a“submit” buttonandinstructstheuserto copy
andpastetheregistrationlink into thebox.

Both attacksalsopresentpictorial versionsof the in-
structions,with a screenshotof how theregistrationlink
appearsin the email. To maximizethe effectivenessof
this picture,we give theattacker theadvantageof know-
ing thedistribution of HTML andplain text registration

emailspreviously viewed by the userduring the study
(seeSection5.2). The attacker thendisplaysthe picto-
rial instructionscorrespondingto the majority; in case
of a tie it displaysa screenshotof the HTML version.
Screenshotsof theseattacksareshown in Figures10–13.

Warnings Email registrationhastheadvantageof be-
ing ableto remindusersof safeactionsandwarn them
againstunsafeactions. To measurethe effectivenessof
thesemessages,we subdivide theemailgroupsinto two
groups:thosethatreceivewarningsin registrationemails
(groups2 and4) andthosethatdo not (groups3 and5).
Thosethat receive warningsalsoseethesewarningson
legitimateregistrationpages.Screenshotsof thesewarn-
ingsareshown in Figures6 and8. Althoughthesewarn-
ingsspeci�cally focuson theattackswe aresimulating,
andin therealworld it maynot befeasibleto concisely
warnusersagainstall thepossibleattacks,asitecancer-
tainly warnusersagainstthemostsuccessfulor common
attacksthey have observedin thepast.SeeTable1 for a
summaryof thefour differentemailgroups.

5.3.3 Attack successmetrics

If a group 1 useranswersher challengequestionscor-
rectly, we considerthe attacka successand the exper-
iment ends. We assumethe adversaryis relaying the
user's responsesin real time to the legitimatesite, so if
sheentersanincorrectanswer, theattackserver prompts
theuseragain.

If a group2-5 userclicks on theregistrationlink �rst,
then we considerthe attacka failure.4 If the userfor-
wardstheemailor submitsthelink �rst, thenweconsider
theattackasuccess.Eitherway, theexperimentends.

For all users,attemptsto navigateto otherpartsof the
site redirecttheuserbackto theattackpage.If theuser
resiststheattackfor 30 minutes,thenon hernext login,

4Sincetheseattackssimulatepharmingattacks,theattacker would
beableto interceptregistrationlinks andstealany registrationtokens
storedon theuser's computer. Therearevariousproposalswhich can
helpdefendregistrationlinksandpersistentwebobjectsagainstpharm-
ing attacks[4, 13,18], but we do not discussthedetailshere.Regard-
less,theresultsof this studyareapplicableto a wide varietyof social
engineeringattacks,includingphishing.



the experimentendsand we considerthe attacka fail-
ure.Theattackpagesfor groups1-3containaJavascript
key logger, in caseauserbeginsto answerherchallenge
questionsor enter thelink, but thenchangeshermindand
doesnot submit. If our key loggerdetectsthis, we con-
sidertheattacka success.We measurethe“strength”of
theregistrationmechanismin eachgroupby calculating
thepercentageof theuserswhich resisttheattack.

6 Analysis of our study design

In thissection,wediscusshow well ourdesignaddresses
theissuesweidentify in Section4: simulatingtheexperi-
enceof risk, limiting theeffectof demandcharacteristics,
minimizing theimpactof authority�gures, andavoiding
any unrealisticenvironmentalin�uences.

We simulatethe experienceof risk by giving users
password-protectedaccountsat our web site andcreat-
ing an illusion that money they “win” during the study
is “banked” in theseaccounts.To suggestthat thereis
a chancethat theuser's compensationcouldbestolenif
her accountis hijacked, we provide an “accountman-
agement”pagewhich allows theuserto changethePay-
Pal emailaddressassociatedwith heraccount.However,
theseincentives have limitations. Usersmay still con-
sidertheoverall risk to below: thesizeof thecompensa-
tion maynot be largeenoughto warrantextra attention,
or they may recognizethat a small university research
studyis unlikely to bethetargetof attack.

Informal testing suggeststhat predicting popular
movies canbe fun and engagingfor users. In addition,
the �nancial incentive for making accuratepredictions
will help focustheusers'attentionaway from thesecu-
rity aspectsof the study. For thesereasons,the effect
of demandcharacteristicsis sharplydiminishedin our
study.

Weminimizetheimpactof authority�gures by requir-
ing theusersto participateremotely, from theirowncom-
putersandat timesof their choosing.Usersnever need
to meetus or make any decisionsin a laboratoryenvi-
ronment. All instructionsaresentthroughour web site
andemails. Removing authority�gures from thevicin-
ity of usersimprovesthevalidity of ourstudy. Similarly,
by requiringusers to interactwith our websiteoutsidea
laboratory, we increasethe chancesusersevaluaterisks
similarly to theway they do in therealworld. Nonethe-
less,weacknowledgethatourstudydesignis notperfect:
thereis somerisk that usersmay interpret instructions
from thesimulatedattackersas“orders” from us,theex-
perimenters.

Ourstudyis ethical.Therisk to usersduringthestudy
is minimal, andfor us to usea user's data,shemustex-
plicitly reconsentafterafull debrie�ngonthetruenature
of thestudy. Thestudyprotocoldescribedherewasap-

provedby theUC Berkeley's InstitutionalReview Board
onhumanexperimentation.

7 Relatedwork

Other researchershave attemptedto designethicaland
ecologicallyvalid studieswhichsimulateattacksagainst
users. Several studies have attempted to evaluate
how well individuals can identify phishingemailsand
pages[7, 14, 23]. However, thesestudiesdo not fully
addressthe challengeswe identi�ed in Section4. They
wereall conductedin a laboratoryenvironment,andthe
userswereeither told the purposeof the experimentor
askedto role-playa �ctitious identity.

To help createthe experienceof risk, Schecteret al.
asked real Bank of America SiteKey customersto log
into theiraccountsfrom alaptopin aclassroom[20]. Al-
thoughSiteKey useschallengequestions,this studydid
not evaluateSiteKey's useof them. Instead,this study
focusedon whethereachuser would enter her online
bankingpassword in thepresenceof cluesindicatingher
connectionwasinsecure.They simulatedsite-forgeryat-
tacksagainsteachuserby removing varioussecurityin-
dicators(e.g.,herpersonalizedSiteKey image)andcaus-
ing certi�cate warnings to appear, andchecked if each
userwould still enterher password. SinceSiteKey will
only displaya user's personalizedimageafter her com-
puteris registered,Schecteretal. �rst requiredeachuser
to answer her challengequestionsduring a “warm-up”
taskto re-familiarizeherwith theprocessof logginginto
her bankaccount. No attackwassimulatedagainst the
usersduringthis task.

Requiringusersto usetheir own accountsis certainly
a goodstart for creatinga senseof risk, but the degree
to which the academic settingof the studyaffectedthe
users'evaluationof theiractualrisk is unclear. Although
theexperimenterswerenot in thesameroomastheusers
while they usedthe computer, the fact that they were
nearbymayhavein�uencedtheusersto appear“helpful”
andbehavewith lesscautionthanthey normallywould.

Jagatic etal. [15] andJakobssonet al. [16] designed
phishingstudieswhich remotelysimulatedphishingat-
tacksagainstuserswithout theirprior consent.Although
theseexperimentssimulatereal attacksand achieve a
high level of ecologicalvalidity, notobtainingprior con-
sentraisesethical issues.After learningthat they were
unknowing participantsin onestudy[15], many usersre-
spondedwith angerandsomethreatenedlegal action[5].

8 Conclusion

Thispaperpresentsthedesignof auserstudyto compare
the security propertiesof two mechanismsfor address-



ing the registrationproblemin machineauthentication
systems,identi�es several ethicalandecologicalvalid-
ity challengeswe facedin designingour study, anddis-
cusseshow we addressthem. In additionto teachingus
moreaboutthesecuritypropertiesof registrationmech-
anisms,we expect this work will help broadenour un-
derstandingof thecomplex issuesrelatedto conducting
thesetypesof securitystudies.
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A Study designappendix

A.1 Use of SSL during the simulated at-
tacks

To comply with the privacy requirementsof UC Berke-
ley's InstitutionalReview Boardonhumanexperimenta-
tion,all useridenti�ers andotherpotentialidentifyingin-
formationsentoverapublicnetwork mustbeencrypted.
SSLis astraightforwardwayto addressthisrequirement.
We forceSSL for all connectionsto our siteandall our
cookieshave the Secure �ag set. We have purchased
a certi�cate for our domainwhich is acceptedby major
webbrowsers.

In a real world attack,a pharmerwould most likely
not beableto obtaina valid certi�cate for thetargetsite
andnot initiateanSSL connectionwith users;otherwise,
userswouldseeacerti�catewarning.Sinceourhypothe-
sisis thatemailregistrationis moresecurethanchallenge
questions,we mustensurethat this arti�cial restriction
doesnotbiastheresultsagainstchallengequestions.Our
solutionis to maximizethebene�tsof SSLfor thechal-
lengequestionusersandminimize the bene�ts of SSL
for the email registrationusers. To do this, we assume
apotentialadversaryattackingemailregistrationhas ob-
tainedavalid certi�cate for thetargetdomainwhile apo-
tentialadversaryattackingchallengequestionbasedreg-
istrationhasnot obtaineda valid certi�cate. This means
group2-5usersdonotseecerti�catewarningsduringthe
attack,but group1 usersdo. We implementthis by redi-
rectinggroup1 usersto a differentApache instance(at
port8090)with aself-signedcerti�cate,while group2-5
userscontinueto usetheoriginalApacheinstancein “at-
tack mode”. This meansthe “attack” domainshown in
theURL barfor group1 userswill containaportnumber,
but the“attack” domainfor group2-5userswill not.

A.2 Debrie�ng and exit survey

After the experimentends,we redirecteachuser to a
pagewhich debriefsher about the true purposeof the
experimentandexplainsthe reasonsfor deception.The
debrie�ng pageexplainstheconceptof machineauthen-
ticationandthedifferentwaysof registeringcomputers.
Wethenobtainreconsentfrom eachuser. If auserrecon-
sents,we redirectherto anexit survey.

Ourexit survey startswith generaldemographicques-
tions suchasgender, agerange,andoccupationalarea.
Thesecondsectionof thesurvey collectsinformationon
theuser'sgeneralcomputingbackgroundsuchasherpri-
mary operatingsystem,primary web browser, average
amountof time sheusesa webbrowserperweek,what
kind of �nancial transactionssheconductsonline, and
how longshe hasconducted�nancial transactionsonline.



The �nal part of the survey asksmorespeci�c ques-
tionsabouttheuser's experiencesduringthestudy. One
of our goalsis to determinehow muchrisk theuserper-
ceivedwhile usingour site. Sincerisk is subjective, we
ask eachuser to think about the generalsecuritycon-
cernsshe haswhile browsing the World Wide Web and
theprecautionsshetakesto protectherselfwhenlogging
into websites. Then,we askher to rankhow oftenand
thoroughlysheappliesprecautionswhenlogginginto the
following typesof websites:banking,shopping,PayPal,
webemail,socialnetworking,andourstudysite.

Our secondgoal is to probeeachuser's thoughtpro-
cessduring thesimulatedattack.We askher if sheever
saw anything suspiciousor dangerousduring her inter-
actionswith our site,andif shedid, whatshedid in re-
sponse(if anything). On the next page,we show her a
screenshotof the attack,andwe askher if sheremem-
bersseeingthis page. If shedid, we ask her whether
shefollowed the instructionson the attackpageandto
explain thereasoningbehindherdecision.

Our �nal goalis to understandeachuser'sgeneralim-
pressionsof machineauthentication.We askeachuser
to describehow shethinks registrationworks andwhat
securitybene�ts shethinks it provides,if any. We also
askher to quantitatively comparethe securityandcon-
venienceof usingmachineauthenticationin conjunction
with passwordsto usingpasswordsalone.



Figure1: User interface for making predictionsat our study website.

Figure2: User interface for con�rming registration.



Figure3: User interface for settingup challengequestions.

Figure4: User interface for answeringchallengequestions.



Figure5: Screenshotof the attack againstchallengequestions.

Figure6: HTML email sentto usersto registeran unregisteredcomputer (with warnings).

Figure7: HTML email sentto usersto registeran unregisteredcomputer (without warnings).



Figure8: Plain text email sentto usersto registeran unregisteredcomputer (with warnings).

Figure9: Plain text email sentto usersto registeran unregisteredcomputer (without warnings).

Figure10: Screenshotof the forwarding attack againstemail registration (targetingHTML emails).



Figure11: Screenshotof the forwarding attack againstemail registration (targetingplain text emails).

Figure12: Screenshotof the cut and pasteattack againstemail registration (targetingHTML emails).



Figure13: Screenshotof the cut and pasteattack againstemail registration (targetingplain text emails).


