Bazaar: Strengthening user reputations
in online marketplaces




Online marketplaces

Online marketplaces:

ew Sites allowing users to buy/sell goods

Among most successful Web sites
amazon.com E.g., eBay, Overstock, Amazon Marketplace
N

M.arketp|ace. e-Bay aIOne $6OB |.n 2009



ldentities and reputations

Sites support reputations for identities
Feedback from others interacted with

Buyers use reputations
Reputable sellers get better prices
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Manipulating reputations for fraud

Can create identities to

Feedback Whitewash (erase bad behavior)
profile Collude (with other attackers)
® O $2 Sybil attacks (create multiple accounts)
® — & O35
® O $1 Can observe fraud taking place
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Manipulating reputations for fraud

Can create identities to
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Feedback Whitewash (erase bad behavior)
profile Collude (with other attackers)
® O $2 Sybil attacks (create multiple accounts)
® — & O35
® O $1 Can observe fraud taking place
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Alternate approaches

amazoncom
N
Marketplace

“ Make joining difficult
Limits applicability, usefulness

Using brokers, escrow
eﬁll Only feasible for expensive items




Bazaar: A new approach

New approach to strengthening user reputations
Provides strong bounds on fraud

Works in conjunction with existing marketplace
Assumes same feedback system as today
No additional monetary cost
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Outline

L Motivati
2. Bazaar design

3. Challenges faced
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Risk network

Reputations calculated using risk network

Buyer satisfied = two identities linked
Weighted by amount of transaction

; : e $25
Multiple transactions additive $45 \$7 S




Fraud detection with max-flow




Fraud detection with max-flow

Max-flow: $5 %‘4/’ ‘




Fraud detection with max-flow

Max-flow: S5
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Fraud detection with max-flow

Max-flow: S5
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Handling feedback
S$——%

S5 ) $100 " Transaction amount: $4
Original state




Handling feedback
8—d-

S5 $100 " Transaction amount: $4

/ \ Original state

$100

Positive feedback
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Handling feedback
8—d-

S5 $100 Transaction amount: $4

/ \ Original state

$100 ‘4 >‘< ,‘

$5 $100
Positive feedback Neutral feedback
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Handling feedback
8-

S5 $100 Transaction amount: $4

/ \ Original state

$1oo d—®—8  d— O —28

S5 $100 ST 596
Positive feedback Neutral feedback Negative feedback
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Guarantees
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- Whatis the per-user bound on defrauding?




Guarantees for groups
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Guarantees for groups
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Challenge 1: Feedback delay

Transaction amount: $4 “ $5 "“ 5100 "

A N

Buyer cannot immediately determine if fraudulent

~ Could be used as“window of vulnerability”




Challenge 1: Feedback delay

Transaction amount: $4 “ 45 "“ 5100 "

A

Seller S 396 Buyer
Buyer cannot immediately determine if fraudulent

~ Could be used as“window of vulnerability”




Challenge 2: Bootstrapping
ey

New users have zero max-flow
How to securely bootstrap new users?

New user ‘

Option 1: Use social network
‘ 74 /4 3 .
NP | Users can “vouch” for friends, create links
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Challenge 2: Bootstrapping
ey

New users have zero max-flow
How to securely bootstrap new users?

New user ‘

$15 . .
/ Option 1: Use social network
s Users can “vouch” for friends, create links
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Challenge 2: Bootstrapping
ey

New users have zero max-flow
How to securely bootstrap new users?

New user @ $15

Option 1: Use social network
‘ 74 /4 3 .
NP | Users can “vouch” for friends, create links
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Challenge 2: Bootstrapping
ey

$15

New users have zero max-flow
How to securely bootstrap new users?

New user ‘

$5 : ;
/sx< $5 Option 1: Use social network
wor Users can “vouch”for friends, create links
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Challenge 3: Scaling max-flow

Computing max-flow is expensive

Especially on large, dense graphs
Standard approaches (Gomery-Hu, Goldman-Rao) are poor fit

But, can leverage two observations:
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1. Risk networks tend to have a dense core



Challenge 3: Scaling max-flow

Computing max-flow is expensive

Especially on large, dense graphs
Standard approaches (Gomery-Hu, Goldman-Rao) are poor fit

But, can leverage two observations:
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Multi-graph construction




Multi-graph construction




Multi-graph construction
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Multi-graph construction
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Multi-graph construction




Multi-graph construction




Multi-graph construction

Level 1
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Multi-graph construction
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Level 2
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Max-flow with multi-graphs

Check for sufficient flow in each level
Starting with the highest

Sufficient flow found — success
Since each level is a subset of the next
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Evaluating Bazaar

Goal: Determine how Bazaar would work in practice
Does it prevent fraud?

How much does it “cost”?

Does it incorrectly flag honest transactions?

Implemented Bazaar in C
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Data from eBay

3,311,878 1,436,059
940,815 454,773
964,925 661,285

861,108 652,350




Does Bazaar prevent fraud?
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How expensive is Bazaar?




What is the impact on good users?




Summary

Online marketplaces very successful
Democratized commerce, many billions S per year

But, known to have significant fraud
Partially due to “free” nature of accounts, reputation manipulation
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Questions?




