


Figure 4: Cumulative distribution of loss rate, across all pairs
of PlanetLab nodes, for standard UDP packets sent over the
Internet and packets sent via Phalanx.

sample run for traffic between a node in Berlin and and a
node in North Carolina, measured for standard UDP and
for Phalanx. As the figure shows, despite crossing the At-
lantic, Phalanx has only a modest effect on per-packet la-
tency. iPlane is able to find ten suitable mailboxes which
do not significantly affect end to end latency. On average
the latency goes up by a little less than 25 milliseconds
or 20%.

A denser deployment of mailboxes, for instance us-
ing BitTorrent’s client network or Akamai’s worldwide
network of servers, should improve these numbers sig-
nificantly.

Because of its indirection architecture, Phalanx re-
quires multiple packets to be successfully sent and re-
ceived in order to successfully deliver what would be
a single packet in the underlying Internet. As a conse-
quence, we would expect that Phalanx’s packet loss rates
would be worse than that of normal UDP.

Figure 4 illustrates this effect, showing the cumula-
tive distribution of the measured loss rate across all pairs
of PlanetLab nodes, for the experiment described above.
While Phalanx does see more loss than the standard UDP,
the effect is close to a constant factor increase in loss rate.

4.2 Attack Resilience

We next study Phalanx’s ability to counter attacks. For
this, we repeat the previous experiment between the
PlanetLab nodes in Berlin and North Carolina, but con-
figured so that half of the mailboxes simulate an attack
where they drop 75% of the arriving packets. This might
occur if the mailboxes themselves were being flooded, or
equivalently, if a portion of the filtering ring was being
attacked. The sender and receiver respond to this loss by
increasing the sending rate through the unaffected mail-
boxes to compensate; they could also expand the number
of mailboxes in use, but this was not necessary to com-
pensate for the simulated attack.

Figure 5 shows the result. After twelve seconds, the
simulated attack begins. By increasing the sending rate,
the receiver is able to maintain an average of 25 packets

Figure 5: The rate at which packets are sent and received in the
face of a modeled attack. Starting at 12 seconds, 5 of the 10
Phalanx mailboxes are “attacked”, cause 75% loss of arriving
data packets. Noting the decrease in throughput, the receiver
asks the sender to send faster and is able to maintain an average
throughput of 25 packets per second.

per second despite half of the mailboxes dropping most
of their packets.

4.3 Simulation

Evaluating systems like Phalanx at scale has always
posed a problem because they are fundamentally in-
tended to operate at scales well beyond what can be eval-
uated on a testbed. To address this issue, we built a sim-
ulator that captures the large-scale dynamics of Phalanx
and allows us to simulate millions of hosts simultane-
ously.

The simulator uses a router-level topology gathered by
having iPlane [22] probe a list of approximately 7200
known Akamai nodes from PlanetLab nodes. These
Akamai nodes serve as stand-ins for appropriately lo-
cated mailboxes. Each PlanetLab node serves as a stand-
in for a server which is under attack.

We assume that attackers target the mailboxes, the
server and the links near the server. Traffic is assumed
to flow from clients to mailboxes unmolested. We as-
sign link capacities by assuming mailbox access links
are 10 Mbps, the server access link is 200 Mbps, and
link capacity increases to the next category of {10 Mbps,
100 Mbps, 1 Gbps, 10 Gbps, 40 Gbps} as the links move
from the edge to the core.

We assign attackers with attack rates according to end-
host upload capacity information gathered in our previ-
ous work [22, 18] and assume that good clients commu-
nicate at a fixed rate of 160 Kbps.

By using IP to AS mappings, we are able to
simulate the behavior of the system under vary-
ing levels of deployment of the Phalanx filtering
rings. Figure 6 shows the effect of increasing de-
ployment of filtering rings for a server located at
planetlab-01.kyushu.jgn2.jp. (The results
are similar when we use other PlanetLab nodes as
servers.) In this simulation, there are 100,000 attacking
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Figure 6: The cumulative fraction of mailboxes seeing at most a
given fraction of goodput when communicating with the server.

Figure 7: The cumulative fraction of mailboxes seeing at most
a given loss rate for a varying number of attackers.

nodes and 1000 good clients all trying to reach the vic-
tim server. We simulate varying degrees of deployment
by iteratively adding the largest adjacent AS to the cur-
rent area of deployment.

As one might expect, even a little deployment helps
quite a bit. Only deploying filters at the victim AS pro-
vides significant relief and allows some mailboxes to see
lossless communication. Deploying in just 4 ASes (in-
cluding the tier-1 AS NTT) results in the vast majority
of mailboxes seeing lossless communication, effectively
stopping the attack in its tracks if we assume that con-
nections use any degree of redundancy to handle losses.

We next look at the scalability of Phalanx in handling
attacks involving millions of bots. For this experiment
we consider a somewhat stronger deployment: upgrad-
ing the mailboxes to 100 Mbps access links. Figure 7
examines the effect on mailbox loss rate as we increase
the number of attackers. Most connections easily with-
stand the brunt of an attack involving one million nodes,
and Phalanx still allows some (though severely degraded)
communication through when facing 4 million nodes. In
practice, Akamai advertises more than 15,000 nodes and
many of them are connected via 1 Gbps links, which
would easily give another order of magnitude in protec-
tion.

We are also able to quantitatively show the bene-
fit of the multipathing approach in Phalanx over previ-
ous capability-based schemes like TVA [40]. Figure 8

Figure 8: The fraction of connections which see less than 3%
loss when sending 3 copies of each packet.

shows the fraction of connections which suffer accept-
able loss when using a single-path system, like TVA,
as compared with Phalanx. We use the same setup as
the scalability experiment (mailboxes with 100 Mbps ac-
cess links), with filtering rings being equivalent to TVA-
enabled routers. Further we assume that all packets are
sent three times to attempt to overcome loss. We define
acceptable loss to be less than 3% after the redundancy.

The benefit of multipathing is immediately clear as
Phalanx is able to provide almost all connections with
acceptable loss rates even when defending against one
million attackers. TVA on the other hand is forced to use
a single path per connection meaning that some unfor-
tunate connections will always have to endure high loss.
Further, a calculating adversary can inflict the maximum
possible damage with his available resources by targeting
them on specific sets of links rather than being forced to
spread his attack out.

5 Related Work
Our work on Phalanx leverages many elements from
prior attempts to design a solution to mitigate DoS at-
tacks. As we have argued, the primary differences come
down to goals: ours is to design a system that could be
easily deployed today, does not change the open model
of Internet access, yet is powerful enough to deal with
massive botnets.

5.1 Network Filtering

CenterTrack [35] and its later cousin dFence [24] pro-
pose new functionality for individual ASes to ensure that
all traffic for a specific destination (e.g., one under at-
tack) flows through certain filtering boxes. While effec-
tive for many attacks found in the wild today, this central-
ized approach is unlikely to scale to be able to handle the
terabit attacks possible with multimillion-node botnets.

Pushback schemes [8, 9, 23] attempt to scale the power
of network filtering by pushing filters to routers immedi-
ately downstream from where the traffic is entering the
network. These filters are specially constructed to block
attack traffic while allowing good traffic through. For
example, in Active Internet Traffic Filtering [9], victims
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alert their upstream routers of undesired flows. These
routers temporarily block the flows while they in turn ne-
gotiate with routers further upstream to block the flows.

In the case of a multimillion-node botnet, where bots
are found in almost every corner of the Internet, con-
taining a botnet would require support for installing and
managing filters at routers throughout the public Internet.

5.2 Capabilities

Capability schemes [7, 40, 10, 38, 39] have also received
quite a lot of attention from the research community. Ca-
pability approaches drop (or relegate to lower priority)
all traffic which does not carry a certificate proving that
the packet was explicitly allowed by the recipient.

For example, in SIFF [39], capabilities are created dur-
ing connection setup by each router on the path from
source to destination. These routers stamp the initial con-
nection request packet with time-limited cryptographic
information. If the connection is desired by the desti-
nation, it returns the stamps to the sender, enabling it to
prove to each router in the path that the connection is
to be permitted. Because the capabilities are based on
cryptographic hashes of flow identifiers, a secret key and
local timestamps at routers, they cannot easily be forged
or reused spatially or temporally.

The solutions for acquiring capabilities are noticeably
less fleshed out and are usually some form of approx-
imate fair queueing on the flow and/or path identifier.
Furthermore, the capabilities are path-specific and any
change to the route forces all flows using that path to
reacquire their capabilities.

In Phalanx, we use a per-packet capability to identify
which specific packets are to be allowed through the fil-
tering ring at the request of a destination. Flows whose
packets are not requested, do not have permission to send
and are thus dropped. Additionally we make use of a
more robust resource proof-based fair queuing scheme
for the connection setup channel. Lastly, Phalanx uses
loose source routing and rapidly refreshed capabilities to
ensure that routing changes do not prevent the system
from providing service even under attack.

5.3 Overlays

Overlay schemes [19, 5, 30, 33] leverage a set of trusted
or semi-trusted nodes to act as proxies for end-hosts
which may become the subject of attack. The common
idea is to use more fully functional, and easier to de-
ploy, machines to perform complex operations on pack-
ets, ones that might not be feasible at line rate inside of
routers.

For example, one of the first overlay proposals for
DoS protection was Secure Overlay Services (SOS) [19].
In SOS and later systems such as Mayday, only
pre-authenticated users were allowed to route packets

through the overlay. Hence these systems could not
be used for protecting general Internet traffic. A valid
source could send packets to any node in the overlay
by including an authentication token, and these packets
were then routed to a specific output node (generalized
later to be a set of output nodes), which then forwarded
the packets to the destination. If the destination IP ad-
dress and the identity of the overlay output node were
both kept secret, an attack would be difficult to mount.

Phalanx builds on the basic approach of using an over-
lay network; in our view, overlays are the only way we
will be able to deploy a solution to multimillion-node
botnets in the foreseeable future. However, we general-
ize on the prior overlay work, so that in Phalanx: (i) any
Internet host can send packets through the overlay with-
out pre-authentication, (ii) any overlay node can send
packets to any destination, and (iii) there is a simple,
scalable, and efficient protocol for installing network fil-
ters to prevent unauthorized packets from reaching the
destination.

5.4 Resource Proofs

A relatively new technique borrows resource proofs from
techniques to deal with Sybil attacks [15]. Resource
proofs allow service to be given in proportion to the re-
sources available to a given user. This has the effect of
preventing attackers from flooding and thus drowning-
out well behaved users.

Speak-up [37] proposes using bandwidth for resource
proofs by having legitimate hosts send more requests
during times of attack. This results in per-bandwidth fair
queue. OverDoSe [30] and Portcullis [26] both instead
have hosts solve cryptographic puzzles to provide per-
computation fair queueing.

In Phalanx, as in Portcullis, we use cryptographic puz-
zles to provide per-computation fair queueing because
computation is a local-only, reasonably cheap resource
especially in comparison to bandwidth.

5.5 Architectures

In addition, several proposals have suggested completely
new architectures that would make denial of service at-
tacks much harder to mount. For example, Off By De-
fault [10] proposes that the network be modified to estab-
lish routes only where explicitly allowed by the recipient;
in other words, only legitimate sources would be allowed
to send packets to a specific destination. Establishing
and tearing down routes is a fairly heavyweight opera-
tion, however, while Phalanx achieves the same goal on
a per-packet granularity.

Phalanx is perhaps closest in spirit to the Internet Indi-
rection Infrastructure (i3) proposal, in that every packet
is sent through a mailbox abstraction [34]. Secure-i3 [4]
extends the original i3 approach for routing via DHTs
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to use an almost-unlimited address space to help prevent
certain attacks. Like Phalanx, Secure-i3 makes use of
a level of indirection in between sender and receiver as
well as a large swarm computers acting as intermediaries.
Unlike Phalanx requests, i3 triggers last for long periods
of time, usually minutes, instead of being installed on
a packet granularity. Further, i3 assumes that all pack-
ets are carried over i3, so that it cannot be attacked from
below. Phalanx is designed to withstand attacks carried
over the underlying Internet.

6 Conclusion
In this paper, we presented Phalanx, a system for ad-
dressing the emerging denial of service threat posed by
multimillion-node botnets. Phalanx asks only for two
primitives from the network. The first is a network of
overlay nodes each implementing a simple, but carefully
engineered, packet forwarding mechanism; this network
must be as massive as the botnet that it is defending
against. Second, we require a filtering ring at the bor-
der routers of the destination’s upstream tier-1 ISP; this
filtering ring is designed to be simple enough to operate
at the very high data rates typical of tier-1 border routers.
We have implemented an initial prototype of Phalanx on
PlanetLab, and used it to demonstrate its performance.
We have further demonstrated Phalanx’s ability to scale
to million node botnets through simulation.
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