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Extending Black Domain Name List by Using
Co- occurrence Relation between DNS Queries



2 © 2010 NTT Information Sharing Platform Laboratories

Outline

ÅMotivation

ïMethod for detecting botnets by using blacklist

ïCoverage of blacklist

ÅProposed Method

ïExtend blacklist by using co-occurrence relation

ïProblems of naively using co-occurrence relation
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ÅExperimental Results

ÅConclusion



3 © 2010 NTT Information Sharing Platform Laboratories

Motivation

ÅBotnet threats increasing

ïLaunching DDoS attacks

ïSending spam e-mail

ïStealing personal information

ïInfecting other hosts

ÅFinding infected hosts and stopping malicious 

activities is necessary

Infected Hosts Victim Hosts

DDoS attack

Spam e-mail

Infecting host
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Black Domain Name List

ÅMatch black domain names 
with DNS queries to detect 
infected hosts
ïBot sends DNS query to 

resolve domain name of C&C 
server

ïBlack domain name list 
created by capturing and 
analyzing bots

ÅBlock connections from 
infected hosts to C&C 
servers to stop malicious 
activities

3. Launching attacks

Infected hosts Victim hosts

DDoS attack

Spam e-mail

Infecting host

DNS server C&C server

1. Resolving black

domain names

2. Connecting C&C server

and receiving commands

evil.com
(black domain name)
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Problem of Black Domain Name List

ÅBlacklist does not cover all black domain 

names

ïNumerous new bots are observed every day, 

thus we cannot capture all bots

ïSome bots resolves many different black domain 

name , thus it is hard to maintain blacklist

(e.g., Conficker worm)
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Objective of Study

ÅExtending blacklist

ïFind unknown black domain names
ÅStop malicious activities by blocking connections from 

infected hosts to C&C servers

ïUsing extended blacklist, find unknown 

infected hosts
ÅAlert infected hosts to removing bot
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Assumption

ÅOne bot resolves several black domain names

ïFor redundancy of C&C servers

If two domain names are resolved by the same host 

frequently and one is black, the other is also black.

Assumption

Known Black Unknown Black
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Approach Overview

evil.comunknown.evil.com

Known black

Infected Hosts

1. Find hosts that  

resolve known black 

domain names

2. Find other domain 

names resolved by 

infected hosts

Unknown black

4. Find hosts that

resolve unknown 

black domain names

Unknown Infected Hosts

blacklist

2. Calculate score of

domain names

3. Add to blacklist

evil.com

unknown.evil.com
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Naive Scoring Method

ÅOur assumption

ïIf two domain names are resolved by the same host 

frequently and one is black, the other is also black.

ÅScoring method by using co-occurrence relation
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If score is high, assume d is black

Co-occurrence rate

Focus on Co-occurrence relation
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Problem of Popular Domain Name

Known black

Infected HostsNon-infected Hosts

www.google.com

Many non-infected hosts 

are detected as infected

evil.com

blacklist

evil.com

Popular domain name co-occurs with

black frequently



11 © 2010 NTT Information Sharing Platform Laboratories

dd

d
dW

 resolve that infected-non# resolve that infected#

 resolve that infected#
)(

+
=

Weight of Number of Non-infected Hosts

ÅFocus on number of non-infected hosts that resolve 

a domain name

ïPopular domain names are resolved by both infected and 

non-infected hosts

ïBlack domain names are resolved by only infected hosts

ÅDefine weight of number of non-infected hosts

If d is popular, value is

relatively large

If d is popular, W(d) is

relatively small
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Problem of Infected Heavy User

Infected Heavy User

Many domain names co-occur with black

Many non-infected hosts 

detected as infected

Non-infected Hosts

Known black

evil.com

blacklist

evil.com


