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Networl

Internal host

From ancient mythology to now

Email gatway Emaij
downy,

Communication
to controller

Botnet

SpamBot
Heracles (Hercules), with the help of lolaog SpamBot Comma‘r%
fights theLernaean Hydra in one of his 12 P email
templates,

Repository
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Non-SMTP
Suspicious Flow records
Client
(Compromised
Spam Host)

P

Select and summariLe

Candidate Controlle,
Conversations (flo
record summaries)

; |

Rank servers by number
of compromised
spammers and model
distance

Stage 2 <

Server
> Stage 1
%
Analyze flows for Analyze DNS
client periodicity —» data of suspect
and recurrency servers

Botnet alarm
records
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Alarm record for a controller of the Ozdok botnet. One sspicious client
shows periodic and 3 clients show recurrent behavior
Alarm record for an controller of the Cutwail botnet. The controller is
directly accessed by its IP address since there are necords of DNS
domains pointing historically to this address =
&
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Alarm record for a controller of the Zeus botnet. Two DNS dombnked to the
suspected controller appear to be Transient

Page 13 4/14/2010 © AT&T Knowledge Ventures
+ )
1 # & & !
Il [
1A2
2 I #
# : " |
| 8 |
2 |
| | H
Pl # "
# |
! G ! ! !
1A2 | ! ! !
Lo
; ! !
! 1A

Page 14 4/14/2010 © AT&T Knowledge Ventures

=



